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Document purpose

This document provides the detailed End-to-End (E2E) process flows for the provisioning of Pilot
Payment Services by the Pilot PSP. During the Pilot, relaxation steps or omissions may be applied by
Pilot PSPs, as indicated by optional, provided that the functional requirements set out in Appendix 2B

— Functional Requirements are respected.

Document structure

This document presents E2E flows concerning the key processes characterising the Pilot User Journeys
presented in Appendix 2.E — User Journeys & Minimum UX Requirements. Each E2E process flow
shows the complete process from the starting point to its end. Whenever a decision point is present in
the E2E flow, for sake of completeness both successful and unsuccessful sub-flows are presented
(marked respectively in green and black).

End-to-End process flows are structured along the functional domain logic used in the Pilot PSP
documentation package; Access Management (AM), Liquidity Management (LM) and Transaction

Management (TM). Each flow is introduced and has a unique flow identifier:
[Functional domain] [domain’s category] [flow humber]

Domain’s category are the following:

AM-1 Onboarding TM-1 | POS payments (SoftPOS)

AM-3 Offboarding TM-2 | E-commerce/M-commerce payments
AM-4 Profile management TM-3 | P2P payments

LM-1 Funding TM-7 | Refunds

LM-2 Defunding TM-8 | Balance enquiries

Subflows are depicted with a prefix “s” and are listed in sections 1.4 (Access Management), section

2.3 (Liquidity Management) and section 3.6 (Transaction Management).

The visualisation of the flows follows a stakeholder domain logic (e.g. End-User, Pilot PSP and DESP)

and depicts the following type of steps:
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p ; Starting point for a Ending point fora
rOCess step sub-process sub-process

Ending

Step after which no other process step will be triggered
process step

Collection of steps that are common for several business
Sub-process

processes
DESP backend Sub-processes focusing on DESP backend component
sub-process interactions (not part of this document)

Optional process
step
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Each flow is thereafter described and details the steps required to complete the E2E process flow.
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1. Access management

1.1 Onboarding

1.1.1 Individual End-User onboarding

The steps characterising the onboarding of an Individual End-User (known and unknown to the Pilot
PSP) in an online scenario, are presented and depicted in the following flow. The flow has been depicted
under the assumption that the Individual End-User is allowed to have a single Beta Digital Euro payment

account.
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Initiating
actor(s)

Receiving
actor(s)

Definition

AM-1.1.01

Requests onboarding

Individual
End-User

Pilot PSP

An Individual End-User requests the
opening of a Beta Digital Euro payment
account via a Pilot PSP.

Note: the Individual End-User can select
additional features and services as they
like. Alternatively, these options can be
added or changed later (see amendment
flow section 1.2.1).

AM-1.1.02

Existing customer?

Pilot PSP

N/A

If the Individual End-User is already a
customer of the Pilot PSP and has passed
KYC checks, the Pilot PSP can directly ask
the Individual End-User whether they
already have a Beta Digital Euro payment
account.

AM-1.1.03

Requests KYC
registration

Pilot PSP

Individual
End-User

The Pilot PSP requests the Individual End-
User to pass KYC checks.

The Pilot PSP could ask if the Individual
End-User wishes to switch the account, if
so, [AM-2.1] is followed.

AM-1.1.04

Sends data for KYC

Individual
End-User

Pilot PSP

The Individual End-User sends the Pilot
PSP the data to pass KYC checks.

AM-1.1.05

Performs KYC checks

Pilot PSP

N/A

The Pilot PSP performs KYC checks with
the data received.

AM-1.1.06

Checks passed?

Pilot PSP

N/A

If the Individual End-User does not pass
the KYC checks, the onboarding request is
rejected, and the Individual End-User can
try again (process starts again with [AM-
1.1.01]).

AM-1.1.07

Sends rejection

Pilot PSP

Individual
End-User

The Pilot PSP rejects the request and
sends a rejection message specifying the
error type to the Individual End-User.

AM-1.1.08

Rejection notified

Individual
End-User

N/A

The Individual End-User is notified of the
rejection and the rejection reason.

AM-1.1.09

Checks if user holds a
Beta Digital Euro
payment account at
same Pilot PSP

Pilot PSP

N/A

The Pilot PSP checks whether the
Individual End-User already holds a Beta
Digital Euro payment account with the
same Pilot PSP. If that is the case, it will
reject the onboarding request. If the
Individual End-User does not hold a Beta
Digital Euro payment account with the
same Pilot PSP, then the process
continues.

AM-1.1.10

Beta Digital Euro
payment account
exists?

Pilot PSP

N/A

If the Individual End-User already has a
Beta Digital Euro payment account, the
Pilot PSP can either ask the Individual End-
User if the account should be switched or
reject the onboarding request.

AM-1.1.11

Registers user as a
customer

Pilot PSP

N/A

The Pilot PSP registers the Individual End-
User as one of its customers.

AM-1.1.12

Authentication
[sAM-17.1]

Pilot PSP

N/A

The Pilot PSP initiates the authentication
[sAM-17.1].
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AM-1.1.13 | Checks if user holds a | Pilot PSP DESP The Pilot PSP checks whether the
Beta Digital Euro Individual End-User already holds a Beta
payment account Digital Euro payment account with another

Pilot PSP by querying the DESP.

AM-1.1.14 | Forwards request DESP N/A The Eurosystem - Access Gateway Service
forwards the validity check retrieval request
to the DESP — Single Access Point
Service.

AM-1.1.15 Retrieves the Valldlty DESP N/A The DESP — Sing|e Access Point Service

check performs a check of the repository to
determine if the Individual End-User
already has an existing Beta Digital Euro
payment account operated by another Pilot
PSP.

AM-1.1.16 Forwards response DESP Pilot PSP The Eurosystem - Access Gateway Service
forwards the result of the check to the
requesting Pilot PSP.

AM-1.1.17 Beta Digital Euro Pilot PSP N/A If the Individual End-User already has a
payment account Beta Digital Euro payment account, the
exists? Pilot PSP can either ask the Individual End-

User if the account should be switched or
reject the onboarding request.

AM-1.1.18 Sends rejection Pilot PSP Individual The Pilot PSP rejects the onboarding
(redirects to End-User | roquest and sends a rejection message
:vn::ﬁl;l;g/nts) specifying the error type to the Individual

End-User. Eventually, the Pilot PSP asks
the Individual End-User whether the
account should be switched.

AM-1.1.19 Generates and stores Pilot PSP N/A The Pilot PSP generates and stores the
technical proof cryptographic proof of ownership of the

Individual End-User’s balance. The
Individual End-User may need this later.

AM-1.1.20 User Alias Pilot PSP Individual The Pilot PSP proposes the Individual End-
registration proposal End-User User to add an User Alias.

AM-1.1.21 Rejects or provides Individual Pilot PSP The Individual End-User either refuses the
User Alias End-User proposals or accepts it and provides the

User Alias to link to the Pilot PSP.

AM-1.1.22 Register User Alias? Pilot PSP N/A If an User Alias needs to be registered, the
Pilot PSP will initiate [sAM-25].

AM-1.1.23 | User Alias ownership | Pilot PSP N/A The Pilot PSP initiates the User Alias

check [sAM-25] ownership check [sAM-25].

AM-1.1.24 | Authentication and Pilot PSP N/A The Pilot PSP initiates the authentication
consent and consent [sAM-17.2].

[sAM-17.2]
AM-1.1.25 | Requests registration | Pilot PSP DESP The Pilot PSP requests the DESP for
registration of the Individual End-User.
Step-specific business rules: AM-011-005,
AM-021-006

AM-1.1.26 | Registration DESP Pilot PSP | The DESP initiates the registration of the
[sAM-21] Individual End-User [sAM-21].

AM-1.1.27 Sends rejection Pilot PSP Individual The Pilot PSP rejects the request and

End-User | sends a rejection message specifying the
error type to the Individual End-User.
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AM-1.1.28 | Onboarding rejection Individual N/A Individual End-User is informed about the
notified End-User rejection and the reason of the rejection by

the Pilot PSP.

AM-1.1.29 | DEAN already Pilot PSP N/A If the Pilot PSP has requested DEANS in
available? bulk at an earlier stage, it can assign a

DEAN to the Individual End-User.
Otherwise, it needs to request a new
DEAN.

AM-1.1.30 Assigns DEAN and Pilot PSP DESP The Pilot PSP assigns a pre\/ious|y
requests optional requested DEAN to the Individual End-
User Alias setup User. In case an User Alias had been

previously provided by the Individual End-
User, the Pilot PSP requests the DESP to
register and map such User Alias.

AM-1.1.31 | Requests DEAN Pilot PSP DESP If the DEAN has not been requested in bulk
creation and mapping at an earlier stage, the Pilot PSP requests
ZT;;:EE&TI User the DESP to generate a DEAN and to map

it to the Pilot PSP and optionally to register
and map the Individual End-User’s User
Alias.

AM-1.1.32 Forwards request for DESP N/A The User Alias Lookup - Access Gateway
User Alias Service forwards the requests to the User
reglstratlon and Us:er Alias Lookup Service for registering the
Alias to PSP mapping . . L

User Alias provided by the Individual End-
User and for adding/updating the mapping
to DEAN and Pilot PSP.

AM-1.1.33 DEAN optional DESP N/A and/or The DESP generates the DEAN (if not
generation and Pilot PSP | generated/assigned before) and
mapping [sAM-29] records/updates the DEAN to the Pilot PSP

[sAM-29].
AM-1.1.34 Sends rejection Pilot PSP Individual The Pilot PSP rejects the request and
End-User | sends a rejection message specifying the
error type to the Individual End-User.

AM-1.1.35 | User Alias DESP Pilot PSP | The DESP registers the User Alias and
registration and maps it to the Pilot PSP and corresponding
mapping [sAM-30] DEAN

[sAM-30].

AM-1.1.36 | Sends/ Pilot PSP N/A The Pilot PSP rejects the request and
communicates sends a rejection message specifying the
rejection error type to the Individual End-User.

AM-1.1.37 | Opens account Pilot PSP N/A The Pilot PSP opens a Beta Digital Euro

payment account for the Individual End-
User.

AM-1.1.38 | Onboarding of an Pilot PSP N/A The Pilot PSP initiates the onboarding of
Individual End-User an Individual End-User part Il [sAM-26].
part 1l [sAM-26]

AM-1.1.38 | Informs completion of | Pilot PSP Individual The Pilot PSP informs the Individual End-
onboarding End-User | yser that onboarding is completed.

AM-1.1.40 | Onboarding Individual N/A Individual End-User is informed that
completed End-User onboarding is completed successfully, the

information also includes DEAN, technical
proof and Pilot PSP identifier.

10
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1.1.2 Business End-User onboarding
The steps required for the onboarding of a Business End-User in online and offline scenario (known

and unknown to the Pilot PSP) are presented and depicted in the following flow:

1
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AM-1.2 Onboarding of a Business End-User (online and offline)
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Receiving

Definition

actor(s)

actor(s)

AM-1.2.01 | Authenticates and | Business Pilot PSP The Business End-User requests to onboard.
requests End-User
onboarding

AM-1.2.02 | Checks if user is Pilot PSP N/A The Pilot PSP checks whether the Business

an existing End-User is one of its customers.
customer

AM-1.2.03 | Existing Pilot PSP N/A If the Business End-User is already a

customer? customer of the Pilot PSP and has passed
KYC checks, the Pilot PSP can proceed with
the onboarding.

AM-1.2.04 | Requests KYC Pilot PSP Business The Pilot PSP requests the Business End-

registration End-User User to pass KYC checks.

AM-1.2.05 | Sends data for Business Pilot PSP The Business End-User sends the Pilot PSP

KYC End-User the data to pass KYC checks.

AM-1.2.06 | Performs KYC Pilot PSP N/A The Pilot PSP performs KYC checks with the

checks data received.

AM-1.2.07 | Checks passed? Pilot PSP N/A If the Business End-User will not pass the
KYC checks, the onboarding request is
rejected, and the Business End-User can try
again (process starts again with
authenticates and requests onboarding).

AM-1.2.08 | Sends rejection Pilot PSP Business The Pilot PSP rejects the request and sends

End-User a rejection message specifying the error type
to the Business End-User.

AM-1.2.09 | Rejection notified Business N/A The Business End-User is notified of the

End-User rejection and the rejection reason.
AM-1.2.10 | Registers End- Pilot PSP N/A The Pilot PSP registers the Business End-
Useras a User as one of its customers.
customer

AM-1.2.11 | Generates and Pilot PSP N/A The Pilot PSP generates and stores the
stores technical cryptographic proof of ownership of the
proof Business End-User’s balance.

AM-1.2.12 | Requests Pilot PSP DESP The Pilot PSP requests the DESP for

registration Business End-User registration.

AM-1.2.13 | Registration DESP Pilot PSP The DESP initiates the registration of the

[sAM-21] Business End-User [sAM-21].
AM-1.2.14 | Sends rejection Pilot PSP Business The Pilot PSP rejects the request and sends
End-User a rejection message specifying the error
type.
AM-1.2.15 | Rejection notified Business N/A The Business End-User is informed about
End-User the rejection and the rejection reason.
AM-1.2.16 | DEAN already Pilot PSP N/A If the Pilot PSP has requested DEANSs in bulk
available? at an earlier stage, it can assign a DEAN to
the Business End-User. Otherwise, it needs
to request a new DEAN.

AM-1.2.17 | Assigns DEAN Pilot PSP N/A The Pilot PSP assigns a previously
requested DEAN to the Business End-User.

AM-1.2.18 | Requests DEAN Pilot PSP DESP If the DEAN has not been requested in bulk

creation and at an earlier stage, the Pilot PSP requests
mapping the DESP to generate a DEAN and to map it
to the Pilot PSP.

AM-1.2.19 | DEAN optional DESP Pilot PSP

generation and

The DESP generates the DEAN (if not
generated/assigned before) and

13
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mapping records/updates the DEAN to Pilot PSP
[sAM-29] mapping [sAM-29].
AM-1.2.20 | Sends rejection Pilot PSP Business The Pilot PSP rejects the request and sends
End-User a rejection message specifying the error
type.

AM-1.2.21 | Requests Pilot PSP Business The Pilot PSP requests the Business End-
::noonr‘lr;e:::i:cln':s?:(o End-User User to link their commercial bank money
be linked account.

AM-1.2.22 Provides Business Pilot PSP The Business End-User pro\/ides their
commercial bank | End-User commercial bank money account to be linked
money account with the Beta Digital Euro payment account.

AM-1.2.23 | Links commercial Pilot PSP N/A The Pilot PSP links the commercial bank
bank money money account of the Business End-User to
g?;;::lné:::h Beta the Beta Digital Euro payment account.
payment account Note: every Beta Digital Euro payment

account of a Business End-User needs to be
linked to a commercial bank money account
at any time and (reverse) waterfall option
needs to be active at any time as well.
Step-specific business rules: LM-032-001

AM-1.2.24 | Activates Pilot PSP N/A The Pilot PSP enables online acceptance
acceptance instruments for the Business End-User.
instruments Note: this may involve technical setup,

integration with Business End-User’s IT
systems etc. which is not depicted in the
flow.

AM-1.2.25 | Notification Pilot PSP Business The Pilot PSP checks whether the Business
settings? End-User End-User proceeds with setting up the

and/or N/A notifications.
Step-specific business rules: AM-022-004,
AM-022-005

AM-1.2.26 Sets up the Business Pilot PSP The Business End-User sets up the
notification End-User notification settings.
settings

AM-1.2.27 | Applies the Pilot PSP N/A The Pilot PSP applies the notification
notification settings that Business End-User entered.
settings Step-specific business rules: AM-022-004,

AM-022-005

AM-1.2.28 | Opens account Pilot PSP N/A The Pilot PSP opens a Beta Digital Euro

payment account for the Business End-User.

AM-1.2.29 | Add another Beta | Pilot PSP N/A The Pilot PSP determines if the Business
Digital Euro End-User wants to add another Beta Digital
payment account? Euro payment account. If so, AM-1.2.16

proceeds.

AM-1.2.30 | Add another Pilot PSP N/A The Pilot PSP determines if the Business
acceptance End-User wants to add another acceptance
interface? interface. If so, returns to an earlier step.

AM-1.2.31 | Informs Pilot PSP Business The Pilot PSP confirms the completion of
completion of End-User onboarding to the Business End-User. The
onboarding confirmation also includes DEAN, technical

proof and Pilot PSP identifier.

AM-1.2.32 | Onboarding Business N/A Business End-User is informed about
completed End-User successful onboarding, the information also

includes DEAN, technical proof and Pilot
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| | | | | PSP identifier.

1.1.3 Eurosystem-provided app configuration and onboarding of an Individual End-User
The steps characterising the configuration of the Eurosystem-provided app followed by the onboarding
of an Individual End-User (known and unknown to the Pilot PSP) in online scenario, are presented and

depicted in the following flow.

AM-1.3 Eurosystem-provided app configuration and Individual End-User onboarding

DESP - Digital Euro app —

Individual End-User Eurosystem-provided app . Pilot PSP
Backend Service

AM-1.3.02

AM-1.3.01 P Requests Pilot PSP reference = AM-1.3.03

Installs and opens app data Forwards data

AM-1.3.04

AM-1.3.05 P L g

Selects Pilot PSP <t Prompts user to select Pilot ¢
PSP
v
AM-1.3.06
Individual End-User
onboarding
[AM-1.1]

AM-1.3 Eurosystem-provided app configuration and onboarding of an Individual End-User

Step name Initiating Receiving actor(s) Definition
actor(s)
AM-1.3.01 |Installs and opens | Individual End- |Eurosystem-provided | The Individual End-User downloads the
app User app

Eurosystem-provided app from the App
store (not displayed), and opens the
app.

AM-1.3.02 |Requests Pilot Eurosystem- DESP - Eurosystem- | The Eurosystem-provided app

PSP reference provided app | provided app requests the Pilot PSP reference data
data Backend Service by the Eurosystem-provided app
Backend Service.

AM-1.3.03 Forwards data DESP - Eurosystem-provided | The Eurosystem-provided app

Eruc:q?{asdtz?b app Backend Service forwards the data
Vi .
Backend cached internally to the app.
Service
AM-1.3.04 |Prompts Eurosystem- Individual End-User | The Eurosystem-provided app prompts
Individual End- provided app the Individual End-User to select a Pilot
User to select pSp
Pilot PSP )
AM-1.3.05 Selects Pilot PSP | Individual End- | N/A The Individual End-User selects a Pilot
User PSP.
AM-1.3.06 Individual End- Individual End- | N/A The flow continues with process AM-
User onboarding | User 1.1 where the Eurosystem-provided
[AM-1.1]

app will be connecting the Individual
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| | End-User with the selected Pilot PSP.

1.1.4 Bulk DEAN request

AM-1.4 Bulk DEAN request

Pilot PSP

AM-1.4.01
- Requests bulk DEAN
creation and mapping

\ 4

AM-1.4.02
I Recg\':g-slrz:"g;ion ¢ Bulk DEAN creation
) [sAM-28] (subprocess)

AM-1.4.04 P
Receives and stores DEANs

AM-1.4 Bulk DEAN request

Step name Initiating Receiving | Definition
actor(s) actor(s)

AM-1.4.01 Requests bulk Pilot PSP DESP The Pilot PSP requests the DESP for the
DEAN crez_ztion creation of the specified number of DEANs and
and mapping for the mapping of each DEAN to the Pilot PSP.

AM-1.4.02 Bulk DEAN DESP Pilot PSP | The DESP creates the requested DEANs and
creation records the mapping to the Pilot PSP
[sAM-28] [sAM-28].

AM-1.4.03 Receives rejection | Pilot PSP N/A The Pilot PSP receives the rejection from the

DESP and may try the request again.

AM-1.4.04 Receives and Pilot PSP N/A The Pilot PSP receives the DEANSs requested

stores DEANs from the DESP and stores these for future use.

1.2 Lifecycle management processes

Individual End-Users will be able to view and update their personal data related to their Beta Digital
Euro payment account (such as adding/editing an User Alias registration and/or a linked account) via

the Eurosystem-provided app or the proprietary Pilot PSP app. Moreover, Individual End-Users will be
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able to edit the liquidity management settings and customise the notifications related to their Beta Digital
Euro payment account. These different amendments are presented and depicted in the following E2E
process flows.

1.2.1 Profile management/amendments - Individual End-User

The steps characterising the lifecycle management of an Individual End-User's Beta Digital Euro
payment account are presented and depicted in the following flows. The flows have been depicted
under the assumption that the Individual End-User is allowed to have a single Beta Digital Euro payment

account.

AM-4.1.1 End-User (Individual) amendments - account linkage

Individual End-User App/Pilot PSP
AM-4.1.1.01 AM-4.1.1.02
Selects Beta Digital Euro P> Retrieves amendment
amendments option options
A\ 4
AM-4.1.1.03 AM-4.1.1.04

Retrieves and displays
possible linking account

Selects "commercial bank >
money account" option

settings
\ 4
AM-4.1.1.06
AM-4.1.1.05 Authentication and
Amends linked account " consent
[sAM-17.2]
T |
AM-4.1.1.07

[ Saves and stores the linked
account information

I____y___l

AM-4.1.1.09 AM-4.1.1.08
X e Informs amendment
Completion notification
completed

AM-4.1.1 Individual End-User amendments (account linkage)

Step name Initiating Receiving | Definition

actor(s) actor(s)
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AM-4.1.1.01 |Selects Beta Individual End- | App/Pilot Individual End-User selects the Beta Digital
Digital Euro User PSP Euro amendment options through the App/Pilot
amt_andments PSP
option Note: Individual End-User should authenticate
prior to this step.
AM-4.1.1.02 |Retrieves App/Pilot PSP | Individual The App/Pilot PSP retrieves the amendment
amendment End-User | options for the Individual End-User.
options
AM-4.1.1.03 Selects "linked Individual End- | App/Pilot Individual End-User selects the specific
commercial User PSP amendment option "linked commercial bank
bank mo"ney . money account" through the App/Pilot PSP.
account” option
AM-4.1.1.04 |Retrieves and App/Pilot PSP | Individual The App/Pilot PSP retrieves the possible linking
displays End-User | settings (add/remove/update) for the Beta
possible I|nk.|ng Digital Euro payment account and displays them
account settings .
to the Individual End-User.
AM-4.1.1.05 Amends linked Individual End- | App/Pilot The Individual End-User adds/updates/removes
account User PSP linked commercial bank money account through
the App/Pilot PSP.
AM-4.1.1.06 |Authentication |App/Pilot PSP | N/A The App/Pilot PSP initiates the authentication
and consent and consent [sAM-17.2].
[sAM-17.2]
AM-4.1.1.07 |Saves and App/Pilot PSP | N/A Optional - (not valid in case of removal) In case
stores the linked the linked commercial bank money account is
_account_ added or updated, the App/Pilot PSP saves and
information ) .
stores the linked commercial bank money
account information provided by the Individual
End-User.
Step-specific business rules: AM-020-001, AM-
021-014, AM-021-015
AM-4.1.1.08 |Informs App/Pilot PSP |Individual | The App/Pilot PSP informs the Individual End-
amendment End-User | yser that the specific amendment has been
completed completed.
AM-4.1.1.09 |Completion Individual End- | N/A Individual End-User is notified about the
notification User amendment completion.
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AM-4.1.2 End-User (Individual) amendments - liquidity management settings

Individual End-User App/Pilot PSP DESP
AM-4.1.2.01 AM-4.1.2.02
Selects Beta Digital Euro ' Retrieves amendment
amendments option options
v
AM-4.1.2.03 AM-4.1.2.04
Selects "liquidity > Retrieves and displays
management" option liquidity management values
A\ 4
AM-4.1.2.05 AM-4.1.2.06
Sets up/updates liquidity | Authentication and
management values g consent
& [sAM-17.2]
v
AM-4.1.2.07

Saves and stores the
liquidity settings

v
AM-4.1.2.09 AM-4.1.2.08
. e Informs amendment
Completion notification
completed

AM-4.1.2 Individual End-User amendments (liquidity management settings)

Step name Initiating Receiving | Definition
actor(s) actor(s)

AM-4.1.2.01 | Selects Beta Individual App/Pilot Individual End-User selects the Beta Digital
Digital Euro End-User PSP Euro amendment options through the App/Pilot
amendments

. PSP.
option

Note: Individual End-User should authenticate
prior to this step.

AM-4.1.2.02 |Retrieves App/Pilot PSP | Individual The App/Pilot PSP retrieves the amendment
amendment End-User | gptions for the Individual End-User.
options

AM-4.1.2.03 |Selects "liquidity |Individual App/Pilot Individual End-User selects the specific
management” End-User PSP amendment option "liquidity management"
option through the App/Pilot PSP.

AM-4.1.2.04 |Retrieves and App/Pilot PSP | Individual The App/Pilot PSP retrieves the current liquidity
displays liquidity End-User | management values and displays them to the
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management Individual End-User.
values
AM-4.1.2.05 | Sets up/updates | Individual App/Pilot The Individual End-User sets up or updates the
liquidity End-User PSP liquidity management values.
management
values
AM-4.1.2.06 |Authentication App/Pilot PSP | N/A The App/Pilot PSP initiates the authentication
and consent and consent [sAM-17.2].
[sAM-17.2]
AM-4.1.2.07 |Saves and stores |App/Pilot PSP | N/A The App/Pilot PSP saves and stores the
the liquidity entered or updated liquidity management
settings
values.
Step-specific business rules: LM-021-006, LM-
031-001, LM-031-002, LM-041-002, LM-041-
004, LM-051-001
AM-4.1.2.08 |Informs App/Pilot PSP | Individual | The App/Pilot PSP informs the Individual End-
amendment End-User | yser that the specific amendment has been
completed completed.
AM-4.1.2.09 |Completion Individual N/A Individual End-User is notified about the
notification End-Usel’ amendment Comp|eti0n_
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AM-4.1.3 End-User (Individual) amendments — online notifications management

Individual End-User App/Pilot PSP DESP

AM-4.1.3.01 AM-4.1.3.02
Selects Beta Digital Euro > Retrieves amendment
amendments option options
\ 4
AM-4.1.3.03 AM-4.1.3.04
Selects "online notifications | Retrieves and displays
management" option notification settings
A\ 4
AM-4.1.3.05 AM-4.1.3.06
. . Authentication and
Sets up/updates online > consent
notification settings [sAM-17.2]
A\ 4
AM-4.1.3.07

AM-4.1.3.09

Completion notification

Saves and stores online
notification settings

\ 4

AM-4.1.3.08

completed

Informs amendment

AM-4.1.3 Individual End-User amendments (online notification preferences)

Step name Initiating Receiving Definition
actor(s) actor(s)

AM-4.1.3.01 |Selects Beta Individual End- | App/Pilot PSP | |ndividual End-User selects the Beta
D'g't"‘('j Euro User Digital Euro amendment options through
2'|;?:n ments the App/Pilot PSP.

Note: Individual End-User should
authenticate prior to this step.

AM-4.1.3.02 |Retrieves App/Pilot PSP | Individual End- | The App/Pilot PSP retrieves the
amendment User amendment options for the Individual End-
options User

AM-4.1.3.03 |Selects "online Individual End- | App/Pilot PSP | |ndividual End-User selects the specific
notifications User amendment option "online notifications
mar_1agement management” through the App/Pilot PSP.
option

AM-4.1.3.04 |Retrieves and App/Pilot PSP |Individual End- | The App/Pilot PSP retrieves the current
displays User notification settings for the Beta Digital
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noti_fication Euro payment account and displays them
settings to the Individual End-User.
AM-4.1.3.05 |Sets up/updates |Individual End- |App/Pilot PSP | The Individual End-User sets up or

online notification | User updates the online notification settings.

settings

AM-4.1.3.06 | Authentication App/Pilot PSP | N/A The App/Pilot PSP initiates the
and consent authentication and consent [sAM-17.2].
[sAM-17.2]

AM-4.1.3.07 |Saves and stores |App/Pilot PSP | N/A The App/Pilot PSP saves and stores the
online notification entered or updated online notification
settings settings.

Step-specific business rules: AM-021-011,
AM-021-012, AM-021-013

AM-4.1.3.08 |Informs App/Pilot PSP | Individual End- | The App/Pilot PSP informs the Individual
amen?mednt User End-User that the specific amendment has
complete been completed.

AM-4.1.3.09 |Completion Individual End- | N/A Individual End-User is notified about the

notification User

amendment completion.
AM-4.1.4 End-User (Individual) amendments (offline notifications preferences)

Individual End-User App/Device DESP

AM-4.1.4.01 AM-4.1.4.02
Selects Beta Digital Euro > Retrieves amendment
amendments option options
A\ 4
AM-4.1.4.03 AM-4.1.4.04
Selects "offline notifications > Retrieves and displays
management" option notification settings
A\ 4
AM-4.1.4.05 AM-4.1.4.06

Authentication and
consent
[sAM-17.2]

\ 4

Sets up/updates notification
offline settings

) 4

AM-4.1.4.07
Saves and stores offline
notification settings

\ 4

AM-4.1.4.09 AM-4.1.4.08
. e Informs amendment
Completion notification
completed

AM-4.1.4 Individual End-User amendments (offline notification preferences)
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Initiating
actor(s)

actor(s)

Definition

AM-4.1.4.01 |Selects Beta Digital |Individual End- |App/Device Individual End-User selects the Beta
Euro amendments | User Digital Euro amendment options through
option the app/device.

Note: Individual End-User should
authenticate prior to this step.

AM-4.1.4.02 Retrieves App/Device Individual The app/device retrieves the amendment
amendment options End-User options for the Individual End-User.

AM-4.1.4.03 |Selects "offline Individual End- | App/Device Individual End-User selects the specific
notifications User amendment option "offline notifications
mar_'lagement management" through the Pilot PSP.
option

AM-4.1.4.04 Retrieves and App/Device Individual The app/device retrieves the current
displays . End-User notification settings for the offline device
notification settings and displays them to the Individual End-

User.

AM-4.1.4.05 |Sets up/updates Individual End- | App/Device The Individual End-User sets up or
notification offline | User updates the offline notification settings.
settings

AM-4.1.4.06 | Authentication and | App/Device N/A The app/device initiates the authentication
consent and consent [sAM-17.2].

[sAM-17.2]

AM-4.1.4.07 Saves and stores App/Device N/A The app/device saves and stores the
offline notification entered or updated offline notification
settings settings.

Step-specific business rules: AM-021-011,
AM-021-012, AM-021-013

AM-4.1.4.08 |Informs amendment | App/Device Individual The app/device informs the Individual End-
completed End-User User that the specific amendment has

been completed.

AM-4.1.4.09 | Completion Individual End- | N/A Individual End-User is notified about the
notification User amendment completion.
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AM-4.1.5 End-User (Individual) amendments (un-blocking Beta Digital Euro payment instrument(s))

Individual End-User

App/Pilot PSP

DESP

AM-4.1.5.01 AM-4.1.5.02
Selects Beta Digital Euro P> Retrieves amendment
amendments option options
AM-4.1.5.03
Selects "payment
instrument (un)blocking"
option
AM-4.1.5.04
> Retrieves and displays
payment instrument(s)
AM-4.1.5.05

Blocks/unblocks payment

instrument(s)

AM-4.1.5.09

Completion notification

A 4

AM-4.1.5.06
Authentication and
consent
[sAM-17.2]

\ 4

AM-4.1.5.07
(Un)Blocks payment
instrument(s)

\ 4

AM-4.1.5.08
Informs amendment(s)
completed

AM-4.1.5 Individual End-User amendments (un-blocking Beta Digital Euro payment instrument(s))

Step name Initiating Receiving Definition
actor(s) actor(s)
AM-4.1.5.01 | Selects Beta Digital | Individual End- App/Pilot PSP | | qividual End-User selects the Beta
(E,;tric;:mendments User Digital Euro amendment options through
App/Pilot PSP.
Note: Individual End-User should
authenticate prior to this step.
AM-4.1.5.02 |Retrieves App/Pilot PSP Individual The App/Pilot PSP retrieves the
amendment options End-User amendment options for the Individual End-
User.
AM-4.1.5.03 | Selects "payment Individual End- App/Pilot PSP | |qividual End-User selects the specific
instrument User

(un)blocking"
option

amendment option "payment instrument
(un)blocking” through the App/Pilot PSP.
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AM-4.1.5.04 |Retrieves and App/Pilot PSP Individual The App/Pilot PSP retrieves the list of
_dls:ﬂays ptayment End-User online and/or offline payment instrument(s)
instrument(s) and their status and displays it to the

Individual End-User.

AM-4.1.5.05 | Blocks/unblocks Individual End- App/Pilot PSP Individual End-User blocks or unblocks the
payment User . .
instrument(s) desired payment instrument(s).

AM-4.1.5.06 | Authentication and |App/Pilot PSP N/A The App/Pilot PSP initiates the
consent authentication and consent [sAM-17.2].
[sAM-17.2]

AM-4.1.5.07 | (Un)Blocks App/Pilot PSP N/A The App/Pilot PSP (un)blocks the payment
payment instrument(s).
instrument(s)

Note: For offline payment instruments, the
change becomes effective as soon as the
device goes online.

Note: This may be done by the Pilot PSP
without asking the Individual End-User to
consent.

AM-4.1.5.08 | Informs App/Pilot PSP Individual The App/Pilot PSP informs the Individual
amen?Tednt(s) End-User End-User that the specific amendment(s)
complete have been completed.

AM-4.1.5.09 | Completion Individual End- | N/A Individual End-User is notified about the
notification User amendment(s) completion.
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AM-4.1.6 End-User (Individual) amendments — (un)blocking Beta Digital Euro payment account

Individual End-User App/Pilot PSP DESP

AM-4.1.6.01 AM-4.1.6.02
Selects Beta Digital Euro Retrieves amendment
amendments option options

AM-4.1.6.03
Selects "Beta Digital Euro
payment account
(un)blocking" option

A

AM-4.1.6.04
Authentication and
consent
[sAM-17.2]

A 4

\ 4

AM-4.1.6.05
(Un) blocks Beta Digital Euro
payment account

AM-4.1.6.06
Linked (un)active
payment

instrument(s)? No

Yes

v

AM-4.1.6.08 AM-4.1.6.07
Blocks/unblocks payment Retrieves and displays
instrument(s) payment instrument(s)

A

AM-4.1.6.09
Authentication and
consent
[sAM-17.2]

\ 4

A 4

AM-4.1.6.10
(Un)Blocks payment
instrument(s)

\ 4

AM-4.1.6.11
Informs amendment(s) |«
completed

AM-4.1.6.12

Completion notification

AM-4.1.6 Individual End-User amendments (un-blocking Beta Digital Euro payment account)

Step name Initiating  Receiving Definition
actor(s) actor(s)
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AM-4.1.6.01 |Selects Beta Digital | Individual App/Pilot PSP | Individual End-User selects the Beta Digital
Euro amendments | End-User Euro amendment options through the
option App/Pilot PSP.

Note: Individual End-User should authenticate
prior to this step.

AM-4.1.6.02 |Retrieves App/Pilot Individual The App/Pilot PSP retrieves the amendment
amendment options | PSP End-User options for the Individual End-User.

AM-4.1.6.03 |Selects “Beta Individual App/Pilot PSP | Individual End-User selects the specific
Digital Euro End-User amendment option "Beta Digital Euro payment
?:%?&Tk?:;fu"t account (un)blocking” through the App/Pilot
option PSP.

AM-4.1.6.04 | Authentication and | App/Pilot N/A The App/Pilot PSP initiates the authentication
consent PSP and consent [sAM-17.2].

[sAM-17.2]

AM-4.1.6.05 |(Un)blocks Beta App/Pilot N/A The App/Pilot PSP (un)blocks the Beta Digital
Digital Euro PSP Euro payment account.
payment account

AM-4.1.6.06 |Linked (un)active |App/Pilot | N/A Following an (un)blocking of a Beta Digital
payment PSP Euro payment account, in case the linked
instrument(s)? payment instrument(s) are (un)active, these

would need to be (un)blocked as well.

AM-4.1.6.07 |Retrieves and App/Pilot Individual The App/Pilot PSP retrieves the list of online
displays payment | PSP End-User payment instrument(s) and their status and
instrument(s) displays it to the Individual End-User.

AM-4.1.6.08 |Blocks/unblocks Individual App/Pilot PSP | |ndividual End-User blocks or unblocks the
payment End-User desired payment instrument(s).
instrument(s)

AM-4.1.6.09 |Authentication and | App/Pilot N/A The App/Pilot PSP initiates the authentication
consent PSP and consent [sAM-17.2].

[sAM-17.2]

AM-4.1.6.10 |(Un)Blocks App/Pilot | N/A The App/Pilot PSP (un)blocks the online
payment PSP payment instrument(s).
instrument(s)

AM-4.1.6.11 |Informs App/Pilot Individual The App/Pilot PSP informs the Individual End-
amendment(s) PSP End-User User that the specific amendment(s) have
completed been completed.

AM-4.1.6.12 |Completion Individual N/A Individual End-User is notified about the
notification End-User amendment(s) completion.
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AM-4.1.7 End-User (Individual) amendments (de-activate payment instrument(s))

Individual End-User App/Pilot PSP DESP
AM-4.1.7.01 AM-4.1.7.02
Selects Beta Digital Euro » Retrieves amendment
amendments option options
AM-4.1.7.03
Selects "payment P
instrument (de)activation" |
option
AM-4.1.7.04
> Retrieves and displays
payment instrument(s)
AM-4.1.7.05
Activates/deactivates <
payment instrument(s)
AM-4.1.7.06
o Authentication and
- consent
[sAM-17.2]
A 4
AM-4.1.7.07
(De)activates payment
instrument(s)
R R R
! Dlsable coded user | I 1! . I |
| | details [sAM-15] ! I | Coding request |
| | (sub rocess) 11 | | [sAM-14] (subprocess) | |
oL B —L! ._I_____[____I_l
\ 4
AM-4.1.7.11 AM-4.1.7.10
Completion notification Informs amendment
completed

AM-4.1.7 Individual End-User amendments (de-activate payment instrument(s))
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Step name Initiating Receiving Definition
actor(s) actor(s)

AM-4.1.7.01 |Selects Beta Digital | Individual App/Pilot PSP | Individual End-User selects the Beta Digital
Euro amendments | End-User Euro amendment options through App/Pilot
option PSP

Note: Individual End-User should
authenticate prior to this step.

AM-4.1.7.02 |Retrieves App/Pilot PSP | Individual The App/Pilot PSP retrieves the amendment
amendment options End-User options for the Individual End-User.

AM-4.1.7.03 |Selects "payment Individual App/Pilot PSP | Individual End-User selects the specific
instrument . End-User amendment option "payment instrument
(de?actlvatlon (de)activation" through the App/Pilot PSP.
option

AM-4.1.7.04 Retrieves and App/Pilot PSP | Individual The App/Pilot PSP retrieves the list of online
displays payment End-User and/or offline payment instrument(s) and
instrument(s) their status and displays it to the Individual

End-User.

AM-4.1.7.05 Activates/deactivat |Individual App/Pilot PSP | |ndividual End-User activates or deactivates
es payment End-User the desired payment instrument(s).
instrument(s)

AM-4.1.7.06 |Authentication and |App/Pilot PSP | N/A The App/Pilot PSP initiates the
confirmation authentication and confirmation [sAM-17.2].
[sAM-17.2]

AM-4.1.7.07 |(De)activates App/Pilot PSP | N/A The App/Pilot PSP disables/enables the
payment payment instrument(s) for the Individual
instrument(s) End-User.

Note: This might include requesting a coded
user details (if not already done during
onboarding) or disabling an existing one.
This will be either subprocess sAM-14 or
subprocess sAM-15, depending on what is
required.

Note: For offline, the deactivation will be
effective as soon as the device goes online
however the holding limit allocation to the
offline device will be immediately released.

AM-4.1.7.08 Disable coded user |App/Pilot PSP | N/A Optional - The subprocess of disable coded
details [sAM-15] user details [sAM-15].

AM-4.1.7.09 Coding request App/Pilot PSP | N/A Optional - The subprocess of coding
[sAM-14] request [sAM-14].

AM-4.1.7.10 |Informs amendment | App/Pilot PSP | Individual The App/Pilot PSP informs the Individual
completed End-User End-User that the specific amendment has

been completed.

AM-4.1.7.11 | Completion Individual N/A Individual End-User is notified about the
notification End-User

amendment completion.
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AM-4.1.8 End-User (Individual) amendments — (user data)

Individual End-User

App/Pilot PSP

AM-4.1.8.01 AM-4.1.8.02
Selects Beta Digital Euro Retrieves amendment
amendments option options
A4
AM-4.1.8.03 AM-4.1.8.04
Selects "change user data" P Retrieves and displays user
option data
A\ 4
AM-4.1.8.06
AM-4.1.8.05 Authentication and

Updates user data

AM-4.1.8.09

A 4

consent
[sAM-17.2]

\ 4

AM-4.1.8.07
Saves and stores user data

) 4

Completion notification

AM-4.1.8.08
Informs amendment
completed

AM-4.1.8 Individual End-User amendments (Individual End-User data)

Step name Initiating Receiving Definition
actor(s) actor(s)

AM-4.1.8.01 |Selects Beta Individual End- App/Pilot PSP | | qividual End-User selects the Beta
Digital Euro User . .
amendments Digital Euro amendment options through
option the App/Pilot PSP.

Note: Individual End-User should
authenticate prior to this step.

AM-4.1.8.02 |Retrieves App/Pilot PSP Individual The App/Pilot PSP retrieves the
2";‘?:d;"e"t End-User amendment options for the Individual End-

ption
User.

AM-4.1.8.03 |Selects "change |Individual End- App/Pilot PSP | |4ividual End-User selects the specific

user data" option | User

amendment option "change user data"
through the App/Pilot PSP.
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AM-4.1.8.04 |Retrieves and App/Pilot PSP Individual The App/Pilot PSP retrieves and displays
displays user data End-User the data to the Individual End-User.

AM-4.1.8.05 |Updates user data | Individual End- App/Pilot PSP | The Individual End-User submits the

User updated data.

AM-4.1.8.06 | Authentication App/Pilot PSP N/A The App/Pilot PSP initiates the
and confirmation authentication and confirmation [sAM-
[sAM-17.2] 17.2]

AM-4.1.8.07 |Saves and stores |App/Pilot PSP N/A The App/Pilot PSP saves and stores the
user data updated user data.

AM-4.1.8.08 |Informs App/Pilot PSP Individual The App/Pilot PSP informs the Individual
amenf’:\edm End-User End-User that the specific amendment has
complete been completed.

AM-4.1.8.09 |Completion Individual End- | N/A Individual End-User is notified about the
notification User

amendment completion.
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AM-4.1.9 End-User (Individual) amendments (User Alias registration)

DESP - User Alias Lookup - DESP - User Alias

Individual End-User App/Pilot PSP

Access Gateway Service Lookup Service

AM-4.1.9.01
Selects Beta Digital Euro
amendments option

AM-4.1.9.02

P Retrieves amendment
options

|

AM-4.1.9.03
Selects "User Alias
registration" option

AM-4.1.9.04
Retrieves and displays

possible User Alias
registration settings

|

AM-4.1.9.05

| T AM-4.1.9.06 r
! User Alias ownership

>
| check

|
Amends linked User Alias :
| Llsau2s) fbproces) |

AM-4.1.9.07
Authentication and
consent
[sAM-17.2]

\ 4
AM-4.1.9.08

AM-4.1.9.09

Requests addition/update/ »- .

?

deletion of an User Alias Valid request?

No Yes

AM-4.1.9.12 AM-4.1.9.11 » AM-4.1.9.10
Rejection notified Forwards rejection B Sends rejection

AM-4.1.9.13

Forwards request

___________ 1
: AM-4.1.9.14 I
4>| Checks validity of an User |

Alias |
! I
e
AM-4.1.9.15
AM-4.1.9.18 AM-4.1.9.17 P AM-4.1.9.16 » Amends User Alias mapping
Forwards : N
Forwards results information and sends

Completion notification

completion information
results

AM-4.1.9 Individual End-User amendments (User Alias registration)

Step name Initiating Receiving | Definition
actor(s) actor(s)

AM-4.1.9.01 |Selects Beta Individual End- | App/Pilot Individual End-User selects the Beta Digital
Digital Euro User PSP Euro amendment options through App/Pilot
amendments P gh App
option PSP.

Note: Individual End-User should authenticate
prior to this step.
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AM-4.1.9.02 Retrieves App/Pilot PSP Individual The App/Pilot PSP retrieves the amendment
amendment End-User | options for the Individual End-User.
options
AM-4.1.9.03 |Selects "User Individual End- | App/Pilot Individual End-User selects the specific
Alla_s A User PSP amendment option "User Alias registration”
registration .
option through the App/Pilot PSP.
AM-4.1.9.04 Retrieves and App/Pilot PSP Individual The App/PSP retrieves the User Alias
displays End-User | ggistration options for the Individual End-User.
possible User . .
Alias Step-specific business rules: AM-021-002, AM-
registration 021-003, AM-021-004
settings
AM-4.1.9.05 |Amends linked | Individual End- | App/Pilot The Individual End-User adds/updates/removes
User Alias User PSP the linked User Alias through the App/Pilot PSP.
AM-4.1.9.06 | User Alias App/Pilot PSP | N/A Optional - (not required for deletion of an User
°;V"e|:5h'p Alias): The Pilot PSP initiates the User Alias
chec .
[sAM-25] ownership check. [sAM-25].
Step-specific business rules: AM-021-007, AM-
021-009
AM-4.1.9.07 | Authentication |App/Pilot PSP | N/A The App/Pilot PSP initiates the authentication
and consent and consent [sAM-17.2].
[sAM-17.2]
Step-specific business rules: AM-021-005
AM-4.1.9.08 | Requests App/Pilot PSP | DESP - The App/Pilot PSP requests the User Alias
gdldlt_lonlu]?date/ Useli Alias || gokup - Access Gateway Service for addition,
e e"°'? oran Lookup - update, or deletion of an User Alias.
User Alias Access
Gateway Step-specific business rules: AM-021-006, AM-
Service 021-008, AM-021-009

AM-4.1.9.09 |Valid request? | DESP - User N/A If the request is invalid the User Alias Lookup -
Alias Lookup - Access Gateway Service rejects the request.
Gateway o
Service Note: Validation may be executed on the

request's format or its content from a technical
and functional perspective in accordance with
established business rules.

AM-4.1.9.10 Sends rejection DESP - User App/PI'Ot The User Alias Lookup - Access Gateway
Alias Lookup - | PSP Service rejects the request and sends a
é(;ct:g\?vsay rejection message specifying the error type to
Service the App/Pilot PSP.

AM-4.1.9.11 |Forwards App/Pilot PSP |Individual | The App/Pilot PSP receives the rejection and

rejection End-User | sengs the rejection and the rejection reason to
the Individual End-User.

AM-4.1.9.12 | Rejection Individual End- | N/A The Individual End-User is notified of the

notified User rejection and the rejection reason.

AM-4.1.9.13 | Forwards DESP - User | DESP - The User Alias Lookup - Access Gateway

request Alias Lookup — Useli Alias | seryice forwards the request for addition,
Access Loo up update, or deletion of an User Alias to the User
Gateway Service . .
Service Alias Lookup Service.
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AM-4.1.9.14 |Checks validi_ty DESP - User N/A Optional - The User Alias Lookup Service
of an User Alias éllas_ Lookup checks that an User Alias submitted by the Pilot
ervice PSP is unique or an empty value (association of
Beta Digital Euro payment account with an User
Alias is optional).
Checking validity of the User Alias is not
required for User Alias deletion.
AM-4.1.9.15 |Amends User DESP - User DESP - The User Alias Lookup Service
Alias mapping | Alias Lookup User Alias | 3qds/updates/deactivates User Alias to PSP
information and | Service Lookup — manoin
sends results Access ppINg.
Gateway
Service
AM-4.1.9.16 |Forwards DESP - User | App/Pilot The User Alias Lookup - Access Gateway
results Alias Lookup — | PSP Service forwards the results to the App/Pilot
Access PSP
Gateway '
Service
AM-4.1.9.17 |Forwards App/Pilot PSP | Individual The App/Pilot PSP forwards the amendment
amendment End-User | completion information to the Individual End-
completion User
information '
AM-4.1.9.18 | Completion Individual End- | N/A Individual End-User is notified about the
notification User amendment completion.
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1.3 Offboarding
The offboarding process, enabling End-Users to stop using Pilot Payment Services at any point in time,

is coordinated by the Pilot PSP.

1.3.1 Individual End-User offboarding
The following flow presents and depicts the offboarding journey for an Individual End-User in online and
offline scenario (known to the Pilot PSP) who wants to close a DEAN. The flow has been depicted under

the assumption that the Individual End-User is allowed to have a single DEAN.
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AM-3.1 Offboarding of an Individual End-User (online and offline)

Individual End-User Pilot PSP

AM3.1.01
Requests closing of a Beta
Digital Euro payment
account

Validates the request

AM-3.1.04

Rejection notified N
rejection

AM-3.1.03
Valid request?

Yes

AM-3.1.06
Authentication
[sAM-17.1]
(subprocess)

AM-3.107

Locks the Beta Digital Euro
payment account and
payment instrument(s)

AM-3.1.08
Disable coded user
details [SAMH15]
(subprocess)

AM-3.1.09
Zero balance?

No

v

Checks destination account
status

AM3112 AM3111
Defunding sub-flow Valid?
[sLM-24] (subprocess)

AM3.1.13

rejection

AM-3.1.14
Requests to deactivate
DEAN and User Alias to Pilot
PSP mapping

N\ AM-3.115
AM3.117 AM-3.1.16 DEAN and mapping
Rejection notfied omm removal (sAMF31]
rejection (subprocess)

AM-3.1.18
Requests to deactivate
registration

AM-3.1.20 AM-3.1.19
Registration removal
rejection [sAM-22] (subprocess)
AV-3121

Deactivates the user's data

|

3.1,

Closes account

!

AM-3.123
Disables the payment
instrument(s)

|

Informs completion of
offboarding

AM3.125
Offboarding completed

AM-3.1 Offboarding of an Individual End-User (online and offline)
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#Step Step name Initiating Receiving Definition

actor(s) actor(s)

AM-3.1.01 |Requests Individual End- | Pilot PSP -
closing of a Beta | User Individual End-User requests to offboard.
Digital Euro Note: this step is optional. It is not applicable if
payment the Pilot PSP initiates the offboarding.
account . .

Step-specific business rules: AM-040-001

AM-3.1.02 |Validates the Pilot PSP N/A ) . .
request The Pilot PSP validates the request (i.e., if the

account is locked, offboarding request is
rejected).

Note: this step is optional. It is not applicable if
the Pilot PSP initiates the offboarding.
Step-specific business rules: AM-040-001

AM-3.1.03 |Valid request? Pilot PSP N/A . ) ) )

If the request is invalid the Pilot PSP rejects the
request.

Note: this step is optional. It is not applicable if
the Pilot PSP initiates the offboarding.

Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

Step-specific business rules: AM-040-001

AM-3.1.04 Sendslc_omr_nunl Pilot PSP Individual The Pilot PSP rejects the request and sends a
cates rejection End-User L -

rejection message specifying the error type to
the Individual End-User.

AM-3.1.05 | Rejection Individual End- | N/A The Individual End-User is notified of the
notified User - N

rejection and the rejection reason.
AM-3.1.06 gl::\‘ne:_tl'ﬁ?tlon Pilot PSP N/A Optional - The Pilot PSP initiates the
) authentication [sAM-17.1].
Note: not applicable if the Pilot PSP initiates the
offboarding.

AM-3.1.07 II:-)(i)ciIt(asl tESrSeta Pilot PSP NIA The Pilot PSP of the Individual End-User locks
pa?/ment the Beta Digital Euro payment account and the
account and payment instrument(s) and potential coded
payment account details where applicable to prevent
instrument(s) further and ongoing transactions.

Note: Details of offline payment instrument(s)
are to be defined. The subsequent defunding of
online holdings does not rely on the user having
access to the account or payment instrument(s).
The Pilot PSP can still initiate the defunding of
the Beta Digital Euro.

If the Individual End-User has coded details, the
surrogate value (i.e., token) needs to be
disabled. The steps to disable coded details are
shown in [sAM-15].

Note: this is the start of the process if the Pilot
PSP initiates the offboarding.
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AM-3.1.08 B;?lﬂgt:ﬁ:ed Pilot PSP N/A The subprocess for disabling coded user details

Step-specific business rules: AM-041-001
- ? i

AM-3.1.09 | Zero balance? Pilot PSP N/A The Pilot PSP checks whether the Beta Digital
Euro payment account has remaining funds.
Note: In order for the Pilot PSP to check the
offline balance, the offline device needs to go
online.
Step-specific business rules: AM-041-001

AM-3.1.10 g::t?::tion Pilot PSP N/A The Pilot PSP checks whether the destination
account status account of the Individual End-User is valid.

Step-specific business rules: AM-041-001

AM-3.1.11 ::eir;?nation Pilot PSP m/(ﬁv?ggéfr If not valid, the Pilot PSP rejects the offboarding
account valid? End-User request.

AM-3.1.12 ﬁg‘ﬁmdlng sub- E‘gévr'dual End- | Pilot PSP For online, the Pilot PSP initiates the defund of
[SLM-24] the balance. For offline, the offline secure

application triggers the defunding sub-flow.
[sLM-24]
AM-3.1.13 s:t':;sr/:%r:t';l:‘m Pilot PSP E:(;V'S;J:: The Pilot PSP rejects the request and sends a
) rejection message specifying the error type to
the Individual End-User.

AM-3.1.14 gzggt?\f:et?)EAN Pilot PSP DESP The Pilot PSP requests the DESP to deactivate
and User Alias the Individual End-User's DEAN and User Alias
to PSP mapping to Pilot PSP mapping.

Step-specific business rules: AM-021-008

AM-3.1.15 DEAN. and DESP Pilot PSP The DESP initiates the registration and mapping
mapping . .
removal [sAM- removal (for online and/or offline) [sAM-31].
31]

AM-3.1.16 s:t':;sr/:%r:t';l:‘m Pilot PSP E:(;V'S;J:: The Pilot PSP rejects the request and sends a

) rejection message specifying the error type to
the Individual End-User.

AM-3.1.17 Eg{?fﬁ:g’n I{Egldual End- | N/A The Individual End-User is notified of the

rejection and the rejection reason.

AM-3.1.18 5:::;::;0 Pilot PSP DESP The Pilot PSP requests the DESP to deactivate
registration the Individual End-User's registration.

AM-3.1.19 zerg:,s\:;Tt[iSORM DESP Pilot PSP The DESP initiates the registration removal (for
22] online and/or offline) [sAM-22].

AM-3.1.20 g:tr:sr/:%r:tr;l:‘m Pilot PSP E:évbjg:: The Pilot PSP rejects the request and sends a

) rejection message specifying the error type to
the Individual End-User.

AM-3.1.21 Egs'fg‘;aatt‘:s the | Pilot PSP N/A The Pilot PSP receives the confirmation from

the DESP and deactivates the Individual End-
User's data in its inventory.
Step-specific business rules: AM-041-001

AM-3.1.22 |Closes account |Pilot PSP N/A The Pilot PSP closes the account of the

Individual End-User.
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AM-3.1.23 | Disables the Pilot PSP N/A The Pilot PSP disables the online and/or offline
payment . L
instrument(s) payment instrument(s) of the Individual End-
User.
Note: Details on the disablement of offline
payment instrument(s) are to be defined.
Step-specific business rules: AM-041-001
AM-3.1.24 Informs_ Pilot PSP Individual The Pilot PSP informs the Individual End-User
completion of End-User hat offboarding i leted and that th
offboarding t a.t(.J oarding is completed and that the
Individual End-User would no longer have an
account at this Pilot PSP anymore.
AM-3.1.25 | Offboarding Individual End- | N/A Individual End-User is informed that offboarding
completed User .
is completed successfully.

1.3.2 Business End-User offboarding

The following flow presents and depicts the offboarding journey for a Business End-User in online and
offline scenario.

Assumption: all accounts will be closed.
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Assumption: All accounts held at the same Pilot PSP need to be closed

AM-3.2 Offboarding of a Business End-User (online and offline)

Business End-User Pilot PSP

AM-3.2.01 AM-3.2.02
Requests offboarding Validates the request

AM-3.2.05 AM-3.2.01!

Rejection notified = >ends/comm No
/ rejection

A

AM-3.2.03
Valid request?

Yes

AM-3.2.06
Authentication
[sAM-17.1]
(subprocess)

A,

AM-3.2.07
Schedule contract
cancelation

i
|
————d

I

AM-3.2.08 1

Disables the acceptance
instrument

I
I
|
I
—

AM-3.2.09

Locks the Beta Digital Euro
payment account

0 T

SoftPOS defunding of
offline Beta Digital

————-

T "
|
|
|

1
|
Euro [sTM-29] :

L _ {subprocess) __| |

AM-3.2.11
Requests to deactivate
DEAN and DEAN(s) to Pilot
PSP mapping

F Y

\ 4

AM-3.2.12

P DEAN and mapping

removal [sAM-31]
(subprocess)

AM-3.2.13
ends/ i
rejection

!

AM-3.2.14
Requests to i
registration

\ 4

AM-3.2.16 AM-3.2.15
ends/ i < i ion removal
rejection [sAM-22] (subprocess)

AM-3.2.17
Deactivates user's data

|

AM-3.2.18
Closes account

:

AM-3.2.20 AM-32.19
Offboarding completed Informs completion of
offboarding

AM-3.2 Offboarding of a Business End-User (online and offline)
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Receiving

Definition

AM-3.2.01

Requests
offboarding

actor(s)
Business End-
User

actor(s)
Pilot PSP

Business End-User requests to offboard.
Assumption: offboarding of a Business End-
User covers closing all the accounts that a
Business End-User has with the same Pilot
PSP. If the Business End-User has multiple
accounts with different Pilot PSP's, the process
steps have to be executed multiple times.
Note: this step is optional. It is not applicable if
the Pilot PSP initiates the offboarding.
Step-specific business rules: AM-040-001

AM-3.2.02

Validates the
request

Pilot PSP

N/A

The Pilot PSP validates the request.

Note: this step is optional. The Pilot PSP can
initiate the offboarding in this step.
Step-specific business rules: AM-040-001

AM-3.2.03

Valid request?

Pilot PSP

N/A

If the request is not valid, the Pilot PSP informs
the Business End-User that offboarding request
is rejected, and the reason for the rejection.
Note: this step is optional. It is not applicable if
the Pilot PSP initiates the offboarding.

Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

Step-specific business rules: AM-040-001

AM-3.2.04

Sends/communi
cates rejection

Pilot PSP

Business End-
User

The Pilot PSP rejects the request and sends a
rejection message specifying the error type to
the Business End-User.

AM-3.2.05

Rejection
notified

Business End-
User

N/A

The Business End-User is notified of the
rejection and the rejection reason.

Note: this step is optional. It is not applicable if
the Pilot PSP initiates the offboarding.

AM-3.2.06

Authentication
[sAM-17.1]

Pilot PSP

N/A

The Pilot PSP initiates the authentication [sAM-
17.1].

Note: this step is optional. It is not applicable if
the Pilot PSP initiates the offboarding.

AM-3.2.07

Schedule
contract
cancelation

Pilot PSP

N/A

The Pilot PSP schedules the contract
cancelation.

Note: this is the start of the process if the Pilot
PSP initiates the offboarding.

AM-3.2.08

Disables the
acceptance
instruments

Pilot PSP

N/A

Optional - once the time is reached, the Pilot
PSP disables both online and offline acceptance
instruments from the Business End-User.

Note: the acceptance instruments may be
provided by another Pilot PSP.

Step-specific business rules: AM-042-001

AM-3.2.09

Locks the Beta
Digital Euro
payment
account

Pilot PSP

N/A

The Pilot PSP of the Business End-User locks
the Beta Digital Euro payment account to
prevent further ongoing transactions.

Note: the subsequent defunding of online
holdings does not rely on the user having
access to the account or payment instrument(s).
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The Pilot PSP can still initiate the defunding of
the Beta Digital Euro.

Note: if the Business End-User has multiple
accounts, these steps need to be executed for
each account.

AM-3.2.10 |SoftPOS Pilot PSP N/A Optional - (in case of offline): The Pilot PSP
defunding of triggers the defunding of the offline holdings to
offline holdings the Business End-User’s commercial bank
[sTM-29] money account.

AM-3.2.11 Requests to Pilot PSP DESP The Pilot PSP requests the DESP to deactivate,
deactivate DEAN for online, the DEAN and DEAN to Pilot PSP
and DEAN(s) to mapping.

Pilot PSP Note: if the Business End-User has multiple
mapping accounts, these steps need to be executed for
each account.

AM-3.2.12 |DEAN and DESP Pilot PSP The DESP initiates the DEAN and mapping
mapping removal (for online)
removal [sAM- [sAM-31].

31]

AM-3.2.13 |Sends/ Pilot PSP Business End- | The Pilot PSP rejects the request and sends a
communicates User rejection message specifying the error type to
rejection the Business End-User.

AM-3.2.14 |Requests to Pilot PSP DESP The Pilot PSP requests the DESP to deactivate
deactivate the user registration.
registration

AM-3.2.15 |Registration DESP Pilot PSP The DESP initiates the registration removal
removal [sAM- [sAM-22].

22]

AM-3.2.16 |Sends/ Pilot PSP Business End- | The Pilot PSP rejects the request and sends a
communicates User rejection message specifying the error type to
rejection the Business End-User.

AM-3.2.17 |Deactivates Pilot PSP N/A The Pilot PSP deactivates the Business End-
user's data User's data in its inventory.

AM-3.2.18 |Closes account |Pilot PSP N/A The Pilot PSP closes the account of the

Business End-User.

AM-3.2.19 |Informs Pilot PSP Business End- | The Pilot PSP informs the Business End-User
completion of User that offboarding is completed
offboarding

AM-3.2.20 |Offboarding Business End- | N/A The Business End-User is informed that

completed

User

offboarding is completed successfully.
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1.4 Access management sub-flows

1.4.1 Account closure

sAM-13 Account closure (Business End-User) sub-flow

Business End-User Pilot PSP

A 4

sAM-13.01
Locks the Beta Digital Euro
payment account

A 4

sAM-13.02
Requests to deactivate
DEAN to Pilot PSP mapping

A 4
sAM-13.03
sAM-13.05 W sAM-13.04 W DEAN and mapping
Account closure rejected /| Forwards rejection h removal [sAM-31]
(subprocess)
A
\ 4
sAM-13.06
Requests to deactivate
registration
A 4
sAM-13.07
sAM-13.08 < Registration removal

Forwards rejection [sAM-22] (subprocess)

sAM-13.09
Deactivates the Business [«
End-User's data

A 4
SAM-13.11 Confisrl:n'f-cllz;,:ilr? the
Account closure notified 8
account

sAM-13 Account closure (Business End-User) sub-flow
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Definition

SAM-13.01 |Locks the Beta Pilot PSP N/A The Pilot PSP of the Business End-User locks
Digital Euro the Beta Digital Euro payment account to
payment account prevent further and/or ongoing transactions.

SAM-13.02 |Requests to Pilot PSP | DESP The Pilot PSP requests the DESP to deactivate
deactivate DEAN the DEAN to Pilot PSP mapping update, for
to Pllc_)t PSP online.
mapping

SAM-13.03 | DEAN and DESP Pilot PSP The DESP initiates the DEAN and mapping
mapping removal removal (for online)

[sAM-31] [sAM-31].

SAM-13.04 |Forwards Pilot PSP Business End- | pilot PSP forwards account closure rejection

rejection User and the rejection reason to the Business End-
User.

SAM-13.05 |Account closure |Business N/A The Business End-User is informed about the
rejected End-User account closure rejection and the rejection

reason.

SAM-13.06 |Requests to Pilot PSP | DESP The Pilot PSP requests the DESP to deactivate
deactivate the End-User’s registration.
registration

SAM-13.07 |Registration DESP Pilot PSP The DESP initiates the registration removal
removal [sAM-22] [sAM-22].

SAM-13.08 |Forwards Pilot PSP Business End- | pilot PSP forwards account closure rejection
rejection User and the rejection reason to the Business End-

User.

SAM-13.09 |Deactivates the Pilot PSP N/A Pilot PSP receives the confirmation from the
Busipess End- DESP and deactivates the Business End-User’s
User’s data data in its inventory.

Step-specific business rules: AM-042-002

SAM-13.10 |Confirms closing | Pilot PSP Business End- | pilot PSP prepares confirmation for the
the account User Business End-User that the Beta Digital Euro

payment account was closed.

SAM-13.11 |Account closure |Business N/A Business End-User receives notification of
notified End-User

account closure.
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1.4.2 Coding request

sAM-14 Coding request sub-flow

Individual End-User/App Pilot PSP

| SAM-14.02 I
| Requests coded user details | sAM-14.01
|

| Periodic Renewal

sAM-14.03
Requests coding

\ 4

sAM-14.04
sAM-14.06 sAM-14.05 Creation of a surrogate
Rejection notified Sends request rejection | value

[sAM-18] (subprocess)

sAM-14.07
|m—— === === — — —— Receives and forwards |«
| coded user details

' SAM-14.08 I
I Receives and stores coded |
I user details |

—_—— e e ————

sAM-14 Coding request sub-flow

Step name Initiating  Receiving Definition
actor(s) actor(s)
SAM-14.01 |Periodic Pilot PSP N/A Optional - The stored coded user details’ validity is
Renewal expected to expire after a pre-defined period of time
and needs to be renewed before that happens.
sAM-14.02 |Requests Individual Pilot PSP Optional - Individual End-User can request/update a
coded user End- service that requires a coded user details to be used
details User/App and the app shall request the coded user details.
sAM-14.03 |Requests Pilot PSP DESP The Payer's PSP sends a coding request to the
coding coding service which is part of the DESP (i.e., Secure

Exchange of Payment Information (SEPI) Service).
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sAM-14.04 |Creation ofa |DESP PSP The DESP initiates the creation of a surrogate value
surrogate [sAM-18].
value
[sAM-18]
sAM-14.05 |Sends request |Pilot PSP Individual The Pilot PSP sends the rejection about the request
rejection End-User/App |and the rejection reason to the Individual End-
User/app.
SAM-14.06 |Rejection Individual N/A The Individual End-User/app is notified about the
notified End- rejection and the rejection reason.
User/App
sAM-14.07 |Receives and |Pilot PSP Individual The Pilot PSP receives the coded user details, stores
forwards End-User/App |it, and forwards it to the app.
coded user
details
sAM-14.08 |Receives and |Individual N/A Optional - the app receives the coded user details
stores coded |End- and stores it (for future use) on the device.
user details User/App

1.4.3 Disable coded user details

sAM-15 Disable coded user details sub-flow

Individual End-User/App

Pilot PSP

DESP - Secure Exchange of Payment
Information (SEPI) - Access Gateway Service

DESP - Secure Exchange of Payment Information (SEPI)

Service

SAM-15.01
Requests disabling
surrogate val

SAM-15.02
existing i— — [— #{ Requests surrogate value
ue disablement

SAM-15.08
\  Rejection noti

S ———

sAM-15.13
\  Disablement nof
N

N\
\¢ SAM-15.07
Forwards rejection

fied I
/

v

sSAM-15.03

Forwards request

A

\q—=|——
tfied /¢
/

-

sSAM-15.12
Receives confirmation

SAM-15.06

A

Forwards rejection

sAM-15.11

SAM-15.05
Sends request rejection

SAM-15.04
Existing?

Yes

sSAM-15.09
Disables surrogate value

|

sAM-15.10
Sends confirmation

Forwards confirmation |

sAM-15 Disable coded user details sub-flow
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Initiating

Receiving

Definition

Step name

actor(s)

actor(s)

sAM-15.01 |Requests Individual End- Pilot PSP Optional - the app requests surrogate value
disabling User/App disablement by the Pilot PSP.
existing
surrogate
value
sAM-15.02 |Requests Pilot PSP DESP - Secure |The Pilot PSP sends a surrogate value
surrogate Exchange of disablement request to the Secure Exchange
value Payment of Payment Information (SEPI) - Access
disablement Information Gateway Service.
(SEPI) - Access
Gateway
Service
SsAM-15.03 |Forwards DESP — Secure |DESP — Secure | The Secure Exchange of Payment Information
request Exchange of Exchange of (SEPI) — Access Gateway Service forwards
Payment Payment the request to the Secure Exchange of
Information Information Payment Information (SEPI) Service
(SEPI) - Access | (SEPI) Service |component where the coding services checks
Gateway Service if the surrogate value exist.
SAM-15.04 |Existing? DESP — Secure |N/A If the surrogate value exists and it is valid, it
Exchange of will be disabled, otherwise the request will be
Payment rejected.
Information
(SEPI) Service
SAM-15.05 |Sends request | DESP - Secure DESP — Secure |If the surrogate value does not exist or is not
rejection Exchange of Exchange of valid, the Secure Exchange of Payment
Payment Payment Information (SEPI) Service rejects the request
Information Information and notifies the Secure Exchange of Payment
(SEPI) Service (SEPI) - Access | Information (SEPI) — Access Gateway
Gateway Service.
Service
SAM-15.06 |Forwards DESP — Secure |Pilot PSP If the surrogate value does not exist or is not
rejection Exchange of valid, the Secure Exchange of Payment
Payment Information (SEPI) — Access Gateway Service
Information notifies the Pilot PSP by forwarding the
(SEPI) - Access rejection and the rejection reason.
Gateway Service
sAM-15.07 |Forwards Pilot PSP Individual End- | The Pilot PSP is notified about the rejection
rejection User/App and the rejection reason.
Optional - if the request comes from the app,
the Pilot PSP forwards the rejection and the
rejection reason to the app.
sAM-15.08 |Rejection Individual End- N/A Optional - the app is notified about the
notified User/App rejection and the rejection reason.
SAM-15.09 |Disables DESP - Secure N/A The Secure Exchange of Payment Information
surrogate Exchange of (SEPI) Service disables the surrogate value.
value Payment
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Information
(SEPI) Service
SAM-15.10 |Sends DESP - Secure DESP — Secure | The Secure Exchange of Payment Information
confirmation Exchange of Exchange of (SEPI) Service sends a confirmation to the
Payment Payment Secure Exchange of Payment Information
Information Information (SEPI) — Access Gateway Service that the
(SEPI) Service (SEPI) - Access | surrogate value is disabled.
Gateway
Service
SsAM-15.11 |Forwards DESP — Secure | Pilot PSP The Secure Exchange of Payment Information
confirmation Exchange of (SEPI) - Access Gateway Service forwards
Payment the confirmation to the Pilot PSP that the
Information surrogate value is disabled.
(SEPI) - Access
Gateway Service
sAM-15.12 |Receives Pilot PSP Individual End- | The Pilot PSP receives the confirmation that
confirmation User/App the surrogate value is disabled.
sAM-15.13 |Disablement Individual End- N/A Optional - the app is notified that the request
notified User/App is completed.

1.4.4 Individual End-User authentication

Authentication can be done (i) via app (either Eurosystem-provided app or proprietary Pilot PSP app),

(ii) via device or iii) via browser.

sAM-17.1 Authentication via app/device/browser sub-flow

Payer

App/Device/Browser

T

SAM-17.1.01
Requests authentication

|

SAM-17.1.02
Authenticates

sAM-17.1.03
d

5AM-17.1.07

F

details

sAM-17.1.04

Pilot PSP (payer)

Valid?

No

sAM-17.1.06

Invalid

notified

Displays rejection

sAM-17.1.05
Sends request rejection

1
Forwa
|

SAM-17.1.11

Displays
confirmation

O

Pilot PSP (payee)

Eurosystem — Access
Gateway Service

N\
SAM-17.1.10 1

1

sSAM-17.1.08 )
| \  Rejectionnotified

Y

rds request rejection |

sAM-17.1 Authentication via app, device or browser sub-flow

48




Step name

EUROPEAN CENTRAL BANK
EUROSYSTEM

Initiating

Receiving

Definition

actor(s)

actor(s)

sAM-17.1.01 |Requests App/Device/ Payer The app/device/
authentication Browser browser requests the authentication
of the Payer to continue with the
reqguest.
sAM-17.1.02 |Authenticates Payer App/Device/ The Payer authenticates via the
Browser app/device/browser.
sAM-17.1.03 |Forwards App/Device/ Pilot PSP (payer) | The app/device/browser forwards
authentication Browser the authentication details to the
details Pilot PSP (Payer) to check.
sAM-17.1.04 |Valid? Pilot PSP (payer) | N/A and/or The Pilot PSP checks if the
App/Device/ authentication provided by the
Browser Payer is valid. If not, the Payer
could retry.
Note: Validation may be executed
on the request's format or its
content from a technical and
functional perspective in
accordance with established
business rules.
sAM-17.1.05 |Sends request Pilot PSP (payer) |App/Device/ The Pilot PSP rejects the request
rejection Browser and/or and sends a rejection message
DESP specifying the error type to the
app/device/browser and eventually
to the DESP.
sAM-17.1.06 |Displays rejection | App/Device/ Payer The app/device/
Browser browser displays the authentication
rejection.
SAM-17.1.07 |Invalid Payer N/A Payer is notified of the rejection and
authentication the rejection reason.
notified
SAM-17.1.08 |Forwards request DESP PSP (payee) Optional - The Eurosystem -
rejection Access Gateway Service forwards
the payment rejection to the Pilot
PSP of the Payee.
Note: If involved in the payment
process, the Payee is informed of
the rejection.
SAM-17.1.09 |Forwards request Pilot PSP (payee) | Payee Optional - The Pilot PSP forwards
rejection the payment rejection to the Payee.
SAM-17.1.10 |Rejection notified Payee N/A Optional - Payee is notified of the
rejection and the rejection reason.
sAM-17.1.11 |Displays App/Device/ N/A The app/device/
authentication Browser browser displays the authentication

confirmation

confirmation.
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sAM-17.2 Authentication and consent via app/device/browser subflow

Payer App Pilot PSP (Payer) Pilot PSP (Payee)

SAM-17.2.02
Authenticates

5AM-17.2.01
Requests authentication

SAM-17.2.03
Forwards. >
details

SAM-17.2.04
valid?

SAM-17.2.07 <
Rejection notified

Displays rejection

No

v

SAM-17.2.06

sAM-17.2.12
Payer consents payment

Eurosystem - Access
Gateway Service,

5AM-17.2.05
Sends request rejection

sAM-17.2.13
Consent?

Requests payer consents

sAM-17.2.11

SAM-17.2.08
Forwards request rejection

\

SAM-17.2.10 1
Rejection notified !
’

SAM-17.2.09
Forwards request rejection \

Displays and forwards

SAM-17.2.14

rejection

SAM-17.2.15
Forwards request rejection

SAM-17.2.20 \

Rejection notified

P Forwards payment consent -

SAM-17.2.16

details

Displays rejection

SAM-17.2.17
Valid?

No

SAM-17.2.19

SAM-17.2.18

Sends request rejection

Displays

SAM-17.2.22

sAM-17.2.21

confirmation

Sends
confirmation

sAM-17.2 Authentication and consent via app, device or browser sub-flow

Step name Initiating Receiving Definition
actor(s) actor(s)

SAM-17.2.01 |Requests App/Device/ Payer The app/device/browser requests the
authentication Browser authentication of the Payer to continue

with the request.

SAM-17.2.02 |Authenticates Payer App/Device/ The Payer authenticates via the

Browser app/device/browser.

SAM-17.2.03 |Forwards App/Device/ Pilot PSP (Payer) | The app/device/browser forwards the
authentication Browser authentication details to the Pilot PSP
details (Payer) to check.

sAM-17.2.04 |Valid? Pilot PSP N/A and/or App | The Pilot PSP decides if the

(Payer) /Device/Browser |authentication provided by the Payer is
valid. If not, the Payer could retry.
Note: Validation may be executed on the
request's format or its content from a
technical and functional perspective in
accordance with established business
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rules.
SAM-17.2.05 |Sends request Pilot PSP App The Pilot PSP (Payer) rejects the request
rejection (Payer) /Device/Browser |and sends a rejection message
and/or DESP specifying the error type to the
app/device/browser and eventually to the
DESP.
SsAM-17.2.06 |Displays rejection | App/Device/ Payer The app/device/browser displays the
Browser authentication rejection.

sAM-17.2.07 |Rejection notified |Payer N/A The Payer is notified of the rejection and

the rejection reason.

sAM-17.2.08 |Forwards request |DESP Pilot PSP (Payee) | Optional - The Eurosystem - Access
rejection Gateway Service forwards the payment

rejection to the Payee’s Pilot PSP.
Note: If involved in the payment process,
the Payee is informed of the rejection.
sAM-17.2.09 |Forwards request |Pilot PSP Payee The Payee’s Pilot PSP forwards the
rejection (Payee) payment rejection to the Payee.
sAM-17.2.10 |Rejection notified |Payee N/A Optional - The Payee is notified of the
rejection and the rejection reason.
sAM-17.2.11 |Requests payer App/Device/ Payer The app/device/
consents Browser browser requests consents from the
Payer for the payment.
Note: for flows where authentication
happens on the device, Payer consent
happens at app level.

sAM-17.2.12 |Payer consents Payer N/A The Payer consents with the payment via
payment the app/device/browser.

SAM-17.2.13 |Consent? Payer App/Device/ If payment is not consented to by the

Browser Payer, it is rejected.

sAM-17.2.14 |Displays and App/Device/ Payer and/or PSP | The app/device/browser displays the

forwards rejection | Browser (Payer) Payer’s rejection and forwards it to the
Pilot PSP (Payer) specifying the error
type.

sAM-17.2.15 |Forwards request |Pilot PSP DESP Optional - the Pilot PSP (Payer)
rejection (Payer) forwards the rejection message to the

DESP.

SAM-17.2.16 |Forwards App/Device/ PSP (Payer) The app/device/browser forwards the
payment consent |Browser payment consent details to the Pilot PSP
details (Payer) to check.

SsAM-17.2.17 |Valid? Pilot PSP N/A The Pilot PSP (Payer) decides if the

(Payer) payment consent provided by the Payer
is valid.
Note: Validation may be executed on the
request's format or its content from a
technical and functional perspective in
accordance with established business
rules.

SAM-17.2.18 |Sends request Pilot PSP App/Device/ The Pilot PSP (Payer) rejects the request
rejection (Payer) Browser and/or and sends a rejection message

DESP specifying the error type to the
app/device/browser and eventually to the
DESP.
sAM-17.2.19 |Displays rejection | App/Device/ Payer The app/device/browser displays the
Browser authentication rejection.
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SAM-17.2.20 |Rejection notified |Payer N/A The Payer is notified of the rejection and

the rejection reason.

SAM-17.2.21 |Sends Pilot PSP App/Device/ The Pilot PSP (Payer) sends an
authentication (Payer) Browser authentication confirmation to the
confirmation app/device/browser.

sAM-17.2.22 |Displays App/Device/ N/A The app/device/
authentication Browser browser displays the authentication
confirmation confirmation.

sAM-17.4 Offline authentication via app sub-flow

Payer App Offline secure application

\ 4

sAM-17.4.01
Requests authentication

\ 4
sAM-17.4.02
Authenticates
sAM-17.4.03
p  Forwards authentication > SA“(I/:ll?d'?'M
details :
| Yes
No

sAM-17.4.07 P sAM-17.4.06 P sAM-17.4.05

Rejection notified | Displays rejection - Sends rejection

()

sAM-17.4 Offline authentication sub-flow via app

Step name Initiating  Receiving Definition

actor(s) actor(s)
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sAM-17.4.01 |Requests App Payer The app requests the authentication of
authentication the payer to continue with the request.
sAM-17.4.02 | Authenticates Payer App The payer authenticates via the app.
sAM-17.4.03 |Forwards App Offline secure | The app forwards the authentication
authentication details application details to the offline secure application to
check.
sAM-17.4.04 |Valid? Offline N/A and/or App | The offline secure application checks if
secure the authentication provided by the payer
application is valid. If not, the payer could retry.
Note: Validation may be executed on the
request's format or its content from a
technical and functional perspective in
accordance with established business
rules.
sAM-17.4.05 |Sends rejection Offline App The offline secure application rejects the
secure request and sends a rejection message
application specifying the error type to the app.
sAM-17.4.06 |Displays rejection App Payer The app displays the authentication
rejection with the rejection reason.
SsAM-17.4.07 |Rejection notified Payer N/A The payer is notified of the rejection and
the rejection reason.
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sAM-17.3 Mutual offline secure application authentication sub-flow

Payer

Offline device 1

Offline secure application 1

Offline secure application 2

Offline device 2

SAM-17.3.07
Rejection notified

SAM-17.3.01
Initiates i

SAM-17.3.02

including its authentication

data

R offline secure
element using the provided

SAM-17.3.06
Displays rejection

SAM-17.3.05

Forwards rejection

SAM-17.3.03
Successful?

SAM-17.3.04
Sends rejection

SAM-17.3.08
Displays rejection

/ SAM-17.3.09

\Reiemun ncmﬁed)

SAM-17.3.11

offline secure |

SAM-17.3.10

element using the provided |

Sends back its own
authentication data

SAM-17.3.13

Sends rejection

SAMH17.3.14
Forwards rejection

sAM-17.3 Mutual offline secure application authentication sub-flow

Step name

Initiating

Receiving

Definition

actor(s)

actor(s)

SAM-17.3.01 |Initiates Offline secure | Offline secure | The offline secure application 1 initiates
communication application 1 application 2 communication with the offline secure
by including its application 2 by providing the
authentication authentication data.
data
sAM-17.3.02 |Authenticates Offline secure | N/A The offline secure application 2
offline secure application 2 authenticates the provided data from the
element using the offline secure application 1.
provided data
SAM-17.3.03 |Successful? Offline secure | N/A If the authentication is not successful, the
application 2 offline secure application 2 rejects the
request and communicates the rejection to
the offline secure application 1 and to the
Payee via the offline device 2.
SAM-17.3.04 |Sends rejection Offline secure | Offline secure | The offline secure application 2 rejects the

application 2

application 1
and/or Offline
device 2

request and sends a rejection message
specifying the error type the offline secure
application 1 and to the offline device 2.
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sAM-17.3.05 |Forwards Offline secure | Offline device 1 | The offline secure application 1 forwards
rejection application 1 the rejection and the rejection reason to
the offline device 1.
sAM-17.3.06 |Displays rejection | Offline device 1 | Payer The offline device 1 displays the rejection
and the reason to the Payer.
sAM-17.3.07 |Rejection notified |Payer N/A Payer is notified of the rejection and the
rejection reason.
sAM-17.3.08 |Displays rejection | Offline device 2 | Payee The offline device 2 displays the rejection
and the reason to the Payee.
sAM-17.3.09 |Rejection notified |End-User 2 N/A The Payee is notified of the rejection and
the rejection reason.
sAM-17.3.10 |Sends back its Offline secure | Offline secure | After a successful authentication, the
own application 2 application 1 offline secure application of offline device 2
authentication sends the data back to the offline secure
data application 1.
sAM-17.3.11 |Authenticates Offline secure | N/A The offline secure application 1
offline secure application 1 authenticates the provided data from the
element using the offline secure application 2.
provided data
SAM-17.3.12 |Successful? Offline secure | N/A If the authentication is not successful, the
application 1 offline secure application 1 rejects the
request and informs the offline device 1
and the offline secure application 2.
SAM-17.3.13 |Sends rejection Offline secure | Offline device 1 | The offline device 2 rejects the request
application 1 and/or Offline and sends a rejection message specifying
secure the error type to the offline device 1 and
application 2 the offline secure application 2.
sAM-17.3.14 |Forwards Offline secure | Offline device 2 | The offline secure application 2 forwards
rejection application 2 the rejection and the rejection reason to

the offline device 2.
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1.4.6 User Alias ownership check

sAM-25 User Alias ownership check sub-flow

Individual End-User Pilot PSP

A 4
sAM-25.02 sAM-25.01
Provides User Alias < Request User Alias
ownership proof ownership proof
sAM-25.03
Validates User Alias

\ 4

ownership proof

sAM-25.04
Valid?

Yes
No
v
SAM-25.06 sAM-25.05
Rejection n.otiﬁed < Sends/communicates
rejection

O

sAM-25 User Alias ownership check sub-flow

Step name Initiating Receiving Definition
actor(s) actor(s)
sAM-25.01 |Request User Pilot PSP Individual End- The Pilot PSP requests the Individual End-
Alias ownership User User for proof of User Alias ownership.
proof Step-specific business rules: AM-021-007,
AM-021-009
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SAM-25.02 |Provides User Individual Pilot PSP The Individual End-User provides User Alias
Alias ownership |End-User ownership proof to the Pilot PSP.
proof
sAM-25.03 |Validates User |Pilot PSP N/A The Pilot PSP validates if the User Alias
Alias ownership ownership proof is valid or not.
proof Step-specific business rules: AM-021-007,
AM-021-009
sAM-25.04 |Valid? Pilot PSP N/A If the proof is not valid, the User Alias is
rejected.
Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.
Step-specific business rules: AM-021-007,
AM-021-009
sAM-25.05 |Sends/ Pilot PSP Individual End- The Pilot PSP rejects the User Alias and the
communicates User request and sends a rejection message
rejection specifying the error type to the Individual End-
User.
sAM-25.06 |Rejection Individual N/A The Individual End-User is notified of the
notified End-User rejection and the rejection reason.

1.4.7 Onboarding of an Individual End-User - part Il

The steps characterising the onboarding of an Individual End-User (part Il) in online and offline scenario

(known and unknown to the Pilot PSP) are presented and depicted in the following flow. The flow has

been depicted under the assumption that the Individual End-User is allowed to have a single Beta Digital

Euro payment account.
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sAM-26 Onboarding of an Individual End-User - part Il sub-flow

Individual End-User App/Device Pilot PSP

SAM-26.01
Link commercial bank
money account?

A 4

sAM-26.02
Provides commercial bank )
money account to link

A 4
sAM-26.03
Links commercial bank

0 money account with Beta
Digital Euro payment
account
sAM-26.04
Ye Liquidity management
settings?
No
A 4
SAM-26.05 sAM-26.06
Sets up the liquidity 4\ > Applies the liquidity
management values management settings
sAM-26.07
e Notification settings?
A 4
SAM-26.08
Sets up the notification Onlin n
settings
\ 4
No
sAM-26.09 sAM-26.10
Offlin »{ Applies the notification Applies the notification
settings settings
sAM-26.11
Activates the payment |«
instrument(s)
[ r/— T r
P sAM-26.12 11
| I Coding request | |
| | [sAM-14] (subprocess) | |
)

sAM-26 Onboarding of an Individual End-User - part Il sub-flow
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Initiating

actor(s)

Receiving
actor(s)

If an Individual End-User wants to link their

SAM-26.01 |Link commercial App/Device Individual End-
bank money User and/or N/A | commercial bank money account, they will
account? be requested to link. Otherwise, the
Individual End-User proceeds with settings.
Step-specific business rules: AM-021-014
SAM-26.02 |Provides Individual Pilot PSP The Individual End-User provides the
commercial bank End-User commercial bank money account to link to
money account to their Beta Digital Euro payment account.
link
sAM-26.03 |Links commercial Pilot PSP App/Device The Pilot PSP links the commercial bank
bank money money account of the Individual End-User to
account with Beta the DEAN.
Digital Euro Step-specific business rules: AM-020-001,
payment account AM-021-014
SAM-26.04 |Liquidity App/Device Individual End- | The app/device determines whether the
management User and/or N/A | Individual End-User proceeds with liquidity
settings? management settings.
Step-specific business rules: LM-021-006,
LM-031-001, LM-031-002, LM-041-002, LM-
041-004, LM-050-003, LM-051-001
SAM-26.05 |Sets up the liquidity | Individual Pilot PSP The Individual End-User sets up the liquidity
management values | End-User settings.
sAM-26.06 |Applies the liquidity | Pilot PSP App/Device The Pilot PSP applies the liquidity
management management settings that Individual End-
settings User entered.
Step-specific business rules: LM-021-006,
LM-031-001, LM-031-002, LM-041-002, LM-
041-004, LM-051-001
sAM-26.07 |Notification App/Device Individual End- | The app/device determines whether the
settings? User and/or N/A | Individual End-User proceeds with setting up
the notifications.
Step-specific business rules: AM-021-011,
AM-021-012
sAM-26.08 |Sets up the Individual App/Device The Individual End-User sets up the
notification settings | End-User and/or Pilot notification settings.
PSP
sAM-26.09 |Applies the App/Device N/A For offline, the app/device applies the
notification settings notification settings that Individual End-User
entered.
Step-specific business rules: AM-021-011,
AM-021-012
sAM-26.10 |Applies the Pilot PSP App/Device For onboarding to online services or both
notification settings offline and online, the Pilot PSP applies the
notification settings that Individual End-User
entered.
sAM-26.11 |Activates the App/Device N/A The Pilot PSP enables the online and/or
payment offline payment instrument(s) for the
instrument(s) Individual End-User. For the offline applet,

this is subject to a previous successful
deployment.
Step-specific business rules: AM-021-017
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SAM-26.12

Coding request
[sAM-14]

App/Device

N/A

Optional - The Pilot PSP initiates the coding
request [sAM-14] to generate a coded
user's detail to use in NFC payments.

Note: not applicable for offline
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2. Liquidity management
General business rules that refer to the liquidity management flows: LM-030-001, LM-050-001.

2.1 Funding

General business rules that refer to the funding flows: LM-020-001

Pilot PSPs have the obligation to establish processes to help Individual End-User funding their Beta

Digital Euro payment accounts. Funding can be done from a commercial bank money account.

2.1.1 Online manual funding from commercial bank money account - same Pilot PSP
The steps characterising manual funding from commercial bank money account at the same Pilot PSP

are presented and depicted in the following flow:
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LM1.1 Online manual funding from commercial bank money account- same Pilot PSP

Individual End-User Pilot PSP DESP

LM-1.1.02
Authentication
[sAM-17.1]
(subprocess)

LM-1.1.01
Selects online funding
option and specifies amount

A 4

A 4

LM-1.1.03
Funding checks
[sLM-34] (subprocess)

A 4

LM-1.1.04
Sends online funding
instruction

LM-1.1.05
Settlement funding
online
[sTM-56]
(subprocess)

LM-1.1.06
Releases blocked funds

A\ 4 l
LM-1.1.07
LM-1.1.08 ‘: Forwards settlement

Rejection notified

rejection

LM-1.1.09
Forwards funding <
confirmation

LV-1.1.10

Funding completed

A 4

LmM-1.1.11
Debits commercial bank
money account

A 4

LM-1.1.12
Increases online balance

LM-1.1 Online manual funding from commercial bank money account - same Pilot PSP

Step name Initiating Receiving | Definition
actor(s) actor(s)

LM-1.1.01 Selects online Individual Pilot PSP The Individual End-User opens the app (if
funding option End-User required), selects the online funding option from
and specifies the menu and specifies the amount to be funded
amount as well as the source owned account in

commercial bank money account. If the
Individual End-User has linked an account, this
account should be the default source account.
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The amount must be below the holding limit.

LM-1.1.02 Authentication Pilot PSP N/A The Pilot PSP initiates the authentication [sAM-
[sAM-17.1] 17.1].

LM-1.1.03 Funding checks Pilot PSP Individual The Pilot PSP performs the funding checks
[sLM-34] End-User [sLM-34].

and/or N/A

LM-1.1.04 Sends online Pilot PSP DESP The Individual End-User’s Pilot PSP sends a
funding funding instruction to DESP.
instruction

LM-1.1.05 Settlement DESP Pilot PSP The DESP initiates the settlement funding
funding online online [sTM-56].

[sTM-56]

LM-1.1.06 Releases blocked | Pilot PSP N/A The Pilot PSP is notified about the rejection and

funds the rejection reason and releases the blocked
funds on the commercial bank money account
of the Individual End-User.

LM-1.1.07 Forwards Pilot PSP Individual The Pilot PSP forwards the settlement rejection
settlement End-User and the rejection reason to the Individual End-
rejection User.

LM-1.1.08 Rejection notified |Individual N/A The Individual End-User is notified about the

End-User rejection and the rejection reason.

LM-1.1.09 Forwards funding | Pilot PSP Individual The Pilot PSP is notified about the funding
confirmation End-User confirmation and informs the Individual End-

and/or N/A | User about the funding.

LM-1.1.10 Funding Individual N/A The Individual End-User is informed that the
completed End-User funding operation has been completed

successfully.

LM-1.1.11 Debits Pilot PSP N/A The Pilot PSP replaces the amount reservation
commercial bank on the Individual End-User's commercial bank
money account money account by a debit posting (if the amount

was initially blocked instead of debited, this is
up to the Pilot PSP).

LM-1.1.12 Increases online | Pilot PSP N/A The Pilot PSP increases the online balance of
balance the Individual End-User.

2.1.2 Offline Beta Digital Euro manual funding from commercial bank money account via
app - same Pilot PSP

The steps characterising offline manual funding from commercial bank money account at the same Pilot

PSP via app (either Eurosystem-provided app or proprietary Pilot PSP app) are presented and depicted

in the following flow:

Assumption: the app requires an online connection. The offline wallet is installed on the Individual End-

User’s mobile device.
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LM-1.8 Offline Beta Digital Euro manual funding from commercial bank money account via app — same Pilot PSP

Pilot PSP - distribution

Pilot PSP - backend
component

Individual End-User App Offline secure application

M-1.8.02

M-1.801

Opens app [sAM-17.1]

(subprocess)

J
v

LM-1.8.03

Selects "offline funding V1804

option" and specifies Sends funding data ¢
amount and funding source
LM-1.8.05
Online integrity check
and transaction
counter reset [sTM-14]
(subprocess)
LVM-1.8.06
Submits funding request
LV-1.8.07
Checks and calculates offline
balance

LM-1.8.08
Exceeds holding limit2

M-18.11 LM-18.10 LV-1.8.09
Rejection notified Displays rejection Sends rejection Yes

LM-18.12 LM-18.13
Sends funding request Forwards funding request
LVM-18.14

LM-18.15 Funding commercial
Forwards request rejection bank money checks
[sLM-32] (subprocess)

LM-18.16

Sends offline funding
instruction

LM-18.17
M-1821 LM-18.20 Fow:{':’:;;:mw Settlement funding
Rejection notified Displays rejection offline (sTM-58]
rejection
(subprocess)

LM-1.8.19
Unlocks funds on
commercial bank money
account

Lm-1.8.24 LM-1.8.22 LM-1.8.26
F LM-1.825 Displays funding. Lm1.8.23 Forwards offline funding Debits commercial bank
unding completed Increases offline balance

confirmation confirmation money account

!

mM1.8.27
Register the operation for
AML/CFT monitoring

LM-1.8 Offline Beta Digital Euro manual funding from commercial bank money account via app - same Pilot PSP

Step name Initiating Receiving Definition

actor(s) actor(s)

LM-1.8.01 |Opens app Individual App The Individual End-User opens app.
End-User

LM-1.8.02 |Authentication |App Individual The Individual End-User’ app initiates
[sAM-17.1] End-User authentication [sAM-17.1].

LM-1.8.03 |Selects "offline |Individual App The Individual End-User selects the “offline account
funding option" |End-User funding option”, specifies the amount as well as the
and specifies source owned commercial bank money account. If
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amount and the Individual End-User has linked an account, this

funding source account should be the default source account.
Precondition: the Individual End-User’s device must
be connected to the internet.

LM-1.8.04 |Sends funding |App Offline The app sends the funding data to the offline
data secure secure application.

application

LM-1.8.05 |Online integrity | Offline secure | App The offline secure application performs online
check and application integrity check and transaction counter reset [sTM-
transaction 14].
counter reset
[sTM-14]

LM-1.8.06 |Submits funding | App Offline The Individual End-User’s app submits a funding
request secure request for the funding amount specified by the

application | Individual End-User to the offline secure
application.

LM-1.8.07 |Checks and Offline secure | N/A The offline secure application checks and
calculates application calculates the new offline balance to check if it
offline balance exceeds the holding limit.

LM-1.8.08 |Exceeds holding | Offline secure | N/A If the new calculated offline balance exceeds the
limit? application holding limit, the offline secure application rejects

the funding request.

LM-1.8.09 |Sends rejection |Offline secure | App The offline secure application rejects the funding

application and sends a rejection message specifying the error
type to the app.

LM-1.8.10 |Displays App Individual The Individual End-User’s app displays a rejection
rejection End-User message with the rejection reason to the Individual

End-User.

LM-1.8.11 |Rejection Individual N/A The Individual End-User is informed of the rejection
notified End-User and the rejection reason.

LM-1.8.12 |Sends funding | Offline secure |Pilot PSP - | The offline secure application sends the offline
request application distribution | funding request to the Pilot PSP - distribution

component |component.

LM-1.8.13 |Forwards Pilot PSP - Pilot PSP - | The Pilot PSP - distribution forwards the funding
funding request | distribution backend request to the Pilot PSP - backend.

component

LM-1.8.14 |Funding Pilot PSP - Pilot PSP - | The Pilot PSP - backend performs the funding
commercial backend distribution | commercial bank money checks [sLM-32].
bank money component
checks
[sLM-32]

LM-1.8.15 Forwards Pilot PSP - App The Pilot PSP - distribution component forwards the
request distribution request rejection and the rejection reason to the
rejection component app.

LM-1.8.16 |Sends offline Pilot PSP - DESP The Pilot PSP - distribution component sends
funding distribution funding instruction to DESP.
instruction component
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LM-1.8.17 |Settlement DESP Pilot PSP - | The DESP performs settlement funding offline
funding offline distribution |[sTM-58].
[sTM-58] component

LM-1.8.18 |Forwards Pilot PSP - Pilot PSP - | The Pilot PSP - distribution component is notified
settlement distribution backend about the offline settlement funding rejection and
rejection component and/or App | forwards the rejection with the rejection reason to

the app and to the Pilot PSP - backend.

LM-1.8.19 Unlocks funds Pilot PSP - N/A The Pilot PSP - backend receives the notification
on commercial |backend about the settlement rejection and releases the
bank money blocked funds in the Individual End-User's
account commercial bank money account.

LM-1.8.20 |Displays App Individual The Individual End-User’s app displays a rejection
rejection End-User message with the rejection reason to the Individual

End-User.

LM-1.8.21 |Rejection Individual N/A The Individual End-User is informed of the rejection
notified End-User and the rejection reason.

LM-1.8.22 |Forwards offline |Pilot PSP - Offline The Pilot PSP - distribution component is notified
funding distribution secure about the funding confirmation and forwards the
confirmation component application | funding confirmation to Pilot PSP - backend and

and/or PSP | offline secure application.
- backend

LM-1.8.23 |Increases offline | Offline secure | App The offline secure application receives the funding

balance application confirmation and increases the Individual End-
User’s offline balance with the same amount and
delivers this information to the Individual End-User’
app.

LM-1.8.24 |Displays App Individual The Individual End-User’s app displays funding
funding End-User confirmation to the Individual End-User.
confirmation

LM-1.8.25 |Funding Individual N/A The Individual End-User receives the confirmation
completed End-User and the funds.

LM-1.8.26 |Debits Pilot PSP - N/A The Pilot PSP - backend replaces the amount
commercial backend reservation on the Individual End-User’s
bank money commercial bank money account by a debit posting
account (if the amount was initially blocked instead of

debited, this is up to the Pilot PSP).

LM-1.8.27 |Register the Pilot PSP - N/A The Pilot PSP - backend registers the funding
operation for backend operation for AML/CFT monitoring purposes.
AML/CFT
monitoring

2.1.3 Offline Beta Digital Euro manual funding from Beta Digital Euro payment account via

app

The steps characterising offline manual funding from own Beta Digital Euro payment account via app

(either Eurosystem-provided app or proprietary Pilot PSP app) are presented and depicted in the

following flow:
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Assumption: the app requires an online connection. The offline wallet is installed on the End-User’s
mobile device.

LM-1.9 Offline Beta Digital Euro manual funding from online Beta Digital Euro payment account via app

Pilot PSP - distribution

Individual End-User App Offline secure application Pilot PSP - backend
component
LM-1.9.02

LM-1.9.01

Opens app [sAM-17.1]
(subprocess)

{7
P
LM-1.9.03
Selects "offline funding, LM-1.9.04
option" and specifies Sends funding data ;
amount and funding source

Online integrity check
and transaction
counter reset [sTV-14]
(subprocess)

L

—

Submits funding request

M-1.9.
Checks and calculates offline|
balance

LM-1.9.08
xceeds holding limit?

Sends funding request Forwards funding request

LM-1.9.10
Sends rejection

M-19.12 M19.11
Rejection notified Displays rejection

T LM-19.15

Forwards request rejection

LM-1.9.14

[sLM-35] (subprocess)

]

Sends online defunding
instruction

IM1.9.17
Settlement defunding

M9,
Increases online balance

M19.21 LM1.9.20 ot oo
Rejection notified Displays rejection rejection

[sTM™-57]
(subprocess)

Settlement funding

[sTM-56]
(subprocess)

M19.23
Sends offline funding
instruction

M1.9.22
Receives settlement online
defunding confirmation

LM1.9.24
Settlement funding
offline

[sTM-58]
(subprocess)

|

M19.28 M19.26 M1930
. ;”"9'19‘ i Displays funding \ LM:f"g'"b , Forwards offline funding Register the operation for
unding complete confirmation nereases offline balance confirmation AML/CFT monitoring

LM-1.9 Offline Beta Digital Euro manual funding from Beta Digital Euro payment account via app

Step name

Initiating
actor(s)

Receiving
actor(s)

Definition

LM-1.9.01

Opens app

Individual End-
User

App

The Individual End-User opens app.

LM-1.9.02

Authentication
[sAM-17.1]

App

Individual End-
User

The Individual End-User’ app initiates
authentication [sAM-17.1].
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LM-1.9.03 |Selects "offline Individual End- App The Individual End-User selects the “offline
funding option" User account funding option”, specifies the
and specifies amount and select the Beta Digital Euro
amount and payment account as funding source
funding source owned. Precondition: the Individual End-

User’s device must be connected to the
internet.

LM-1.9.04 |Sends funding App Offline secure | The app sends the funding data to the
data application offline secure application.

LM-1.9.05 |Online integrity Offline secure App The offline secure application performs
check and application online integrity check and transaction
transaction counter reset [sTM-14].
counter reset
[sTM-14]

LM-1.9.06 |Submits funding |App Offline secure | The Individual End-User’s app submits a
request application funding request for the funding amount

specified by the Individual End-User to the
offline secure application.

LM-1.9.07 |Checks and Offline secure N/A The offline secure application checks and
calculates offline |application calculates the new offline balance to check
balance if it exceeds the holding limit.

LM-1.9.08 |Exceeds holding | Offline secure N/A If the new calculated offline balance
limit? application exceeds the holding limit, the offline

secure application rejects the funding
request.

LM-1.9.09 |Sends funding Offline secure Pilot PSP - The offline secure application sends the
request application distribution funding request to the Pilot PSP —

component distribution component.

LM-1.9.10 |Sends rejection Offline secure App The offline secure rejects the request and

application sends a rejection message specifying the
error type to the app.

LM-1.9.11 |Displays rejection | App Individual End- | The Individual End-User’s app displays a

User rejection message with the rejection
reason to the Individual End-User.

LM-1.9.12 |Rejection notified |Individual End- N/A The Individual End-User is informed of the

User rejection and the rejection reason.

LM-1.9.13 |Forwards funding | Pilot PSP - Pilot PSP - The Pilot PSP - distribution component
request distribution backend forwards the funding request to the Pilot

component PSP - backend.

LM-1.9.14 |Defunding checks | Pilot PSP - N/A and/or Pilot | The Pilot PSP - backend performs the
[sLM-35] backend PSP - defunding checks [sLM-35].

distribution
component

LM-1.9.15 |Forwards request |Pilot PSP - App The Pilot PSP - distribution component
rejection distribution forwards the request rejection with the

component rejection reason to the app.
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LM-1.9.16 |Sends online Pilot PSP - DESP The Pilot PSP - backend sends online
defunding backend defunding instruction to DESP.
instruction Step-specific business rules: LM-021-001

LM-1.9.17 |Settlement DESP Pilot PSP - The DESP performs settlement defunding
defunding online backend online [sTM-57]

[sTM-57]
LM-1.9.18 |Increases online |Pilot PSP - Pilot PSP - In case of rejection, the Pilot PSP -
balance backend distribution backend increases back the online
component balance of the Beta Digital Euro payment
account. The Pilot PSP - backend forwards
the rejection message specifying the error
type to the Pilot PSP - distribution
component.

LM-1.9.19 |Forwards Pilot PSP - App The Pilot PSP - distribution component
settlement distribution forwards the settlement rejection with the
rejection component rejection reason to the Individual End-

User's app.
LM-1.9.20 |Displays rejection | App Individual End- | The Individual End-User’s app displays a
User rejection message with the rejection
reason to the Individual End-User.
LM-1.9.21 |Rejection notified |Individual End- N/A The Individual End-User is informed of the
User rejection and the rejection reason.

LM-1.9.22 |Receives Pilot PSP - Pilot PSP - The Pilot PSP - backend receives
settlement online |backend distribution settlement defunding confirmation from
defunding component DESP and informs the Pilot PSP-
confirmation distribution component.

LM-1.9.23 |Sends offline Pilot PSP - DESP The Pilot PSP - distribution component
funding distribution receives settlement defunding confirmation
instruction component and sends offline funding instruction to the

DESP.
Step-specific business rules: LM-021-001

LM-1.9.24 |Settlement DESP Pilot PSP - The DESP performs offline funding
funding offline distribution settlement [sTM-58].

[sTM-58] component Note: In case of failure of the process, a
and/or N/A procedure to re-issue online amount
previously redeemed should be put in
place.

LM-1.9.25 |Settlement DESP Pilot PSP - The DESP performs settlement funding

funding online backend online [sTM-56].
[sTM-56]

LM-1.9.26 Forwards offline | Pilot PSP - Offline secure | The Pilot PSP - distribution component is
funding distribution application notified about the funding confirmation and
confirmation component and/or Pilot forwards the funding confirmation to Pilot

PSP - backend |PSP - backend and offline secure
application.

LM-1.9.27 |Increases offline | Offline secure App The offline secure application receives the
balance application funding confirmation and increases the

Individual End-User’s offline balance with
the same amount and delivers this
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app.
LM-1.9.28 |Displays funding |App Individual End- | The Individual End-User’s app displays
confirmation User funding confirmation to the Individual End-
User.
LM-1.9.29 |Funding Individual End- N/A The Individual End-User receives the
completed User confirmation and the funds.
LM-1.9.29 |Register the Pilot PSP - N/A The Pilot PSP - backend receives the
operation for backend funding confirmation and registers the
AML/CFT funding operation for AML/CFT monitoring
monitoring purposes.

2.2 Defunding

General business rules that refer to the defunding flows: LM-040-001.

Pilot PSPs have the obligation to establish processes to help individuals defund their Beta Digital Euro

payment accounts. Defunding can be done to a commercial bank money account.

2.2.1 Online manual defunding to commercial bank money account - same Pilot PSP

Individuals can defund their Beta Digital Euro payment account to their commercial bank money account

via the mobile app (either Eurosystem-provided app or proprietary Pilot PSP app). The following flow

presents and depicts the steps characterising the process of manual defunding from a Beta Digital Euro

payment account to a commercial bank money account offered by the same Pilot PSP.

70




EUROPEAN CENTRAL BANK
EUROSYSTEM

LM-2.1 Online manual defunding to commercial bank money account - same Pilot PSP

Individual End-User Pilot PSP DESP

LM-2.1.02
Authentication
[sAM-17.1]
(subprocess)

LM-2.1.01
Selects online defunding
option and specifies amount

A 4

A 4

LM-2.1.03
Defunding checks
[sLM-35] (subprocess)

A 4

LM-2.1.04
Sends online defunding
request

A 4
LM-2.1.05
LM-2.1.06 Settlement defunding
Increases online balance online [sTM-57]
(subprocess)

A

A 4 \ 4

LM-2.1.08 \ o LM-2.1.07
<

" I . Forwards settlement
Defunding rejection notified o
rejection

LM-2.1.09
Forwards defunding
confirmation

LM-2.1.10
Defunding notified

A

A 4

M-2.1.11
Credits commercial bank
money account

LM-2.1 Online manual defunding to commercial bank money account - same Pilot PSP

#Step Step name Initiating Receiving | Definition

actor(s) actor(s)

LM-2.1.01 |Selects online Individual End- | Pilot PSP The Individual End-User opens the app (if
defunding option |User required), selects the online defunding option
and specifies from the menu, specifies the amount to be
amount defunded as well as the destination commercial

bank money account. If the Individual End-User
has linked an account, this account should be
the default destination account.

LM-2.1.02 |Authentication Pilot PSP N/A The Pilot PSP initiates the authentication
[sAM-17.1] [sAM-17.1].
LM-2.1.03 |Defunding checks | Pilot PSP Individual The Pilot PSP performs the defunding checks
[sLM-35] End-User [sLM-35].
and/or N/A
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LM-2.1.04 |Sends online Pilot PSP DESP The Individual End-User’s Pilot PSP sends a
defunding request defunding request to DESP.

LM-2.1.05 |Settlement DESP Pilot PSP The DESP initiates the settlement defunding
defunding online online [sTM-57].

[sTM-57]

LM-2.1.06 |Increases online |Pilot PSP N/A If the settlement fails, the Pilot PSP increases

balance back the online balance of the Individual End-
User's account.

LM-2.1.07 |Forwards Pilot PSP Individual The Pilot PSP forwards the settlement rejection
settlement End-User and the rejection reason to the Individual End-
rejection User.

LM-2.1.08 |Defunding Individual End- | N/A Individual End-User is naotified of the rejection
rejection notified |User and the rejection reason.

LM-2.1.09 |Forwards Pilot PSP Individual The Pilot PSP forwards the confirmation to the
defunding End-User Individual End-User that defunding is processed
confirmation and/or N/A |and completed.

LM-2.1.10 |Defunding Individual End- | N/A The Individual End-User is informed that the
notified User defunding operation has been completed

successfully.

LM-2.1.11 Credits Pilot PSP N/A The Pilot PSP credits the Individual End-User’s
commercial bank commercial bank money account for the
money account defunding amount.

Step-specific business rules: LM-040-003

2.2.2 Offline manual defunding to commercial bank money account via app - same Pilot

PSP

The following flow presents and depicts the steps characterising the process of offline manual defunding

at same Pilot PSP via app (either Eurosystem-provided app or proprietary Pilot PSP app) to a

commercial bank money account.

Assumption: the app requires an online connection. The offline wallet is installed on the Individual End-

User’s mobile device.
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LM-2.10 Offline manual defunding to commercial bank money account via app — same Pilot PSP

Pilot PSP - distribution

Individual End-User App Offline secure application Pilot PSP- backend
component

LM-2.10.02

LM-2.10.01 i

Opens app [sAM-17.1]
(subprocess)

g T
LM-2.10.03
Selects "offline account
defunding option" and s d”‘:’:"‘;'“‘ .
specifies amount and ends defunding data v
destination LM-2.10.05
Online integrity check
and transaction
counter reset [sTM-14]
(subprocess)
LM-2.10.06
Submits defunding request
LM-2.10.07
Checks if sufficient offline
balance available

LM-210.08
Sufficient offline
balance?

M-21011 M-2.10.10 LM-210.09

Rejection notified |~ Displays rejection Sends rejection o

1M-210.12 1M-2.10.13
Blocks offline amount Forwards request i
1M-210.14
Defunding commercial
bank money checks
[sLM-33] (subprocess)
M-2.10.16
Sends offline defunding | Sends offline defunding
instruction request

— |

LM-2.1020 LM210.18 Settl LMZ?:J: d
- Releases blocked offline Forwards settlement ettlement delunding
Displays rejection offline [sTM-59]
amount rejection
(subprocess)
M-2.1024 \ LM-2.10.23 ) IM-2.1022 LM-2.10.21 ) I.Mrl.m.ls.
Displays defunding . Forwards offline defunding Credits commercial bank
Defunding completed Decreases offline balance h
confirmation confirmation money account
LM-2.10.26
Register the operation for
AML/CFT monitoring

LM-2.10 Offline manual defunding to commercial bank money account via app - same Pilot PSP

Step name Initiating Receiving Definition

actor(s) actor(s)

LM-2.10.01 |Opens app Individual End- | App The Individual End-User opens the app.
User

LM-2.10.02 |Authentication App Individual The app triggers the authentication sub
[sAM-17.1] End-User process [sAM17.1].

LM-2.10.03 |Selects "offline Individual End- | App The Individual End-User selects the “offline

account defunding |User account defunding option”, specifies the
option" and amount as well as the destination
specifies amount commercial bank money account. If the
and destination Individual End-User has linked an account,

this account should be the default
destination account.
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Precondition: the Individual End-User’s
device must be connected to the internet.

LM-2.10.04 |Sends defunding App Offline secure | The app sends the defunding data to the
data application offline secure application.

LM-2.10.05 |Online integrity Offline secure | App The offline secure application performs
check and application online integrity check and transaction
transaction counter counter reset [sTM-14].
reset [sTM-14]

LM-2.10.06 |Submits defunding |App Offline secure | The app submits the defunding request for
request application the defunding amount to the offline secure

application.

LM-2.10.07 |Checks if sufficient | Offline secure | N/A The offline secure application checks if
offline balance application sufficient offline balance is available to
available perform the requested defunding.

LM-2.10.08 |Sufficient offline Offline secure | N/A If the offline balance is insufficient the
balance? application defunding operation is not executed, and the

app is notified.

LM-2.10.09 |Sends rejection Offline secure | App The offline secure application rejects the

application request and sends a rejection message
specifying the error type to the app.

LM-2.10.10 |Displays rejection |App Individual The app displays a rejection with the

End-User rejection reason to the Individual End-User.

LM-2.10.11 |Rejection notified Individual End- | N/A The Individual End-User is informed that the

User offline balance is insufficient to perform the
defunding. The Individual End-User can retry
selecting a lower amount.

LM-2.10.12 |Blocks offline Offline secure Pilot PSP - If the offline balance is sufficient, the offline
amount application distribution secure application blocks the offline amount

component and sends the offline defunding request to
the Pilot PSP - distribution component.

LM-2.10.13 |Forwards request Pilot PSP - Pilot PSP - The Pilot PSP - distribution component

distribution backend forwards the defunding request to the Pilot
component PSP - backend.

LM-2.10.14 |Defunding Pilot PSP - Pilot PSP - The Pilot PSP - backend performs the
commercial bank backend distribution defunding commercial bank money checks
money checks component [sLM-33].

[sLM-33] and/or N/A

LM-2.10.15 |Sends offline Pilot PSP - Pilot PSP - The Pilot PSP - backend send to the Pilot
defunding request |backend distribution PSP - distribution component the funding

component request previously validated.

LM-2.10.16 |Sends offline Pilot PSP - DESP The Pilot PSP - distribution component
defunding distribution sends funding instruction to DESP.
instruction component
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LM-2.10.17 |Settlement DESP Pilot PSP - The DESP performs settlement defunding
defunding offline distribution offline [sTM-59].
[sTM-59] component

LM-2.10.18 |Forwards Pilot PSP - Offline secure | If the settlement defunding process is
settlement rejection | distribution application unsuccessful, the Pilot PSP - distribution

component component forwards the settlement rejection
with the rejection reason to the offline secure
application.

LM-2.10.19 |Releases blocked Offline secure | App The offline secure application receives the
offline amount application settlement rejection and releases the offline

amount that was previously blocked.

LM-2.10.20 |Displays rejection |App Individual The app displays a rejection with the

End-User rejection reason to the Individual End-User.

LM-2.10.21 |Forwards offline Pilot PSP - Offline secure | If the settlement defunding process is
defunding distribution application successful, the Pilot PSP - distribution
confirmation component and/or Pilot component sends a confirmation to the Pilot

PSP - PSP - backend and the offline secure
backend application.

LM-2.10.22 |Decreases offline Offline secure | App The offline secure application receives the
balance application defunding confirmation and decreases the

offline balance with the defunded amount.

LM-2.10.23 |Displays defunding | App Individual The app displays a defunding confirmation
confirmation End-User to the Individual End-User.

LM-2.10.24 |Defunding Individual End- | N/A The Individual End-User is informed that the
completed User defunding is completed.

LM-2.10.25 |Credits commercial |Pilot PSP - N/A Once the defunding confirmation is received,
bank money backend the Pilot PSP - backend credits the
account Individual End-User’'s commercial bank

money account with the defunding amount.
Step-specific business rules: LM-040-003

LM-2.10.26 |Register the Pilot PSP - N/A The Pilot PSP - backend registers the
operation for backend operation for monitoring purposes.
AML/CFT
monitoring

2.2.3 Offline Beta Digital Euro manual defunding to Beta Digital Euro payment account via

app

The following flow presents and depicts the steps characterising the process of manual defunding of

offline holding to own Beta Digital Euro payment account via app (either Eurosystem-provided app or

proprietary Pilot PSP app).
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Assumption: the app requires an online connection. The offline wallet is installed on the Individual End-
User’s mobile device.
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LM-2.11 Offline Beta Digital Euro manual defunding to online Beta Digital Euro payment account via app

Individual End-User App Offline secure application (L8 PP =CIE it Pilot PSP - backend

component
M-2.11.02
21101 Authentication
Opens app (sAM-17.1]
(subprocess)

1103

Selects "offline account

specifies amount and
stination

‘ Sends defunding data

M2.11.05
Online integrity check
and transaction
counter reset [sTM14]
(subprocess)

M2.11.07
M-2.11.06
Checks if sufficient offline
Submits defunding request PO

1M2.11.08
sufficient offline
balance?

M-2.11.10 IM-2.11.09
Displays rejection Sends rejection
M2.11.12 M2.1113
Blocks offline amount Validates defunding request]

M2.1115

Sends offline defunding
instruction

1116
Settlement defunding;

[ omnw

‘ rejection sm-59]

(subprocess)

M2.11.24
settlement funding
offline
[sTM-58]
(subprocess)

21119

defunding confirmation

21121

rejection

& checks
] (subprocess)

M2.11.23
Settlement funding
Sends online funding online
instruction [5TM-56]
(subprocess)

& confirmati

Sends offline defunding
confirmation

Defunding completed Displays defunding ‘ Decreases offline balance

m
Register the operation for
AML/CFT monitoring

LM-2.11 Offline Beta Digital Euro manual defunding to Beta Digital Euro payment account via app

#Step Step name Initiating  Receiving Definition

actor(s) actor(s)
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LM-2.11.01 |Opens app Individual App The Individual End-User opens the app.
End-User

LM-2.11.02 |Authentication App Individual The app initiates the authentication [sAM-17.1].
[sAM-17.1] End-User

LM-2.11.03 |Selects "offline Individual App The Individual End-User selects the “offline
account End-User account defunding option”, specifies the amount
defunding option™” and selects his Beta Digital Euro payment
and specifies account as defunding target.
amoynt f‘"d Precondition: the Individual End-User’s device
destination must be connected to the internet.

LM-2.11.04 |Sends defunding |App Offline secure | The app sends the defunding data to the offline
data application secure application.

LM-2.11.05 |Online integrity Offline App The offline secure application performs online
check and secure integrity check and transaction counter reset
transaction application [sTM-14].
counter reset
[sTM-14]

LM-2.11.06 |Submits App Offline secure | The app submits the defunding request for the
defunding request application defunding amount to the offline secure

application.

LM-2.11.07 |Checks if Offline N/A The offline secure application checks if the offline
sufficient offline | secure balance of the Individual End-User’s is sufficient
balance available |application to defund the requested amount.

LM-2.11.08 |Sufficient offline | Offline N/A If the offline balance is insufficient the defunding
balance? secure operation is not executed, and the app is notified.

application

LM-2.11.09 |Sends rejection Offline App The offline secure application rejects the request

secure and sends a rejection message specifying the
application error type to the app.

LM-2.11.10 |Displays rejection | App Individual The app displays the rejection notification with the

End-User rejection reason to the Individual End-User.

LM-2.11.11 |Rejection notified |Individual N/A The Individual End-User is informed that the

End-User offline balance is insufficient to perform the
defunding. Individual End-User can retry selecting
a lower amount.

LM-2.11.12 |Blocks offline Offline Pilot PSP — If the offline balance is sufficient, the offline

amount secure distribution secure application blocks the offline amount and
application | component sends the offline defunding request to the Pilot
PSP - distribution component.

LM-2.11.13 |Validates Pilot PSP — | N/A The Pilot PSP - distribution component validates
defunding request | distribution the defunding request.

component

LM-2.11.14 |Valid? Pilot PSP — | N/A If the request is not valid, the Pilot PSP -

distribution distribution component will reject the request.
component Note: Validation may be executed on the

request's format or its content from a technical
and functional perspective in accordance with
established business rules.
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LM-2.11.15 |Sends offline Pilot PSP — | DESP The Pilot PSP - distribution component sends the
defunding distribution offline defunding instruction to the DESP.
instruction component Step-specific business rules: LM-041-001

LM-2.11.16 |Settlement DESP Pilot PSP — The DESP performs settlement defunding offline
defunding offline distribution [sTM-59].

[sTM-59] component

LM-2.11.17 |Forwards Pilot PSP — | Offline secure | If the settlement defunding process is
settlement distribution | application unsuccessful, the Pilot PSP - distribution
rejection component component forwards the settlement rejection with

the rejection reason to the offline secure
application.

LM-2.11.18 |Releases blocked | Offline App The offline secure application receives the
offline amount secure settlement rejection and releases the offline

application amount that was previously blocked.

LM-2.11.19 |Receives Pilot PSP — | Pilot PSP - The Pilot PSP - distribution component receives
settlement offline |distribution |backend settlement defunding confirmation and informs the
defunding component Pilot PSP - backend.
confirmation

LM-2.11.20 |Funding checks Pilot PSP - |N/A The Pilot PSP - backend performs the funding
[sLM-34] backend checks [sLM-34].

LM-2.11.21 |Forwards Pilot PSP - | Offline secure | If the settlement funding process is unsuccessful,
settlement backend application the Pilot PSP - backend forwards the settlement
rejection rejection with the rejection reason to the Individual

End-User’s app.

LM-2.11.22 |Sends online Pilot PSP - |DESP The Pilot PSP - backend sends the online funding
funding backend instruction to the DESP.
instruction

LM-2.11.23 | Settlement DESP N/A and/or The DESP initiates the settlement funding online
funding online Pilot PSP - [sTM-56].

[sTM-56] backend Note: In case of failure of the process, a
procedure to re-issue offline amount previously
redeemed should be put in place.

LM-2.11.24 |Settlement DESP Pilot PSP — The DESP performs offline funding settlement
funding offline distribution [sTM-58].

[sTM-58] component

LM-2.11.25 |Receives Pilot PSP - | N/A The Pilot PSP - backend receives settlement
settlement offline |backend defunding confirmation.
defunding
confirmation

LM-2.11.26 |Sends offline Pilot PSP - | Offline secure | The Pilot PSP - backend sends the confirmation
defunding backend application to the offline secure application that the defunding
confirmation and/or N/A instruction has been executed successfully.

LM-2.11.27 |Decreases offline | Offline App The offline secure application receives the
balance secure defunding confirmation and decreases the offline

application balance with the defunded amount.

Step-specific business rules: TM-000-006
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LM-2.11.28 |Displays App Individual The app displays the confirmation notification to
defunding End-User the Individual End-User that defunding is
confirmation processed and completed.

LM-2.11.29 |Defunding Individual N/A The Individual End-User is informed that the
completed End-User defunding operation has been completed

successfully.

LM-2.11.30 |Increases online Pilot PSP - | N/A Once the defunding confirmation is received, the
balance backend Pilot PSP - backend increases the online balance

of the Individual End-User’s account.

LM-2.11.31 |Register the Pilot PSP - | N/A The Pilot PSP - backend registers the defunding
operation for backend operation for AML/CFT monitoring purposes.
AML/CFT
monitoring
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2.3 Liquidity management sub-flows

2.3.1 Funding commercial bank money checks

sLM-32 Funding commercial bank money checks sub-flow

DESP/distribution
component

Pilot PSP

\ 4

sLM-32.01
Validates funding request

sLM-32.02
Valid?

sLM-32.03
Checks commercial bank
No money account status and
balance

sLM-32.04

Valid?
A 4
( )A sLM-32.05 —No
- Sends rejection ves
sLM-32.06

Blocks funds on commercial |«
bank money account

sLM-32 Funding commercial bank money checks sub-flow

81



&

EUROPEAN CENTRAL BANK

EUROSYSTEM

Step name Initiating Receiving Definition
actor(s) actor(s)
sLM-32.01 |Validates funding |Pilot PSP N/A The Pilot PSP validates the funding
request request.
sLM-32.02 |Valid? Pilot PSP N/A If the request is not valid, the Pilot PSP
will reject the request.
Note: Validation may be executed on the
request's format or its content from a
technical and functional perspective in
accordance with established business
rules.
sLM-32.03 |Checks Pilot PSP N/A The Individual End-User’s Pilot PSP
commercial bank checks the status of the commercial
money account bank money account and if its balance is
status and sufficient to fund the Beta Digital Euro
balance payment account as requested.
sLM-32.04 |Valid? Pilot PSP N/A If the commercial bank money account is
inactive and/or its balance is insufficient,
the funding operation is not executed.
sLM-32.05 |Sends rejection Pilot PSP DESP/distribution | The Pilot PSP rejects the request and
component sends a rejection message specifying the
error type to the Eurosystem - Access
Gateway Service (for online funding) or
to the distribution component (for offline
funding).
sLM-32.06 |Blocks funds on | Pilot PSP N/A If the balance is sufficient, the Pilot PSP
commercial bank blocks the funds on the designated
money account commercial bank money account.
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2.3.2 Defunding commercial bank money checks

sLM-33 Defunding commercial bank money checks sub-flow

DESP/distribution Pilot PSP
component

sLM-33.01
Validates defunding request

sLM-33.02
Valid?

sLM-33.03
Checks commercial bank |€@—
money account status

sLM-33.04
Valid?

A 4

sLM-33.05 ¢ No
Q Sends rejection
Yes

sLM-33 Defunding commercial bank money checks sub-flow
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Step name Initiating Receiving Definition
actor(s) actor(s)
sLM-33.01 |Validates Pilot PSP N/A The Pilot PSP validates the defunding
defunding request.
request
sLM-33.02 |Valid? Pilot PSP N/A If the request is not valid, the Pilot PSP will
reject the request.
Note: Validation may be executed on the
request's format or its content from a
technical and functional perspective in
accordance with established business rules.
sLM-33.03 |Checks Pilot PSP N/A The Individual End-User's Pilot PSP checks
commercial the status of the commercial bank money
bank money account.
account status
sLM-33.04 |Valid? Pilot PSP N/A If the commercial bank money account is
inactive, the defunding operation is not
executed.
sLM-33.05 |Sends Pilot PSP DESP/distribution | The Pilot PSP rejects the request and sends
rejection component a rejection message specifying the error
type to the Eurosystem - Access Gateway
Service (for online defunding) or to the
distribution component (for offline
defunding).
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2.3.3 Funding checks

sLM-34 Funding checks sub-flow

Individual End-User/

distribution component/DESP Pilot PSP

sLM-34.01
Validates funding request

sLM-34.02
Valid?

sLM-34.03
Checks Beta Digital Euro
payment account status and
balance

sLM-34.04
Exceeds holding limit?

sLM-34.05
Concurrent
transaction?

sLM-34.06 Yes
Sends rejection

sLM-34.07
Checks commercial bank
money account status and
balance

A

sLM-34.08
Successful?

No

4

sLM-34.09
Sends rejection

sLM-34.10
Blocks funds on commercial [€——
bank money account

sLM-34 Funding checks sub-flow
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Receiving

sLM-34.01

Validates
funding request

actor(s)
Pilot PSP

actor(s)
N/A

The Pilot PSP validates the funding request.

sLM-34.02

Valid?

Pilot PSP

N/A

If the request is not valid, the Pilot PSP will reject
the request.

Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

sLM-34.03

Checks Beta
Digital Euro
payment
account status
and balance

Pilot PSP

N/A

The Pilot PSP checks if the Individual End-User
has sufficient funds to complete the transaction
and if the status of the Individual End-User's Beta
Digital Euro payment account is valid.

Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002

sLM-34.04

Exceeds holding
limit?

Pilot PSP

N/A

The Pilot PSP checks if the funding amount
exceeds or not the Individual End-User's holding
limit.

Assumption: if the funding request would result in
the Individual End-User's balance exceeding the
holding limit, the funding request is rejected (and
the Individual End-User can try again for a lower
amount), not partially executed.

Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002

sLM-34.05

Concurrent
transaction?

Pilot PSP

N/A

The Pilot PSP checks if another incoming Beta
Digital Euro transaction is still being processed
(not settled or rejected).

sSLM-34.06

Sends rejection

Pilot PSP

Individual
End-User/
distribution
component/D
ESP

If the requested funding amount exceeds the
holding limit or if another incoming Beta Digital
Euro transaction is still being processed, the Pilot
PSP rejects the funding request and sends the
rejection to the Individual End-User, for online
(de)funding, or to distribution component for
offline (de)funding. Eventually for online
(de)funding, the Pilot PSP sends the rejection
also to the Eurosystem - Access Gateway Service
in case another Pilot PSP is to be informed.

SLM-34.07

Checks
commercial
bank money
account status
and balance

Pilot PSP

N/A

The Individual End-User’s Pilot PSP checks the
status of the Individual End-User commercial
bank money account and if its balance is
sufficient to fund the Beta Digital Euro payment
account as requested.

sLM-34.08

Successful?

Pilot PSP

N/A

If the commercial bank money account is inactive
and/or its balance is insufficient the funding
operation is not executed.

sLM-34.09

Sends rejection

Pilot PSP

Individual
End-User/

The Pilot PSP rejects the funding and sends a
rejection message specifying the error type to the
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component/D
ESP
sLM-34.10 |Blocks funds on | Pilot PSP N/A The Individual End-User’s Pilot PSP blocks the

commercial
bank money
account

required funds on the Individual End-User’s
commercial bank money account.
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2.3.4 Defunding checks

sLM-35 Defunding checks sub-flow

Individual End-User/ .
Pilot PSP
distribution component/DESP L

sLM-35.01
Validates defunding request

sLM-35.02
Valid?

No
A 4

( \ . sLM-35.03 y
/ Sends rejection b

No sLM-35.04

Checks Beta Digital Euro
payment account status and
balance

sLM-35.05

Sufficient Beta Digital Euro
payment

account balance?

Yes

\ 4

sLM-35.06
Checks commercial bank
money account status

No

v

sLM-35.08
Sends rejection Yes

sLM-35.09
Decreases online balance |

A 4

O

sLM-35 Defunding checks sub-flow
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Receiving

Definition

actor(s)

actor(s)

sLM-35.01 |Validates Pilot PSP N/A The Pilot PSP validates the defunding request.
defunding
request
sLM-35.02 |Valid? Pilot PSP N/A If the request is not valid, the Pilot PSP will reject the
request.
Note: Validation may be executed on the request's
format or its content from a technical and functional
perspective in accordance with established business
rules.
sLM-35.03 |Sends Pilot PSP Individual If the requested funding amount exceeds the holding
rejection End-User/ limit or if another incoming Beta Digital Euro
distribution transaction is still being processed, the Pilot PSP
component/ rejects the funding request and sends the rejection to
DESP the Individual End-User, for online (de)funding, or to
distribution component for offline (de)funding.
Eventually for online (de)funding, the Pilot PSP sends
the rejection also to the Eurosystem - Access Gateway
Service in case another Pilot PSP is to be informed.
sLM-35.04 |Checks Beta |Pilot PSP N/A The Pilot PSP checks if the Individual End-User has
Digital Euro sufficient funds to complete the transaction and if the
payment status of the Individual End-User's Beta Digital Euro
account payment account is valid.
status and Step-specific business rules: TM-000-007
balance
sLM-35.05 | Sufficient Pilot PSP N/A If the Beta Digital Euro payment account balance is
Beta Digital insufficient the defunding operation is not executed,
Euro and the Individual End-User is notified.
payment
account
balance?
sLM-35.06 |Checks Pilot PSP N/A The Individual End-User's Pilot PSP checks the status
commercial of the Individual End-User commercial bank money
bank money account and if its balance is sufficient to fund the Beta
account Digital Euro payment account as requested.
status
sLM-35.07 |Successful? |Pilot PSP N/A If the commercial bank money account is inactive
and/or its balance is insufficient the funding operation is
not executed.
sLM-35.08 |Sends Pilot PSP Individual The Pilot PSP rejects the funding and sends a rejection
rejection End-User/ message specifying the error type to the Individual
distribution End-User.
component/
DESP
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sLM-35.09 |Decreases Pilot PSP N/A The Pilot PSP decreases the online balance of the
online Individual End-User’s account.
balance

2.3.5 Defunding

sLM-24 Defunding sub-flow

Individual End-User Offline secure application Pilot PSP

sLM-24.01
Offline Beta Digital
Euro?

sLM-24.04

Yes—P»|

sLM-24.02
Requests defunding and

sLM-24.03
Offline manual defunding
to commercial bank

specifies amount

\ 4

money account via app -
same Pilot PSP
[LM-2.10]

Online Beta Digital
Euro?

A

sLM-24.05

\ 4

Requests defunding and

sLM-24.06
Online manual
defunding to

specifies amount

A 4

commercial bank
money account -
same Pilot PSP
[LM-2.1]

sLM-24 Defunding sub-flow

Step name Initiating Receiving Definition
actor(s) actor(s)
sLM-24.01 | Offline Beta Individual End- N/A If the Individual End-User holds offline
Digital Euro? User holdings, these can be defunded via app.
sLM-24.02 | Requests Individual End- Offline secure | The Individual End-User requests the
defunding and User application defunding of the offline wallet to a
specifies amount commercial bank money account via app.
sLM-24.03 | Offline manual Offline secure Individual End- | In case the Individual End-User aims at
defunding to application User defunding the offline wallet to a
commercial bank commercial bank money account via app,
money account the steps of flow LM-2.10 are executed
via app - same (starting from fourth step).
Pilot PSP
[LM-2.10]
SLM-24.04 | Online Beta Individual End- Pilot PSP If the Individual End-User holds (also)
Digital Euro? User and/or N/A online holdings, these can be defunded
via app or browser.
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sLM-24.05 | Requests Individual End- Pilot PSP The Individual End-User requests the
defunding and User defunding of the Beta Digital Euro
specifies amount payment account to a commercial bank

money account via app or browser.

sLM-24.06 | Online manual Pilot PSP N/A In case the Individual End-User aims at
defunding to defunding the Beta Digital Euro payment
commercial bank account to a commercial bank money
money account - account (account at same PSP), steps of
same Pilot PSP LM-2.1 are executed (starting from
[LM-2.1] second step).

3. Transaction management

General business rules that refer to the transaction management flows: TM-000-001, TM-000-009.

3.1 Person-to-person payment

A P2P payment can only be performed via a mobile device while internet-based payment can be

performed via mobile device or via browser.

3.1.1 P2P payment with NFC (offline), payer-initiated

The following flow presents and depicts all the steps characterising payer-generated P2P offline
payments which are NFC-based via mobile device (either Eurosystem-provided app or proprietary Pilot
PSP app).
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TM-3.4 Offline contactless P2P payment - mobile device to mobile device

Individual End-User Payer’s app on mobile Payer’s offline secure Payee’s offline secure Payee’s app on mobile Individual End-User

(Payer) device application application device (Payee)
TM-3.4.02
TM-3.4.01 Authentication
Opens app on mobile device| > [sAM-17.1]
(subprocess)
TM-3.4.03
Shows start screen
y
TM-3.4.04 TM-3.4.06
Selects "Send Money" TM-3.4.05 Checks offline transaction
within offline wallet and Sends payment data ™| number limit and offline
enters amount balance
TM-3.4.07
Valid?
Yes|
No
T™-3.4.09 T™-3.4.08

A

Displays rejection Sends rejection

T™-3.4.10
Rejection indicating reasy

T™-3.4.12 T™-3.4.11 T™-3.4.15
Time Prompts user to tap payer's | Time
trigger l device to payee's device trigger

™-3.4.18
™-3.4.13 ™-3.4.14 Mutual offline devices T™-3.4.17 T™-3.4.16
Taps own mobile device to — 9 Forwards payment and > < Forwards ion |@—f—— Taps own mobile device to
payee's mobile device authentication data [sAM-17.3] data payer's mobile device
(subprocess)
™-3.4.19
Offline
[sTM-42] (subprocess)

v
™-3.4.23 — DisTI'aw-ss A:fnent < Rece?:r’:ls- e Senysw-l“o Dis .rl’:-:'qz;zr‘nent — M3.4.25
Payment confirmed plays pay <« ° settl <« s > plays payr Payment confirmed
completion confirmation confirmation completion

TM-3.4 Offline contactless P2P payment - mobile device to mobile device

Step name

Initiating

Receiving

Definition

actor(s)

actor(s)

TM-3.4.01 Opens app on Individual End- |Payer's appon | The Individqal End_-User (Payer) opens
mobile device User (Payer) mobile device app on mobile device.
TM-3.4.02 Authentication Payer’'s app on |N/A The Payer's app on mobile device
[SAM-17.1] mobile device initiates authentication [sAM-17.1]
TM-3.4.03 Shows start screen |Payer's app on | Individual End- | The Payer's app on mobile device
mobile device | User (Payer) shows the start screen.
TM-3.4.04 Selects "Send Individual End- | Payer's app on | The Individual End-User (Payer)

Money" within

offline wallet and

enters amount

User (Payer)

mobile device

selects "Send Money" within offline
wallet and enters amount.
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TM-3.4.05 Sends payment Payer's app on |Payer’s offline The payer's app on mobile device
data mobile device |secure sends the payment data to the payer’s

application offline secure application.

TM-3.4.06 Checks offline Payer’s offline | N/A The Payer's offline secure application
transaction number |secure checks offline transaction number limit
limit and offline application and the offline balance.
balance

TM-3.4.07 Valid? Payer’s offine | Payer's appon |If the transaction is notin the limit
secure mobile device and/or the offline balance is not
application and/or N/A sufficient, the Payer’s offline secure

application rejects the transaction.
Note: Validation may be executed on
the request's format or its content from
a technical and functional perspective
in accordance with established
business rules.

TM-3.4.08 Sends rejection Payer's offine | Payer's appon | The Payer's offline secure application
secure mobile device rejects the request and sends a
application rejection message specifying the error

type to the Payer's app on mobile
device.

TM-3.4.09 Displays rejection |Payer's app on |Individual End- | The Payer's app on mobile device
mobile device  |User (Payer) displays rejection with the rejection

reason.

TM-3.4.10 Rejection indicating | Individual End- | N/A The Individual End-User (Payer) is
reason User (Payer) notified of the rejection and the

rejection reason.

T™M-3.4.11 Prompts user to tap |Payer's app on |Individual End- | The Payer's app on mobile device _
payer's device to | mobile device | User (Payer) prompts the user to tap payer's device
payee's device to payee's device.

TM-3.4.12 Time trigger Individual End- | N/A Time elapses on the payer side to get

User (Payer) the device ready

TM-3.4.13 Taps own mobile Individual End- | Payer'sappon | The Indiv.idual E_”d'USGF (Payer) taps
device to payee's | User (Payer) mobile device own mobile device to payee’s mobile
mobile device device.

TM-3.4.14 Forwards payment |Payer's app on |Payer’s offline The Payer’s app on mobile device
and authentication |mobile device |secure forwards the payment and
data application authentication data to the payer’s

offline secure application.

TM-3.4.15 Time trigger Individual End- | N/A Time elapses on the Payee side to get
User (Payee) the device ready.

TM-3.4.16 Taps own mobile Individual End- | Payee’s appon | The Indiv.idual E_”d'USGV (Payee) taps

device to payer's User (Payee) | mobile device own mobile device to payer's mobile
mobile device device.
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TM-3.4.17 Forwards payment |Payee’s app on |Payer’s offline The Payee’s app on mobile device
and authentication |mobile device |secure forwards the payment and
data application authentication data to the Payer’s

offline secure application.

TM-3.4.18 Mutual offline Payer's offine | N/A The Payer's offline secure application
secure application |secure performs mutual offline secure
authentication application application authentication
[sAM-17.3] [sAM-17.3].

T™M-3.4.19 Offline settlement | Payer's offline | Payee’s offline The Payer's offline secure application
[sTM-42] secure secure initiates offline settlement [sTM-42].

application application Note: The order of the Payer and
Payee lane has been reversed in the
sub-process.

TM-3.4.20 Sends settlement | Payee’s offline | Payer's offline The Payee's offline secure application
confirmation secure secure sends settlement confirmation to the

application application and/or | Payer's offline secure application and
Payee’s app on | Payee’s mobile app on mobile device.
mobile device

TM-3.4.21 Receives Payer's offine | Payer's appon | The Payer's offline secure application
settlement secure mobile device receives settlement confirmation from
confirmation application the Payee's offline secure application.

TM-3.4.22 Displays payment |Payer’s app on |Individual End- T_he Payer's app on mOb”? device
completion mobile device | User (Payer) displays payment completion.

TM-3.4.23 Payment confirmed |Individual End- | N/A The Individual End-User (Payer) is

User (Payer) informed that the payment has been
completed.

TM-3.4.24 Displays payment |Payee’s app on |Individual End- T_he Payee's app on mobil_e device
completion mobile device | User (Payee) displays payment completion.

TM-3.4.25 Payment confirmed |Individual End- |N/A The Individual End-User (Payee) is

User (Payee) informed that the payment has been
completed.

3.1.2 P2P payment via User Alias (Payer initiated)

The following flow presents and depicts all the steps characterising P2P payments via User Alias with
waterfall function when it's initiated by the Payer.
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TM-3.5 P2P payment with User Alias (Payer initiated)

Individual End-User . . Individual End-User
Pilot PSP (Payer) DESP Pilot PSP (Payee)
(Payer) (Payee)
™-3.5.01
Selects to pay by Beta Digital
Euro
™-3.5.02
Selects method (User Alias)
™-3.5.03
Enters transaction details
T™M-3.5.05
T™-3.5.04 . icati
Payer consents transaction ” [sAM-17.1]
(subprocess)
T™-3.5.06 TM3.5.07
Sends payment instruction P Validates payment
pay instruction
™-3.5.08
Valid?
T™-3.5.10 \4 T™-3.5.09
Rejection notified j‘ Sends rejection
Yes
™3.5.11
Request User Alias
resolution
v
T™-3.5.14 \ T™-3.5.13 ™3.5.12
} ) < . <+ User Alias resolution
Rejection notified Rejects payment request [5AM-20] (subprocess)
™3.5.15 -
Receives details <
™-3.5.16
P (payer
initiated) [sTM-34]
(subprocess)
™-3.5.18 Y
™-3.5.19 Sends settlement rejection ™3.5.17 ™-3.5.20 ™-3.5.21
rejection < ification, unlocks funds 1« | Sends settlement rejection 1 Settlement rejection
notified and/or increases the online [STM-55] (subprocess) notification notified
balance
™-3.5.23 ™-3.5.22 T™-3.5.25 T™-3.5.26
irmati irmation | > irmation  —I confirmation
notified notification notification notified
T™M35.24 ™-3.5.27
Debits commercial bank h";ﬁ"sel_‘"i'":"‘k
money account olding lmit ched
</ (waterfall) [sTM-32]
(subprocess)

TM-3.5 P2P payment with User Alias (Payer initiated)
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#Step Step name Initiating Receiving Definition
actor(s) actor(s)
TM-3.5.01 |Selects to pay by Individual End- N/A The Payer opens the app and selects the
Beta Digital Euro User (Payer) option for pay with Beta Digital Euro.
TM-3.5.02 |Selects method (User | Individual End- N/A The Payer selects the User Alias option
Alias) User (Payer) for enters the transaction details in the
app.

TM-3.5.03 |Enters transaction Individual End- N/A The Payer enters the transaction details

details User (Payer) in the app.

TM-3.5.04 |Payer consents Individual End- Pilot PSP The Payer consents with the transaction

transaction User (Payer) (Payer) details.

TM-3.5.05 |Authentication Pilot PSP (Payer) | Individual The Payer’s Pilot PSP initiates the

[sAM-17.1] End-User authentication [sAM-17.1].
(Payer)
TM-3.5.06 |Sends payment Individual End- Pilot PSP The Payer sends the payment
instruction User (Payer) (Payer) instruction, including the User Alias of
the Payee, to the Payer’s Pilot PSP.

TM-3.5.07 |Validates payment Pilot PSP (Payer) | N/A The Payer’s Pilot PSP validates the

instruction payment instruction.

TM-3.5.08 |Valid? Pilot PSP (Payer) | N/A If the payment request is not valid, the
Payer's Pilot PSP rejects the payment
request.

TM-3.5.09 |Sends rejection Pilot PSP (Payer) | Individual The Pilot PSP rejects the request and

End-User sends a rejection message specifying the
(Payer) error type the Individual End-User.
Step-specific business rules: TM-000-
003
TM-3.5.10 |Rejection notified Individual End- N/A The Payer is notified of the transaction
User (Payer) request rejection and the rejection
reason.
TM-3.5.11 |Request User Alias Pilot PSP (Payer) | DESP The Payer’s Pilot PSP sends an User
resolution Alias look-up request to the DESP.
Step-specific business rules: AM-021-
010
TM-3.5.12 | User Alias resolution |DESP Pilot PSP The DESP initiates the User Alias
[sAM-20] (Payer) resolution [sAM-20].
Step-specific business rules: AM-021-
010
TM-3.5.13 |Rejects payment Pilot PSP (Payer) | Individual The Payer’s Pilot PSP rejects the
request End-User payment request and notifies the Payer
(Payer) of the rejection.
Step-specific business rules: TM-000-
003
TM-3.5.14 |Rejection notified Individual End- N/A The Individual End-User (Payer) is
User (Payer) notified of the rejection and the rejection
reason.

TM-3.5.15 |Receives details Pilot PSP (Payer) | N/A The Payer's Pilot PSP receives details

(PSP identifier and corresponding
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DEAN) from the DESP.

Step-specific business rules: AM-021-
010

TM-3.5.16 |Pre-settlement (payer | Pilot PSP (Payer) | DESP Subprocess of pre-settlement (Payer’s
initiated) [sTM-34] perspective) [sTM-34].

Step-specific business rules: AM-021-
010

TM-3.5.17 |Settlement DESP Pilot PSP The DESP performs settlement [sTM-

[sTM-55] (Payer) and/or | 55].
Pilot PSP
(Payee)

TM-3.5.18 |Sends settlement Pilot PSP (Payer) | Individual The Payer’s Pilot PSP receives the
rejection notification, End-User settlement rejection notification and the
unlocks funds and/or (Payer) rejection reason from the DESP, sends
increases the online the rejection natification to the
balance Payer. The Payer’s Pilot PSP increases

the online balance of the Payer if
previously decreased and unlocks the
funds, if previously locked, in the Payer’'s
commercial bank money account.
Step-specific business rules: LM-030-
003, TM-000-003

TM-3.5.19 | Settlement rejection |Individual End- N/A The Payer is notified of the settlement
notified User (Payer) rejection and the rejection reason.

TM-3.5.20 |Sends settlement Pilot PSP (Payee) | Individual The Payee’s Pilot PSP sends the
rejection notification End-User settlement rejection notification and the

(Payee) rejection reason to the Individual End-
User (Payee).
Step-specific business rules: TM-000-
003

TM-3.5.21 |Settlement rejection |Individual End- N/A The Payee is naotified of the settlement
notified User (Payee) rejection.

TM-3.5.22 |Settlement Pilot PSP (Payer) | Individual The Payer’s Pilot PSP is notified of the
confirmation End-User settlement and sends confirmation of
notification (Payer) and/or | settlement to the Payer.

N/A Step-specific business rules: TM-000-
006

TM-3.5.23 |Settlement Individual End- N/A The Payer is notified of the settlement.
confirmation notified |User (Payer)

TM-3.5.24 | Debits commercial Pilot PSP (Payer) | N/A Optional: the Payer's Pilot PSP debits

bank money account

the Payer’'s commercial bank money
account for the funded amount (which
may have been blocked earlier on the
account).

This step is required in case of reverse
waterfall (i.e., not sufficient online Beta
Digital Euro on Payer side for this
payment).

Step-specific business rules: TM-000-
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TM-3.5.25 |Settlement Pilot PSP (Payee) | Individual The Payee’s Pilot PSP is notified of the
confirmation End-User settlement and sends confirmation of
notification (Payee) settlement to the Payee.
and/or N/A Step-specific business rules: TM-000-
006
TM-3.5.26 | Settlement Individual End- N/A The Payee is notified of the settlement.
confirmation notified | User (Payee)
TM-3.5.27 |Post-settlement Pilot PSP (Payee) | N/A The subprocess of post-settlement
holding limit check holding limit check (waterfall) [sTM-32]
(waterfall) [sTM-32] responsible for increasing the online

balance and eventually crediting the
Payee's commercial bank money
account.

Note: this sub process is triggered post
settlement to ensure that the holding limit
is not exceeded in case of concurrent
inbound payments.

An additional defunding step after
settlement in case of incoming payment
to Individual End-User is required to
handle the following scenario:

-Incoming transaction 1 is received. The
check is performed to verify if it would
result in a breach of the holding limit.
This is not the case. Waterfall is not
triggered.

-Incoming transaction 2 is received. The
check is performed to verify if it would
result in a breach of the holding limit.
This is not the case at this point in time.
However, after settlement of incoming
transaction 1, transaction 2 would breach
the holding limit. Waterfall is not
triggered by the standard validation. To
ensure the holding limit, the additional
waterfall step post settlement is
performed.

3.1.3 P2P payment with DEAN (Payer initiated) - same Pilot PSP
The following flow presents and depicts all the steps characterising P2P payment with DEAN (Payer
initiated) same Pilot PSP.
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TM-3.10 P2P payment with DEAN (Payer initiated) — same Pilot PSP

Individual End-User

Individual End-User (Payer) Pilot PSP (Payer) DESP Pilot PSP (Payee)
(Payee)
TM-3.10.01
Selects to pay by Beta Digital
Euro
TM-3.10.02
Selects method (DEAN)
TM-3.10.03 - TM-3.10.04
Enters transaction details - Checks DEAN validity
TM-3.10.05
Yes Valid?
No
TM-3.10.06
o ds/displays error
message
TM-3.10.09
TM-3.10.08
" g Looks-up Pilot PSP ID
9 Requests Pl\:! PSP ID look: > [sAM-27]
P (sub-process)
TM-3.10.07
Error/rejection notified
TM-3.10.10 -
Forwards rejection [
TM-3.10.11
Receives and stores ID <
details
TM-3.10.12
Lp| Payergives consent to the
transaction
\ 4
TM-3.10.13
Authentication
[sAM-17.1]
(subprocess)
A4
TM-3.10.15
TM-3.10.14 N Pre-settlement (payer
Sends payment instruction Pl | initiated) [sTV-34]
(subprocess)
v
TM-3.10.17
TM-3.10.18 Sends settlement rejection TM-3.10.16 TM-3.10.19 TM-3.10.20
rejection | ification, unlocks funds (¢ Sends rejection — Settlement rejection
notified and/or increases the online [sTM-55] (subprocess) notification notified
balance
TM-3.10.22 TM-3.10.21 TM-3.10.24 TM-3.10.25
notified notification notification notified
_______________ TM-3.10.26
| TM3.1023 Post-settlement
Debits commercial bank P
holding limit check
money account (waterfall) [sTM-32]
(subprocess)

TM-3.10 P2P payment with DEAN (Payer initiated) - same Pilot PSP
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Initiating

Receiving

Definition

actor(s)

actor(s)

TM-3.10.01 g:lt‘;cltjsi t;:ar;aEyutr’g :S:g”gg:: N/A The Payer opens the app and select the
9 (Payer) option for pay with Beta Digital Euro.
TM-3.10.02 (SIZTIE(ZEIS) method E:(;V'SSZ: NIA The Payer selects the DEAN option for enters
(Payer) the transaction details in the app.
TM-3.10.03 Eg:aelrlz transaction E:(;V'SSZ: g(lﬁta;gg) " | The Payer enters the transaction details
(Payer) (Payer) (including the Payee's DEAN) in the app.
TM-3.10.04 S:I?:ilt(s DEAN (Ppllzci)tePr)SP NIA The Payer's Pilot PSP checks whether the
y y Payee's DEAN, entered by the Payer, is valid.
. T -
TM-3.10.05 Valid? (F;Igt;)SP N/A If the entered DEAN is not valid, the Payer's
4 Pilot PSP rejects the request.
Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.
TM-3.10.06 :ﬁg‘:i‘;‘::;af (F;Igt;)SP :S:g”gg:: The Payer’s Pilot PSP sends/displays an error
9 4 (Payer) message specifying the error type to the
Individual End-User. The Individual End-User
may then re-enter the DEAN.
Step-specific business rules: TM-000-003
TM-3.10.07 5;:%';2'3]““0" :S:g”gg:: N/A The Individual End-User (Payer) is notified of
(Payer) the error/rejection and the rejection reason.
Note: the Individual End-User can correct the
entered DEAN or enter a new one.
TM-3.10.08 :I?)e&l:)eks_tus Pilot PSP (F;Igt;)SP DESP The Payer's Pilot PSP requests the DESP to
P 4 look up the Pilot PSP ID corresponding to the
DEAN.
TM-3.10.09 :.I;oks-up Pilot PSP |\ DESP (F’;I;)t;)SP The DESP initiates the Looks-up Pilot PSP's
[SAM-27] 4 ID sub-flow [sAM-27].
TM-3.10.10 Forwards rejection (F;D'I;)t;)sp E:évﬂg:: The Payer's Pilot PSP forwards the payment
y (Payer) rejection with the rejection reason to the
Payer.
Step-specific business rules: TM-000-003
T™M-3.10.11 thiizng :Zfails (Ppllé)teF;)SP NIA The Payer's Pilot PSP receives the PSP
y identifier from the DESP and stores the details
(for future use).
T™-3.10.12 Z:x:;gt“;is’the :S:g”gg:: (F;Ig}t/;)SP The Payer consents with the transaction
transaction (Payer) details.
T™-3.10.13 g‘:;‘ﬁ:‘;iﬁ?tion (F;Igt;)SP :S:g”gg:: The Payer’s Pilot PSP initiates the
) y (Payer) authentication of the Payer [sAM-17.1].
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T™-3.10.14 ﬁ]esr::juscfi(a%ment E:(;V'Sg:: (Ppllé)teF;)SP The Payer sends the payment instruction,
(Payer) y including the DEAN of the Payee, to the
Payer’s Pilot PSP.

TM-3.10.15 Pre-set_tlc_erpent Pilot PSP DESP The Payer's Pilot PSP performs pre-
(payer initiated) (Payer) -

[sTM-34] settlement (Payer initiated) [sTM-34].

TM-3.10.16 .[Sse-:'t\;le;nst]ant DESP (PP”;);;)SP The DESP performs settlement [sTM-55].

and/or Pilot
PSP
(Payee)

T™M-3.10.17 ?ee_zgtsios:ttlement (Ppllzci)teF;)SP g:('j\/'gg:: The Payer's Pilot PSP receives the settlement
nétification y (Payer) rejection notification and the rejection reason
unlocks fun,ds from the DESP, sends the rejection
and/or increases notification to the Payer. The Payer's Pilot
the online balance PSP increases the online balance of the Payer

if previously decreased and unlocks the funds,
if previously locked, in the Payer's commercial
bank money account.
Step-specific business rules: LM-030-003,
TM-000-003
T™-3.10.18 ﬁg:ﬂfemdent rejection g:('j\/'gg:: NIA The Payer is notified of the settlement
(Payer) rejection and the rejection reason.

TM-3.10.19 ?ee_zgtsios:ttlement PSP (Payee) :S:(;VIS;]:: The Payee’s PSP sends the settlement

nétification (Payee) rejection notification and the rejection to the
Individual End-User (Payee)
Step-specific business rules: TM-000-003

TM-3.10.20 ﬁg:ﬂ?emdent rejection g:g”gg:: N/A The Payee is notified of the settlement

(Payee) rejection and the rejection reason.

T™-3.10.21 gsmﬁmz?iton (F;Igt;)SP g:g”gg:: The Payer’s Pilot PSP is notified of the
notification 4 (Payer) settlement and sends confirmation of

and/or N/A | settlement to the Payer.
Step-specific business rules: TM-000-006

T™-3.10.22 gsmﬁmz?iton g:g”gg:: NIA The Payer is notified of the settlement.
notified (Payer)

T™-3.10.23 E::Ii(t;(‘:;zmercial (F;Igt;)SP NIA Optional: the Payer’s Pilot PSP debits the
account y 4 Payer’'s commercial bank money account for

the funded amount (which may have been
blocked earlier on the account).

This step is required in case of reverse
waterfall (i.e., not sufficient online Beta Digital
Euro on Payer side for this payment).
Step-specific business rules: TM-000-006

TM-3.10.24 S::‘t‘!ﬁrr:g?i:m FglgtgeS)P E:(;V'Sg:: The Payee’s Pilot PSP is notified of the
notification y (Payee) settlement and sends confirmation of

and/or N/A | settlement to the Payee.

Step-specific business rules: TM-000-006
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T™-3.10.25 Settl_emen_t Individual N/A The Payee is notified of the settlement.
confirmation End-User
notified (Payee)
TM-3.10.26 Post-settlement Pilot PSP N/A .
holding limit check | (Payee) The subprocess of post-settlement holding

limit check (waterfall) [sTM-32] responsible for
increasing the online balance and eventually
crediting the Payee's commercial bank money
account.

Note: this sub process is triggered post
settlement to ensure that the holding limit is
not exceeded in case of concurrent inbound
payments.

An additional defunding step after settlement
in case of incoming payment to Individual
End-User is required to handle the following
scenario:

-Incoming transaction 1 is received. The check
is performed to verify if it would result in a
breach of the holding limit. This is not the
case. Waterfall is not triggered.

-Incoming transaction 2 is received. The check
is performed to verify if it would result in a
breach of the holding limit. This is not the case
at this point in time. However, after settlement
of incoming transaction 1, transaction 2 would
breach the holding limit. Waterfall is not
triggered by the standard validation. To
ensure the holding limit, the additional
waterfall step post settlement is performed.

3.2 E-commerce payment

An Individual End-User may choose to pay with Beta Digital Euro on an e-commerce platform if Beta

Digital Euro is offered as a mean of payment?. In this case the Individual End-User intends to buy a

product or service in a business app or on a website (i.e. online interface) via a mobile device or

computer.

3.2.1 E-commerce payment with User Alias or DEAN

The following flow presents and depicts all the steps characterising e-commerce payments where the

Payer provides her own User Alias or DEAN.

1In line with the mandatory acceptance provisions as reported in the proposed regulation of the
European Parliament and of the Council on the establishment of the digital euro.
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TM-2.2 E-commerce payment with User Alias or DEAN

Individual End-User (Payer) Pilot PSP (Payer) Pilot PSP (Payee) Business End-User (Payee)

™2.200
topay withBeta

™2.2.02
Submits payment request

Digital Euroat checkoutand
provides User Alas or DEAN

.0
Validates payment request

™-2.2.05

Sends rejection Rejection notified and

forwards notification

Rejection notfied

™
Requests User Alas
resolution

User Allas resolution
AM-20]

(subprocess)

-2.2.11
Requests Pt PSP 1D look
w

™22.14
Rejection notified and

™22.12
Looks-up Plot PSP 1D
[saM-27) forwards notification

Forwards payment rejection
sub-process)

™2.2.15
Rejection notified

Receives details

Eurosystem - Access
Gateway Service

» I
-
p— [ m ] ||
(erowser) ves refecion ‘ ‘ ejecton ‘ orwards payment reection forwards ntfiaton

(app)

Rejection notified

™2.2.26
Notifies payer

™2.2.27
Opens app

]

.2

™2.2.29 Authentication and
banking application [sAM-17.2]
(subprocess)

™2.2.30

rejection

™2231
Pre-settiement (payer
initated) sT™ -34)

{subprocess)
noted andfornreases the olne ‘ (subproces) icaton ‘ otfied

™2.2.38

a0 ™2.2.41

notifed notification notiied

™2.242
Credits commercial bank

TM-2.2 E-commerce payment with User Alias or DEAN
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Receiving

Definition

actor(s)

actor(s)

TM-2.2.01 |Requests to pay |Individual Business End- | The Payer requests at checkout to pay with Beta
with Beta Digital | End-User User (Payee) Digital Euro, enters the User Alias or DEAN and
Euro at (Payer) confirms the purchase.
checkout and
provides User
Alias or DEAN
TM-2.2.02 | Submits Business End- | Pilot PSP The Payee submits the details for the payment
payment request | User (Payee) |(Payee) request to the Pilot PSP.
TM-2.2.03 |Validates Pilot PSP N/A The Payee’s Pilot PSP validates the request and
payment request | (Payee) determines whether the request includes an User
Alias or the DEAN of the Payer.
TM-2.2.04 |Valid? Pilot PSP N/A If the request (including entered User Alias or
(Payee) DEAN) is not valid, the Payee's Pilot PSP rejects
the request.
Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.
TM-2.2.05 |Sends rejection |Pilot PSP Business End- | The Payee’s Pilot PSP rejects the request and
(Payee) User (Payee) sends a rejection message specifying the error
type to the Business End-User. The Business
End-User may ask the Payer to then re-enter the
DEAN/User Alias.
Step-specific business rules: TM-000-003
TM-2.2.06 |Rejection Business End- | Individual The Business End-User (Payee) is notified of the
notified and User (Payee) |End-User error/rejection and the rejection reason and
forwards (Payer) notifies the Payer.
notification
TM-2.2.07 |Rejection Individual N/A The Individual End-User (Payer) is notified of the
notified End-User rejection and the rejection reason. Depending on
(Payer) the reason, the Payer can re-enter the
DEAN/User Alias
TM-2.2.08 User Alias Pilot PSP N/A If the Payer has entered an User Alias, the Pilot
entered? (Payee) PSP proceeds with User Alias resolution. In case
of a DEAN, the Pilot Payee's PSP would look up
the Payer's Pilot PSP ID.
TM-2.2.09 |Requests User |Pilot PSP DESP The Payee’s Pilot PSP requests the Payer's
Alias resolution |(Payee) DEAN and Pilot PSP ID from the DESP.
Step-specific business rules: AM-021-010
TM-2.2.10 User Alias DESP Pilot PSP The DESP initiates the User Alias resolution
resolution (Payee) process [sAM-20].
[sAM-20]
TM-2.2.11 |Requests Pilot |Pilot PSP DESP The Payee's Pilot PSP requests the DESP to look
PSP ID look-up | (Payee) up the Pilot PSP ID corresponding to the DEAN.
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TM-2.2.12 Looks-up Pilot DESP Pilot PSP The DESP initiates the Looks-up Pilot PSP's ID
PSP ID (Payee) [sAM-27]

[sAM-27]

TM-2.2.13 |Forwards Pilot PSP Business End-| The Payee’s Pilot PSP forwards the payment
payment (Payee) User (Payee) rejection and the rejection reason to the Business
rejection End-User (Payee).

Step-specific business rules: TM-000-003

TM-2.2.14 |Rejection Business End- | Individual The Payee is notified of the transaction request
notified and User (Payee) |End-User rejection and the rejection reason and informs the
forwards (Payer) Individual End-User about the rejection. The
notification Business End-User then can try again.

TM-2.2.15 |Rejection Individual N/A The Individual End-User (Payer) is notified of the
notified End-User rejection and the rejection reason.

(Payer)
TM-2.2.16 |Receives details | Pilot PSP N/A The Payee’s Pilot PSP receives details (Pilot PSP
(Payee) identifier and corresponding DEAN in the case of
entered User Alias) from the DESP.
Step-specific business rules: AM-021-010

TM-2.2.17 |Sends payment |Pilot PSP DESP The Payee Pilot PSP sends the payment request
request (Payee) to the DESP.

Step-specific business rules: AM-021-010

TM-2.2.18 | Forwards DESP Pilot PSP The Eurosystem - Access Gateway Service
payment request (Payer) forwards the payment request to the Payer Pilot

PSP.

TM-2.2.19 |Validates Pilot PSP N/A The Payer’s Pilot PSP receives and validates the
payment request | (Payer) payment request.

T™M-2.2.20 |Valid? Pilot PSP N/A and/or If the request (including entered User Alias or

(Payer) Individual DEAN) is not valid, the Payer's Pilot PSP rejects

End-User the request.

(Payer) If the request is valid, the Pilot PSP waits for the
Payer's consent or rejection. Such consent
(preceded by an authentication of the Payer) may
be given via browser or via app.
Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

TM-2.2.21 |Sends payment |Pilot PSP DESP The Payer Pilot PSP rejects the payment request
request (Payer) and sends a rejection message specifying the
rejection error type to the DESP.

Step-specific business rules: TM-000-003

TM-2.2.22 | Forwards DESP Pilot PSP The Eurosystem - Access Gateway Service
payment request (Payee) forwards the request rejection and the rejection
rejection reason to the Payee Pilot PSP.
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TM-2.2.23 |Forwards Pilot PSP Business End- | The Payee Pilot PSP forwards the payment
payment (Payee) User (Payee) rejection and the rejection reason to the Business
rejection End-User (Payee).

Step-specific business rules: TM-000-003

TM-2.2.24 |Rejection Business End- | Individual The Payee is notified of the transaction request
notified and User (Payee) |End-User rejection and the rejection reason and informs the
forwards (Payer) Individual End-User about the rejection. The
notification Business End-User then can try again.

TM-2.2.25 |Rejection Individual N/A The Individual End-User (Payer) is notified of the
notified End-User rejection and the rejection reason.

(Payer)
TM-2.2.26  |Notifies payer |Pilot PSP Individual If the Payer has an app, the Payer Pilot PSP
(Payer) End-User notifies the Payer of the payment request
(Payer) received.
TM-2.2.27 |Opens app Individual Pilot PSP After receiving the notification, the Payer opens
End-User (Payer) the app to view and approve the payment
(Payer) request.
Alternatively, the Payer may use the Pilot PSP's
internet banking application to view and approve
the payment request.

TM-2.2.28 |Authentication |PSP (Payer) |N/A The Pilot PSP initiates authentication and consent

and consent [sAM-17.2].
[sAM-17.2]

TM-2.2.29 |Accesses PSPs |Individual Pilot PSP The Payer opens its Pilot PSP's internet banking
internet banking | End-User (Payer) environment via the browser to view and approve
application (Payer) the payment request.

Alternatively, the Payer may use the app to view
and approve the payment request.

TM-2.2.30 |Sends payment |Pilot PSP DESP The Payer Pilot PSP rejects the payment request
request (Payer) and sends a rejection message specifying the
rejection error type to the Eurosystem - Access Gateway

Service.
Step-specific business rules: TM-000-003

TM-2.2.31 |Pre-settlement |Pilot PSP DESP Subprocess of pre-settlement (Payer's
(payer initiated) |(Payer) perspective) [sTM-34].

[sTM-34])

TM-2.2.32 |Settlement DESP Pilot PSP The DESP performs settiement [sTM-55].

[sTM-55] (Payer) and/or
Pilot PSP
(Payee)

TM-2.2.33 |Sends Pilot PSP Individual The Payer’s Pilot PSP receives the settlement
settlement (Payer) End-User rejection notification and the rejection reason from
rejection (Payer) the DESP, sends the rejection notification to the
notification, Payer. The Payer’s Pilot PSP increases the online
unlocks funds balance of the Payer if previously decreased and
and/or increases unlocks the funds, if previously locked, in the

Payer's commercial bank money account.
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the online Step-specific business rules: LM-030-003, TM-
balance 000-003

TM-2.2.34 |Settlement Individual N/A The Payer is notified of the settlement rejection
rejection End-User and the rejection reason.
notified (Payer)

TM-2.2.35 |Sends Pilot PSP Business End- | The Payee’s Pilot PSP sends the settlement
settlement (Payee) User (Payee) | rejection notification and the rejection reason to
rejection the Business End-User (Payee).
notification Step-specific business rules: TM-000-003

TM-2.2.36 | Settlement Business End- | N/A The Payee is notified of the settlement rejection
rejection User (Payee) and the rejection reason.
notified

TM-2.2.37 | Settlement Pilot PSP Individual The Payer’s Pilot PSP is notified of the settlement
confirmation (Payer) End-User and sends confirmation of settlement to the
notification (Payer) and/or | Payer.

N/A Step-specific business rules: TM-000-006

TM-2.2.38 | Settlement Individual N/A The Payer is notified of the settlement.
confirmation End-User
notified (Payer)

TM-2.2.39 | Debits Pilot PSP N/A Optional: the Payer's Pilot PSP debits the
commercial (Payer) Payer’'s commercial bank money account for the
bank money funded amount (which may have been blocked
account earlier on the account).

This step is required in case of reverse waterfall
(i.e., not sufficient online Beta Digital Euro on
Payer side for this payment).

Step-specific business rules: TM-000-006

TM-2.2.40 |Settlement PSP (Payee) |Business End- | The Payee’s Pilot PSP is notified of the
confirmation User (Payee) settlement and sends confirmation of settlement
notification and/or N/A to the Payee.

Step-specific business rules: TM-000-006

TM-2.2.41 |Settlement Business End- | N/A The Payee is notified of the settlement.
confirmation User (Payee)
notified

TM-2.2.42 |Credits Pilot PSP N/A The Pilot PSP credits the commercial bank
commercial (Payee) money account for the defunded amount.
bank money This step is required in case of waterfall
account (mandatory in case of a Business End-User,

optional in case of an Individual End-User).

Step-specific business rules: LM-050-003, TM-
000-006
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3.2.2 M-commerce payment via mobile app

The following flow presents and depicts all the steps characterising an e-commerce payments via

merchant app and mobile app (either Eurosystem-provided app or proprietary Pilot PSP app) installed

on the Individual End-User’s mobile device.

TM-2.4 M-Commerce payment (in-app)

Individual End-User Merchant app on

Mobile app (payer)

Pilot PSP (Payer)

Busi E
Pilot PSP (Payee) usiness End-User

(Payer) payer’s device

™-2.4.01
Requests to pay with Beta
Digital Euro at checkout

T™-2.4.02
Retrieves payment details

(Payee)

T™-2.4.03

T™-2.4.04

Provides payment details

i Redirects payment request

TM-2.4.05
Authentication and
consent
[sAM-17.2]
(subprocess)

)

™™-2.4.06
Submits payment
instruction

™-2.4.07
Pre-settlement (payer

T™-2.4.10

initiated) [sTM-34]
(subprocess)

4

™-2.4.09
Sends settlement rejection

Displays rejection

™-24.11
Settlement rejection —|
notified

T™-2.4.16 ™-2.4.15

notification

unlocks funds [——
and/or increases the online
balance

T™-2.4.08 ™-2.4.12 ™-2.4.13
Settlement [sTM-55] | ——— Sends settlement rejection — Settlement rejection
(subprocess) notification notified

™-2.4.14

T™-2.4.18 ™-2.4.19

Settlement confirmation 1 Displays confirmation ¢
notified Play:

Settlement confirmation [«
notification

!

™-2.4.17
Debits commercial bank
money account

Settlement confirmation
notified

| Settlement confil —
notification

l

T™-2.4.20
Credits commercial bank
money account

TM-2.4 M-Commerce payment (in-app)

Step name Initiating  Receiving Definition
actor(s) actor(s)
TM-2.4.01 |Requests to pay |Individual Merchant app o
. L The Individual End-User (Payer) requests at
with Beta Digital |End-User on payer’'s . e . .
Euro at checgkout (Payer) devFi)cg checkout to pay with Beta Digital Euro in their
merchant app or by using its mobile app.
Note: the merchant app is the m-commerce app
installed on the Payer’'s mobile device.
TM-2.4.02 | Retrieves Merchant Business End- | 10 merchant app retrieves the payment details
payment details app on User (Payee) and the details of the merchant
payer’s :
device
TM-2.4.03 |Provides payment | Business Merchant app The merchant provides their details
details End-User on payer’'s '
(Payee) device
TM-2.4.04 R:dxi‘:tsre uest !\i/ler(z)hnant ?/Igbl(_lﬁ)app The merchant app redirects the payment
pay 9 PP pay request with the provided details to the mobile
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payer's app of the Payer.
device

T™-2.4.05 '::;h::rt‘isc::to" l(\/lc;bgf)app N/A The mobile app initiates the authentication and
[SAM-17.2] pay consent [sAM-17.2].

TM-2.4.06 ﬁ:’s':rmugtsiop:yment l(\/lc;biét:)app I(DFi)I:t;)SP The mobile app will submit the payment

pay 4 instruction (including the coded user details
containing the Payer’s details) after the
Individual End-User (Payer) has confirmed the
payment.

T™-2.4.07 f;:-?;titr:?tirgizctj) (Ppllé)teF;)SP DESP Subprocess of pre-settlement (Payer's
[sT?\,II-34] y perspective) [sTM-34].

TM-2.4.08 gg]ttlement [sTM- | DESP I(:)Filgtgr)sznd/or The subprocess of settlement. The DESP

Pilo)t/ PSP performs settlement [sTM-55].
(Payee)

T™-2.4.09 ?ee_ggtsiosr:attlement (Ppllé)teF;)SP ?/I(;bléf)app The Payer’s Pilot PSP receives the settlement
n;tification y pay rejection natification and rejection reason from
unlocks funds the DESP, sends the rejection notification to the
and/or increases Payer. The Payer’s Pilot PSP increases the
the online balance online balance of the Payer if previously

decreased and unlocks the funds, if previously
locked, in the Payer's commercial bank money
account.
Step-specific business rules: LM-030-003, TM-
000-003
TM-2.4.10 |Displays rejection | Mobile a Individual End- , . : A
notﬁ‘ic)a,tionj (payer) PP User (Payer) The Payer's mobile app displays the rejection
notification with the rejection reason to the
Payer.
™-2.4.11 rseggtl::irgﬁnntotified :S:(;VIS;]:: N/A The Payer is notified of the settlement rejection
] (Payer) and the rejection reason.
™-2.4.12 rsegzgtsios:ttlement (F;I;)t:eS)P nglrn(eF?as Eg;j' The Payee’s Pilot PSP sends the settlement
ncitification y y rejection naotification with the rejection reason to
the Business End-User (Payee).
Step-specific business rules: TM-000-003
T™-2.4.13 rseggtl::irgﬁnntotified EzZI-TJesseSr N/A The Payee is notified of the settlement rejection
] (Payee) and the rejection reason.

T™-2.4.14 ssr:i!ierrr:g?i:)n (Ppllé)teF;)SP I\NA/(')Abﬁgtgor The Payer's Pilot PSP is notified of the

notification y (payer) PP settlement and sends confirmation of settlement
to the Payer.
Step-specific business rules: TM-000-006

TM-2.4.15 |Displays Mobile app |Individual End- , . :
confirmation (payer) User (Payer) The .Paye.r S mop{le "’Tpp displays the

confirmation notification to the Payer.

T™-2.4.16 ss:::ier rr:(;?i:)n E:(;V'Sg:: N/A The Payer is notified of the settlement.
notified (Payer)
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TM-2.4.17 | Debits . Pilot PSP N/A Optional - the Payer's Pilot PSP debits the
commercial bank | (Payer) , ;
money account Payer’'s commercial bank money account for the
funded amount (which may have been blocked
earlier on the account).
This step is required in case of reverse waterfall
(i.e., not sufficient online Beta Digital Euro on
Payer side for this payment).
Step-specific business rules: TM-000-006
T™M-2.4.18 Settl_emen_t Pilot PSP Business End- The Payee’s Pilot PSP is notified of the
confirmation (Payee) User (Payee) ) .
notification and/or N/A settlement and sends confirmation of settlement
to the Payee.
Step-specific business rules: TM-000-006
™-2.4.19 Settl_emen_t Business N/A The Payee is notified of the settlement.
confirmation End-User
notified (Payee)
TM-2.4.20 | Credits . Pilot PSP N/A The Pilot PSP credits the commercial bank
commercial bank | (Payee)
money account money account for the defunded amount.
This step is required in case of waterfall
(mandatory in case of a Business End-User,
optional in case of an Individual End-User).
Step-specific business rules: LM-050-003, TM-
000-006

3.3 Point-of-Sale payment

At the SoftPOS an Individual End-User may always choose to pay with a smartphone.

3.3.1 NFC-based online payment via mobile device at SoftPOS - same Pilot PSP

The following flow presents all the steps characterising SoftPOS online payments with NFC:
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TM-1.6 Online contactless SoftPOS payment with mobile device or wearable - same Pilot PSP

Individual End-User (Payer) Pilot PSP (Payer) DESP Pilot PSP (Payee) Payee Device Business End-User (Payee)

T™M-1.6.01
Presents amount and
transaction type on device

T™-1.6.02
Verifies amount and taps to
pay

TM-1.6.03

[sAM-17.1] (subprocess)

,

™-16.04
Receives consent and the
coded data
Eurosystem - Access i
Gateway Service
T™-16.08 T™-1.6.07 < T™M-1.6.06 T™-16.05
Receives payment request | Forwards payment request | Forwards payment request | Sends payment request
T™-1.6.09

Pre-settlement (payer
initiated) [sTM-34]
(subprocess)

4

T™M-16.11
™-16.12 Sends settlement rejection T™-1.6.10 TM-L6.13 T™-1.6.14 K TM-L615 >
tified

Sends settlement rejection |« unlocks funds |« Settlement > > Displays rejection 1l
Settlement rejection notified Settlement rejection no
notification and/or increases the online [sTM-55] (subprocess) notification
balance

¥

™-16.17 T™-1.6.16
Settlement confi < Settlement T™-1.6.19 ™-1.6.20 ™-1.6.21
notified notification Settlement »|  Displays settlement »{ settlement confirmation
notification confirmation notified
—— l —_— l

|

| T™-1.6.18 | T™-1.6.22

| Debits commercial bank | Credits commercial bank
| money account | money account

TM-1.6 Online contactless SoftPOS payment with mobile device - same Pilot PSP

Step name Initiating  Receiving Definition

actor(s) actor(s)

TM-1.6.01 |Presents Business Individual The Business End-User opens the SoftPOS
amount and End-User End-User L .
transaction type | (Payee) (Payer) application and enters the total amount to be paid,
on device the transaction type and presents it to the Payer on

the device.

TM-1.6.02 |Verifies amount |Individual Payee Device

and taps to pay |End-User The Payer verifies the amount on Payee device and
(Payer) consents by holding their NFC enabled device near
the Payee device.

Depending on the Payer's chosen settings and
recent transactions (e.g. authentication frequency
and limit) the authentication step may not be
required.

Note: the Payer does not share the user and
account details with the Payee but only the
previously generated surrogate value.

The surrogate value needs to contain the
identification of the Payer’s Pilot PSP in readable
format to facilitate routing. In case of decoding by
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the Payer’s Pilot PSP (the design choice is yet to be
confirmed).

T™-1.6.03 g‘ﬂ'ﬁ?;'ﬁ?t'on EZi//ieCee NIA The Payee device initiates the authentication [sAM-
) 17.1].

TM-1.6.04 Sgr‘:z::isand the BZ?/?C% N/A The Payee device receives the consent (including
coded data the Payer’s coded user details).

TM-1.6.05 rSeenl:!esS:)ayment g?[/?ci (F;I;)t:eS)P The Payee device sends the payment request to

q 4 the Payee’s Pilot PSP.
TM-1.6.06 ;F):n::\aer:tsrequest I(DFl)I;)tgeS)P DESP The Payee’s Pilot PSP forwards the payment
y y request to the DESP.

TM-1.6.07 F:r\:vnaer:tsre uest DESP (P;Igt;)SP The Eurosystem - Access Gateway Service

pay q 4 forwards the payment request to the Payer’s Pilot
PSP.

TM-1.6.08 R:cﬁ‘i:sfre uest I(DFiI;)t;)SP NIA The Payer’s Pilot PSP receives the payment
pay 9 4 request.

TM-1.6.09 r::;‘:titr:?ﬁn::;‘;) I(DF'J;):/;)SP DESP Subprocess of pre-settlement (Payer’s perspective)

T™-1.6.10 [Ssgrt't\:ltfgn;]ent DESP (PPIIz(i))t/ePr)Sznd/or The DESP performs settlement [sTM-55].

Pilot PSP
(Payee)

T™-1.6.11 ::tr:ldefnent I(DF',lgt;)SP E:(;V'S;J:: The Payer's Pilot PSP receives the settlement
rejection 4 (Payer) rejection natification and the rejection reason from
notification, the DESP, sends the rejection notification to the
unlocks funds Payer. The Payer’s Pilot PSP increases the online
and/or increases balance of the Payer if previously decreased and
the online unlocks the funds, if previously locked, in the
balance Payer's commercial bank money account.

Step-specific business rules: LM-030-003, TM-000-
003

™-1.6.12 ::tr:ldefnent :Enr?(lng::rl NIA The Payer is notified of the settlement rejection and
rejection (Payer) the rejection reason.
notification

T™-1.6.13 rs;g:;i'gﬁm I(DFl)I;)tgeS)P Payee Device The Payee’s Pilot PSP sends the settlement
n;tified 4 rejection natification and the rejection reason to the

SoftPOS.
Step-specific business rules: TM-000-003

T™-1.6.14 rDeI'se F::Italgrs] EZi//ieCee 5:2;”85: Eg?' The Payee device displays the rejection notification
n;tification 4 with the rejection reason to the Business End-User.

TM-1.6.15 rs:ig:;ilgﬁnt Elrizlrl]fssesr N/A The Payee is notified of the settlement rejection and
n;tified (Payee) the rejection reason.
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T™-1.6.16 Settl_emen_t Pilot PSP Individual The Payer’s Pilot PSP is notified of the settlement
confirmation (Payer) End-User Y
notification y (Payer) and/or and sends confirmation of settlement to the Payer.
N/A Step-specific business rules: TM-000-006
T™-1.6.17 ss:::ier rr:(;?i:)n :Er]:évﬁ::rl NIA The Payer is notified of the settlement.
notified (Payer)
T™-1.6.18 Bsrl::rt:ercial F;I;)t;)SP N/A Optional - the Pilot PSP debits the Payer’s
bank money y commercial bank money account for the funded
account amount (which may have been blocked earlier on
the account).
This step is required in case of reverse waterfall
(i.e., not sufficient Beta Digital Euro on Payer side
for this payment).
Step-specific business rules: TM-000-006
T™-1.6.19 Settl_emen_t Pilot PSP NIA and/or_ The Payee’s Pilot PSP is notified of the settlement
confirmation (Payee) Payee Device Y
notification 4 4 and sends confirmation of settlement to the
SoftPOS Terminal.
Step-specific business rules: TM-000-006
T™-1.6.20 SD:SL?]/:M E?’/iecee LBJ:ZIrn(ePS: Eg?' The Payee Device displays the settlement
confirmation y confirmation to the Payee.
T™-1.6.21 gg::i!ﬁmg?i:)n Eﬁzlr:fss; NIA The Payee is notified of the settlement.
notified (Payee)
T™-1.6.22 gc:?:ri!ircial F;lgtgeS)P N/A Optional - the Pilot PSP credits the commercial
bank money 4 bank money account for the defunded amount.
account This step is required in case of waterfall (mandatory

in case of a Business End-User, optional in case of
an Individual End-User).

Step-specific business rules: LM-050-003, TM-000-
006

3.4 Refund by business

Digital euro Individual End-Users will be able to use a Beta Digital Euro in payment refunds.

Business refunds might be initiated online via the e-commerce website or app. In this case, the refund

procedure might be initiated by the Individual or the Business End-User. Please note that for refund

flows presented in this section the terminology Payer and Payee is swapped. The Business End-User

(Payee) aims to pay the Individual End-User (Payer).

3.4.1 Refund for e-commerce payment

The following flow presents and depicts the steps characterising an online individual-initiated refund

process following a general e-commerce payment.
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TM-7.2 Refund (E-commerce)

Individual End-User (Payer)

EUROPEAN CENTRAL BANK

Pilot PSP (Payer)

EUROSYSTEM

Pilot PSP (Payee)

Business End-User (Payee)

™7.202

™7.201
Submits request refund

valdates request

Valid request?

™.
Sends rejection

™7.205
Rejection notified

™7.241

rosystem - Access
Gateway Service

Validates refund request

Eurosystem —Access
Gateway Service

™ 7226
Valid request?

Eurosystem —Access
Gateway Service.

7227

Sends rejection

Eurosystem —Access
Gateway Service

Forwards refund request

Eurosystem —Access
Gateway Service.

™7.230
Payer digital euro Pilot
PSP processing Refund
(sTM-49) (subprocess)

7.2.
Forwards refund rejection

Eurosystem —Access
Gateway Service

™7235

Settlement nstruction

™7.215

™7.216
Validates request

™7.218
Sends rejection

™7.220
Checks commercial bank
moneyaccount status and

™722

Requests refund

Rejection notfied

Sends rejection

™7223
Debits/block amount on
commercial bank money
account

™7.224
Forwards refund request

Rejects refund request

™-7.232
Releases blocked funds

Forwards refund rejection

234
Rejection notified

w2\
Settmentraection
notified /

™-7.240

notified

notification

Post settlement

holding imit check

(waterfall) [sTM -32]
(subprocess)

™7.245
Debits commercial bank
money account

™7.236 ™7.238 ™7.239

‘ ey ‘ rotécstinndumocks e el
™23 ™7.208

notiication notiied

TM-7.2 Refund (E-commerce)
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Initiating

Receiving

Definition

TM-7.2.01

Submits request
refund

actor(s)

Individual End-
User (Payer)

actor(s)

Business End-
User (Payee)

Optional - the merchant may initiate the
refund, e.g., if the product is out of stock. If the
Payer had purchased physical goods, these
would have to be returned (not displayed
here).

TM-7.2.02

Selects
transaction and
validates
request

Business End-
User (Payee)

N/A

The Payee selects the transaction to be
refunded and validates the refund request
(including the refund amount).

Note: the Payee may hold a coded user
details instead of the Payer’s details. In that
case a decoding step is required. In this flow it
is assumed the Payee’s Pilot PSP requests
decoding upon receipt of the refund request
(see below).

TM-7.2.03

Valid request?

Business End-
User (Payee)

N/A

If the request is not valid, the Payee rejects
the request and informs the Payer.

Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

TM-7.2.04

Sends rejection

Business End-
User (Payee)

Individual
End-User
(Payer)

The Payee rejects the request and sends a
rejection message specifying the error type to
the Payer.

TM-7.2.05

Rejection
notified

Individual End-
User (Payer)

N/A

The Payer is informed about the rejection and
the rejection reason.

TM-7.2.06

Request refund

Business End-
User (Payee)

Pilot PSP
(Payee)

The Payee requests the Payee’s PSP to
process the refund transaction.

Authentication for the Business End-User
(Payee) takes place in this step, details will be
discussed in a future version of the document.

TM-7.2.07

Validates
request

Pilot PSP (Payee)

N/A

The Payee’s Pilot PSP validates the refund
request that should relate to an original Beta
Digital Euro payment.

Step-specific business rules: TM-000-002,
TM-062-001

TM-7.2.08

Valid?

Pilot PSP (Payee)

N/A

If the refund request is invalid, the Pilot PSP
sends the rejection to the Business End-User
(Payee).

Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

Step-specific business rules: TM-000-002,
TM-062-001

TM-7.2.09

Sends rejection

Pilot PSP (Payee)

Business End-
User (Payee)

The Payee's Pilot PSP rejects the request and
sends a rejection message specifying the
error type to the Payee.

Step-specific business rules: TM-000-003
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TM-7.2.10 |Rejection Business End- N/A The Business End-User (Payee) is notified of

notified User (Payee) the rejection and the rejection reason.

TM-7.2.11 |Checks Pilot PSP (Payee) | N/A The Pilot PSP (Payee) checks the status of

commercial the Business End-User commercial bank
bank money money account and if its balance is sufficient
account status to fund the Beta Digital Euro payment account
and balance as requested.

TM-7.2.12 | Successful? Pilot PSP (Payee) | N/A If the commercial bank money account is
inactive and/or its balance is insufficient, the
operation is not executed.

TM-7.2.13 |Sends rejection |Pilot PSP (Payee) | Business End- | The Payee's Pilot PSP rejects the request and

User (Payee) |sends a rejection message specifying the
error type to the Payee.
Step-specific business rules: TM-000-003

TM-7.2.14 |Debits/block Pilot PSP (Payee) | N/A The Payee’s Pilot PSP blocks the funds on the

amount on merchant's commercial bank money account.
commercial Alternatively, the Pilot PSP debits the

bank money transaction amount from the merchant's
account commercial bank money account at this stage.

TM-7.2.15 |Forwards refund | Pilot PSP (Payee) | DESP If the request is valid, Pilot PSP (Payee)

request indicates that reverse waterfall is required,
includes funding details and forwards the
request to the Eurosystem - Access Gateway
Service.
Step-specific business rules: LM-030-002

TM-7.2.16 |Validates refund | DESP N/A The Eurosystem - Access Gateway Service

request validates the refund request.

TM-7.2.17 |Valid request? DESP N/A If the refund request is invalid, the Eurosystem
- Access Gateway Service sends the rejection
to the PSP (Payee).

Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

TM-7.2.18 |Sends rejection |DESP Pilot PSP The Eurosystem - Access Gateway Service

(Payee) rejects the request and sends a rejection
message specifying the error type to the
Payee's Pilot PSP.
TM-7.2.19 |Rejects refund |Pilot PSP (Payee) | N/A The Payee's Pilot PSP rejects the refund
request request.
Step-specific business rules: TM-000-003
TM-7.2.20 |Forwards refund | DESP Pilot PSP The Eurosystem - Access Gateway Service
request (Payer) forwards the refund request to the Payer's
Pilot PSP.
TM-7.2.21 |Payer Pilot PSP |Pilot PSP (Payer) | DESP The Payer Pilot PSP initiates the Pilot PSP

processing
Refund
[sTM-49]

processing for a refund [sTM-49].

116




&

EUROPEAN CENTRAL BANK

EUROSYSTEM

TM-7.2.22 |Forwards refund | DESP Pilot PSP The Eurosystem - Access Gateway Service
rejection (Payee) forwards the rejection of the refund request to

the Pilot PSP (Payee).

TM-7.2.23 |Releases Pilot PSP (Payee) | N/A The Pilot PSP (Payee) releases the blocked
blocked funds funds in the Business End-User's commercial

bank money account.

Alternatively, the Pilot PSP credits the refund
amount to the merchant's commercial bank
money account at this stage.

Step-specific business rules: LM-030-003

TM-7.2.24 |Forwards refund | Pilot PSP (Payee) | Business End- | The Pilot PSP (Payee) forwards the refund
rejection User (Payee) |rejection and the rejection reason to the

Business End-User (Payee).
Step-specific business rules: TM-000-003

TM-7.2.25 |Rejection Business End- N/A The Business End-User is notified of the
notified User (Payee) rejection and the rejection reason.

TM-7.2.26 | Synchronises DESP N/A The Eurosystem - Access Gateway Service
and sends synchronises the request and sends the
settlement settlement instruction.
instruction In case of a refund, reverse waterfall is always

required. The settlement instruction will
include the funding amount.

TM-7.2.27 | Settlement DESP Pilot PSP The DESP initiates the settlement [sTM-55].
[sTM-55] (Payer) and/or

Pilot PSP
(Payee)

TM-7.2.28 | Settlement Pilot PSP (Payer) | N/A The Payer's Pilot PSP is informed about the
rejection rejection and the rejection reason.
notified

TM-7.2.29 |Sends Pilot PSP (Payee) | Business End- | The Payee’s Pilot PSP receives the settlement
settlement User (Payee) |rejection notification and the rejection reason
rejection from the DESP and sends the rejection
notification and notification to the Payee. The Payee’s Pilot
unlocks funds PSP unlocks the funds, if previously locked, in

the Payee’s commercial bank money account
or credits the Payee’s commercial bank
money account, if previously debited.
Step-specific business rules: LM-030-003,
TM-000-003

TM-7.2.30 |Settlement Business End- N/A The Business End-User is informed about the
rejection User (Payee) rejection and the rejection reason.
notified

TM-7.2.31 | Settlement Pilot PSP (Payer) | Individual The Payer's Pilot PSP is notified of the
confirmation End-User settlement and sends confirmation of
notification (Payer) and/or | settlement to the Payer.

N/A

Step-specific business rules: TM-000-006
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TM-7.2.32 | Settlement Individual End- N/A The Individual End-User (Payer) is notified of
confirmation User (Payer) the settlement.
notified
TM-7.2.33 |Post-settlement |PSP (Payer) N/A The subprocess of post-settlement holding
holding limit limit check (waterfall) [sTM-32] is responsible
check (waterfall) for increasing the online balance and
[sTM-32] eventually crediting the Payer's commercial
bank money account.
Note: this sub process is triggered post
settlement to ensure that the holding limit is
not exceeded in case of concurrent inbound
payments.
An additional defunding step after settlement
in case of incoming payment to Individual
End-User is required to handle the following
scenario:
-Incoming transaction 1 is received. The check
is performed to verify if it would result in a
breach of the holding limit. This is not the
case. Waterfall is not triggered.
-Incoming transaction 2 is received. The check
is performed to verify if it would result in a
breach of the holding limit. This is not the case
at this point in time. However, after settlement
of incoming transaction 1, transaction 2 would
breach the holding limit. Waterfall is not
triggered by the standard validation. To
ensure the holding limit, the additional
waterfall step post settlement is performed.
TM-7.2.34 | Settlement Pilot PSP (Payee) | Business End- | The Pilot PSP (Payee) is notified of the
confirmation User (Payee) |settlement and sends confirmation of
notification and/or N/A settlement to the Payee.
Step-specific business rules: TM-000-006
TM-7.2.35 |Settlement Business End- N/A The Business End-User (Payee) is notified of
confirmation User (Payee) the settlement.
notified
TM-7.2.36 | Debits Pilot PSP (Payee) | N/A If the Payee's Pilot PSP has blocked the funds
commercial on the merchant's commercial bank money
bank money account, the reservation is replaced by a debit
account posting. If the Pilot PSP has debited the

merchant's commercial bank money account
earlier, this step is skipped.

Step-specific business rules: TM-000-006
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3.5 Balance enquiry and transaction history

3.5.1 Balance enquiry - online balance

Online balance enquiry can be done via mobile app (either Eurosystem-provided app or proprietary
Pilot PSP app) installed on the Individual End-User’s mobile device.

TM-8.1 Balance enquiry mobile app - online balance

Individual End-User App Pilot PSP
TM-8.1.01
Unlocks phone and opens
app
\ 4
TM-8.1.02 TM-8.1.03
Selects online balance P Authentication
enquiry option : [sAM-17.1]
quiry op (subprocess)
A 4
TM-8.1.04 ~ TM-8.1.05
Requests online balance w Valid request? |
Yes
No
TM-8.1.08 TM-8.1.07 < TM-8.1.06
Rejection notified Displays rejection Sends rejection
TM-8.1.11 TM-8.1.10 P TM-8.1.09
Online balance received Displays online balance | Returns online balance

TM-8.1 Balance enquiry mobile app - online balance

119



&

EUROPEAN CENTRAL BANK

EUROSYSTEM

#Step Step name Initiating Receiving Definition

actor(s) actor(s)

TM-8.1.01  |Unlocks phone and | Individual N/A The Individual End-User unlocks their phone
opens app End-User and opens the app.

TM-8.1.02 | Selects online Individual App The Individual End-User selects the online
balance enquiry End-User balance enquiry option from the menu.
option

TM-8.1.03 |Authentication App N/A The app initiates the authentication [SAM-

TM-8.1.04 |Requests online App Pilot PSP ||f authentication is successful, the app
balance requests to the Individual End-User's Pilot

PSP the online balance of the Individual End-
User.

Step-specific business rules: AM-020-002

TM-8.1.05 | Valid request? Pilot PSP N/A If the request is not valid, the Pilot PSP rejects
it.

Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

TM-8.1.06 | Sends rejection Pilot PSP App The Pilot PSP rejects the request and sends a
rejection message specifying the error type to
the app.

TM-8.1.07 | Displays rejection App Individual | The app displays the rejection message with

End-User | he rejection reason to the Individual End-
User.
TM-8.1.08 |Rejection notified Individual N/A The Individual End-User is notified of the
End-User rejection and the rejection reason (and may try
again).

TM-8.1.09 |Returns online Pilot PSP App The Pilot PSP checks the online balance of

balance the Individual End-User and returns the

information to the user's app.
Step-specific business rules: AM-020-002

TM-8.1.10 |Displays online App Individual | The app receives the online balance from the
balance End-User | |ngdividual End-User's Pilot PSP and displays
the balance information to the Individual End-
User.

Step-specific business rules: AM-020-002

TM-8.1.11 | Online balance Individual N/A The Individual End-User receives the online
received End-User balance.

3.5.2 Balance enquiry - offline balance

Offline balance enquiry can be done via mobile app (either Eurosystem-provided app or proprietary
Pilot PSP app) installed on the Individual End-User’s mobile device.
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TM-8.2.2 Offline balance enquiry via app

Individual End-User App Offline secure application
TV-8.2.2.01
Opens app
TM-8.2.2.02 TM-8.2.2.03
Selects offline wallet and + | | Offline authentication
"balance and transaction g [sAM-17.4]
history enquiry" option (subprocess)
A 4
TM-8.2.2.04
Requests offline balance and . TM-8.2.2.05
offline transaction history w Valid request?
from secure storage
No
TM-8.2.2.08 TM-8.2.2.07 TM-8.2.2.06
Rejection notified Displays rejection N Sends rejection Yes
A 4
TM-8.2.2.11 . TM-8.2..2.10 . . TM-8.2:2.09
Receives and displays offline Retrieves offline balance
Informed about balance and |« . < ] X
X . balance and offline and offline transaction
transaction history - ; .
transaction history history from secure storage
A 4
TM-8.2.2.12
Returns to app home page

TM-8.2.2 Offline balance enquiry via app

Step name Initiating Receiving | Definition
actor(s) actor(s)
TM-8.2.2.01 |Opens app Individual End- | N/A The Individual End-User opens the app.
User
TM-8.2.2.02 |Selects offline wallet |Individual End- App The Individual End-User selects the
and "balance and User

offline wallet, "balance and transaction

transaction history enquiry" option in the app.

enquiry" option

TM-8.2.2.03 Offline authentication | App N/A The app initiates the offline
[sAM-17.4] authentication [sAM-17.4].
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TM-8.2.2.04 Requests offline App Offline The app requests to the offline secure
balance and offline secure application the offline balance and offline
transaction history application transaction history of the Individual End-
from secure storage

User.
Step-specific business rules: AM-020-
002

TM-8.2.2.05 |Valid request? Offline secure N/A If the request is not valid, the offline

application secure application rejects it.

Note: Validation may be executed on the
request's format or its content from a
technical and functional perspective in
accordance with established business
rules.

TM-8.2.2.06 |Sends rejection Offline secure App The offline secure application rejects the

application request and sends a rejection message
specifying the error type to the app.

TM-8.2.2.07 Displays rejection App Individual The app displays the rejection message

End-User | jith the rejection reason to the Individual
End-User.
TM-8.2.2.08 |Rejection notified Individual End- N/A The Individual End-User is notified of the
User rejection and the rejection reason (and
may try again).

TM-8.2.2.09 Retrieves offline Offline secure App The offline secure application retrieves
balance and offline | application the information about the offline balance
transaction history and offline transaction history from the
from secure storage

secure storage.

TM-8.2.2.10 |Receives and App Individual | The app receives the offline balance and
displays offline End-User | offiine transaction history from the offline
52':::;;?‘%?2:’:; secure application and displays the

information to the Individual End-User.
Step-specific business rules: AM-020-
002

TM-8.2.2.11 |Informed about Individual End- N/A The Individual End-User is informed
balance and User about the offline balance and offline
transaction history transaction history.

TM-8.2.2.12 Returns to app home | Individual End- N/A The Individual End-User returns the app
page User home page.

3.5.3 Transaction history (online)

Online transaction history can be consulted via mobile app (either Eurosystem-provided app or

proprietary Pilot PSP app) installed on the Individual End-User’s mobile device.
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TM-8.3 Transaction history mobile app

Individual End-User App Pilot PSP
TM-8.3.01
Unlocks phone and opens
app
TM-8.3.02 TM-8.3.03
Selects online transaction g Authentication
history option and sets filter - [sAM-17.1]
(optional) (subprocess)

TM-8.3.04
Requests transaction history

TM-8.3.05
Valid request?

Yes
No
TM-8.3.08 TM-8.3.07 < TM-8.3.06
Rejection notified Displays rejection Sends rejection
v
TM-8.3.11 TM-8.3.10 < TM-8.3.09

Transaction history received Displays transaction history Returns transaction history

TM-8.3 Transaction history mobile app

#Step Step name Initiating Receiving Definition
actor(s) actor(s)
T™M-8.3.01 Unlocks phone | Individual N/A The Individual End-User unlocks their phone

and opens app |End-User and opens the app.

TM-8.3.02 Selects online | Individual App The Individual End-User selects the online

transaction End-User transaction history option from the menu.
history option
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and sets filter
(optional)
TM-8.3.03 Authentication | App N/A The app initiates the authentication [sAM-
[SAM-17.1] 17'1].
TM-8.3.04 Requests App Pilot PSP If authentication is successful, the app
:‘r_ar:sactlon requests to the Individual End-User's Pilot
Istory PSP the transaction history of the Individual
End-User.
Step-specific business rules: AM-020-002

TM-8.3.05 Valid request? | Pilot PSP N/A If the request is not valid, the Pilot PSP rejects
it.

Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

TM-8.3.06 Sends rejection | Pilot PSP App The Pilot PSP rejects the request and sends a
rejection message specifying the error type to
the app.

T™-8.3.07 Displays App Individual End- | The app displays the rejection message with

rejection User the rejection reason to the Individual End-
User.
TM-8.3.08 Rejection Individual N/A The Individual End-User is notified of the
notified End-User rejection and the rejection reason (and may try
again).
TM-8.3.09 Returns Pilot PSP App The Pilot PSP retrieves the Individual End-
:‘r_ar:sactlon User’s transaction history information as per
Istory filter criteria and returns the information to the
user's app.
Step-specific business rules: AM-020-002
TM-8.3.10 Displays App Individual End- | The app receives the transaction history from
:‘r_ar:sactlon User the Individual End-User's Pilot PSP and
Istory displays the transaction history information to
the Individual End-User.
Step-specific business rules: AM-020-002
TM-8.3.11 Transaction Individual N/A The Individual End-User receives the
history received | End-User transaction history.

3.6 Transaction management sub-flows

3.6.1 Online integrity check

The integrity check process can be performed (i) via app (either Eurosystem-provided app or proprietary
Pilot PSP app) or (ii) via SoftPOS.
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sTM-14 Online integrity check and transaction counter reset sub-flow

Pilot PSP - DESP -

Individual End-User App/ATM/SoftPOS Offline secure application Pilot PSP - Backend Distribution component Offline issuance Service

sTM-14.02 sTM-14.01
Initiates online integrity and |« Connects online for integrity.
device blocking checks check
sTM-14.03
»| Performs device blocking
checks
sTM-14.04
Checks passed?

sTV-14.06

Changes status to blocked

Ncﬁ

T sTM-14.05
< sTM-14.08 \4 sTM-14.07 Blocks offline device and

Blocking ”Dtlfled/ Displays notification sends notification

) .

sTM-14.09 sTM-14.10

Request relevant data for »{  Compiles data for online

online integrity check integrity check
b STM-14.11
sTM-14.12 sTM-14.13
Forwards dataset for online > i
Forwards data set Performs integrity checks
integrity check

sTM-14.14

Checks passed?
No
v
sTM-14.17
Integrity checks failure 4 STM-14.16 < STM-14.15
Sends failure notification Sends rejection
handling (placeholder)
sTM-14.19 \ sTVM-14.18 |
Failure notified /‘ Displays failure I~
sTM-14.21 es
Offline transaction counter [« sTM-14.20 < |
reset Forwards approval

.

sTM-14 Online integrity check and transaction counter reset sub-flow

Step name Initiating Receiving Definition
actor(s) actor(s)
sTM-14.01 Connects online | Offline secure | App/ The offline secure application connects
for integrity application SoftPOS online via the app to initiate the integrity
check check process and reset the transaction
counter.
sTM-14.02 Initiates online | App/ Pilot PSP - The app initiates the online integrity and
integrity and SoftPOS Backend device blocking checks.
device blocking
checks
sTM-14.03 Performs device | Pilot PSP - N/A The Pilot PSP- Backend performs checks to
blocking checks | Backend determine if the device needs to be blocked
e.g., against a list of stolen or blocked
devices.

125



&

EUROPEAN CENTRAL BANK

EUROSYSTEM

Step-specific business rules: AM-021-021
STM-14.04 Checks passed? | Pilot PSP - N/A and/or App |If the device does not pass the integrity
Backend /SoftPOS checks, it is blocked.
Step-specific business rules: AM-021-021
sTM-14.05 Blocks offline Pilot PSP - Offline secure | The Pilot PSP- Backend blocks the offline
device and Backend application device and sends a notification to the offline
sends and/or secure application and the App, or SoftPOS.
notification APP/SOftPOS | step-specific business rules: AM-021-021
STM-14.06 Changes status | Offline secure | N/A The offline secure application changes its
to blocked application status to blocked.
sTM-14.07 Displays App/SoftPOS Individual End- | The app displays the blocking notification.
notification User
sTM-14.08 Blocking Individual End- | N/A The Individual End-User is informed that the
notified User offline wallet is blocked for further use.
Depending on the reasons, the user may
contact the Pilot PSP to have it unblocked.
sTM-14.09 Request App/SoftPOS Offline secure | The app requests the offline secure
relevant data for application application for data for the online integrity
online integrity check.
check
sTM-14.10 Compiles data Offline secure | App/ The offline secure application compiles the
for online application SoftPOS data for the online integrity check and sends
integrity check it to the app.
sTM-14.11 Forwards App/SoftPOS Pilot PSP - The app forwards the data to the Pilot PSP
dataset for Offline (Offline Distribution Component).
online integrity Distribution
check Component
sTM-14.12 Forwards data Pilot PSP - DESP - The Pilot PSP (Offline Distribution
set Offline Offline Issuance | Component) forwards the data to the Offline
Distribution Service Issuance Service.
Component
sTM-14.13 Performs DESP - N/A The Offline Issuance Service performs the
integrity checks | Offline Issuance integrity checks.
Service
sTM-14.14 Checks passed? | DESP - Pilot PSP - If the data fails the check, the Offline
Offline issuance | Offline Issuance Service sends a failure notification.
Service Distribution If the data passes the check, the Offline
component Issuance Service sends an approval
and/or N/A notification.
sTM-14.15 Sends rejection |DESP - Pilot PSP - The Offline issuance Service rejects the
Offline issuance | Offline request and sends a rejection message
Service Distribution specifying the error type to the Pilot PSP
component (Offline Distribution component).
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sTM-14.16 Sends failure Pilot PSP - Pilot PSP - The Pilot PSP (Offline Distribution
notification Offline Backend and/or | component) sends a failure notification with
Distribution App/SoftPOS the failure reason to the Pilot PSP (Backend)
component and the app or SoftPOS.
sTM-14.17 Integrity checks | Pilot PSP - N/A The Pilot PSP (backend) will handle the
failure handling |Backend failure deriving from the integrity checks.
sTM-14.18 Displays failure |App/ Individual End- | The app or SoftPOS displays the failure
SoftPOS User notification with the failure reason to the
Individual End-User.
sTM-14.19 Failure notified |Individual End- |N/A The Individual End-User is informed of the
User failure and the reason of the failure.
sTM-14.20 Forwards Pilot PSP - Offline secure | The Pilot PSP (Offline Distribution
approval Offline application Component) receives the approval from the
Distribution Offline issuance Service and forwards it to
component the offline secure application.
sTM-14.21 Offline Offline secure | N/A The offline secure application resets the
transaction application counter to zero to allow for a new series of
counter reset consecutive payments.
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3.6.2 Offline settlement

sTM-42 Offline settlement sub-flow

Payer’s offline secure Payee’s offline secure

Individual End-User (Payer) application application

Individual End-User (Payee)

sTM-42.01
Validates transaction and
device data (transaction
number limit)

sTM-42.07
Validates transaction and

sTM-42.02

Yi > i ing limit  —
Valid? P device data (holdmg limit
and transaction number
limit)
No
sTM-42.03 - sTM-42.05 L™
Sends payment rejection ¥ Receives payment rejection

sTM-42.08
Valid?

No

A 4 ¢

sTM-42.04 \o sTM-42.10 - sTM-42.09 LA sTM-42.06
Rejection notified h Receives payment rejection | Sends payment rejection Rejection notified
sTM-42.12 P sTM-42.11 ¢
Debits offline holdings h Confirms validation

A 4

sTM-42.13
Sends credit instruction

sTM-42.14
Credits amount

A4

sTM-42 Offline settlement sub-flow
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#Step Step name Initiating Receiving Definition
actor(s) actor(s)
sTM-42.01 |Validates Payer’s offline | N/A The Payer's offline secure application validates
transaction and |secure the payment and checks if the payment would
device data application not exceed the transaction number limit (if not
(transaction checked beforehand, if it's checked beforehand,
number limit) there will be only a sufficient holding check).
sTM-42.02 |Valid? Payer’s offline | Payee’s If the validation fails, the payment is rejected.
secure offline secure | Note: Validation may be executed on the
application application request's format or its content from a technical
and/or N/A and functional perspective in accordance with
established business rules.
sTM-42.03 |Sends payment |Payer’s offline |Individual The offline secure application rejects the
rejection secure End-User request and sends a rejection message
application (Payer) and/or | specifying the error type to the Payee’s offline
Payee’s secure application and the Payer.
offline secure
application
sTM-42.04 |Rejection Individual End- | N/A The Individual End-User (Payer) is notified of
notified User (Payer) the rejection and the rejection reason.
sTM-42.05 |Receives Payee’s offline | Individual The offline secure application receives the
payment secure End-User payment rejection and the rejection reason and
rejection application (Payee) forwards it to the Payee.
sTM-42.06 |Rejection Individual End- | N/A The Individual End-User (Payee) is notified of
notified User (Payee) the rejection and the rejection reason.
sTM-42.07 |Validates Payee’s offline | N/A The Payee’s offline secure application validates
transaction and |secure the payment and checks if the payment would
device data application not exceed the holding limit and transaction
(holding limit number limit (if not checked beforehand).
and transaction Step-specific business rules: LM-011-003
number limit)
sTM-42.08 |Valid? Payee’s offline | N/A If the validation fails, the payment is rejected.
secure Note: Validation may be executed on the
application request's format or its content from a technical
and functional perspective in accordance with
established business rules.
Step-specific business rules: LM-011-003
sTM-42.09 |Sends payment |Payee’s offline |Individual The offline secure application rejects the
rejection secure End-User request and sends a rejection message
application (Payee) specifying the error type to the Payer’s offline
and/or Payer’s | secure application and the Payee.
offline secure
application
sTM-42.10 |Receives Payer’s offline | Individual The offline secure application receives the
payment secure End-User payment rejection and the rejection reason and
rejection application (Payer) forwards it to the Payer.
sTM-42.11 |Confirms Payee’s offline | Payer’s offline | The Payee’s offline secure application confirms
validation secure secure the validation to the Payer’s offline secure
application application application.
sTM-42.12 |Debits offline Payer’s offline | N/A The offline secure application debits the offline
holdings secure holdings for the defunded amount.

application
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sTM-42.13 | Sends credit Payer's offline | Payee’s The Payer's offline secure application sends an
instruction secure offline secure |instruction to the Payee's offline secure
application application application to increase the offline balance of the
Payee.
sTM-42.14 |Credits amount |Payee’s offine | N/A The Payee's offline secure application increases

secure
application

the available balance with the transaction
amount.
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3.6.3 Balance pre-check on the Payer side

sTM-31 Balance pre-check Payer sub-flow

Pilot PSP (Payer)

A 4
sTM-31.01
Checks online balance
A
sTM-31.02 sTM-31.03 )
- Yes—————— P Decreases the online <
Sufficient balance?
balance

sTM-31.04
Reverse waterfall
activated?

sTM-31.05

ves Pre-authorisation?
No
sTM-31.06
Checks pre-authorisation
amount
No
A 4
sTM-31.08

sTM-31.07
Exceeds holding limit?

Checks linked commercial
bank money account status
and balance

sTM-31.09
Sufficient balance?

A

Yes

sTM-31.10
Blocks funding amount

sTM-31 Balance pre-check Payer sub-flow
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Initiating Receiving
actor(s) actor(s)
sTM-31.01 |Checks online |Pilot PSP N/A The Pilot PSP checks if the user has sufficient
balance (Payer) funds to complete the transaction.
Step-specific business rules: TM-000-007
sTM-31.02 | Sufficient Pilot PSP N/A If the user has sufficient funds, transaction
balance? (Payer) processing continues.
Step-specific business rules: TM-000-007
sTM-31.03 |Decreases the |Pilot PSP N/A If the funds are sufficient, then the Payer’s Pilot
online balance | (Payer) PSP decreases the online balance of the
Individual End-User for the payment amount. In
case the funds are not sufficient, the Pilot PSP
decreases the online balance of the Individual
End-User for the available funds.
sTM-31.04 |Reverse Pilot PSP N/A The Pilot PSP checks if the Individual End-User
waterfall (Payer) has configured the reversed waterfall option. If
activated? not, the transaction is rejected.
Step-specific business rules: TM-000-007
sTM-31.05 |Pre- Pilot PSP N/A The Pilot PSP performs additional checks for
authorisation? | (Payer) pre-authorisation requests.
sTM-31.06 |Checks pre- Pilot PSP N/A The Pilot PSP checks the pre-authorisation
authorisation | (Payer) amount.
amount
sTM-31.07 |Exceeds Pilot PSP N/A Pre-authorisation/reservation are possible for an
holding limit? | (Payer) amount up to the holding limit. If the amount
exceeds the holding limit, the pre-authorisation
request is rejected.
sTM-31.08 |Checks linked |Pilot PSP N/A The Pilot PSP checks if the linked account is in
commercial (Payer) a valid state and if the user has sufficient funds
bank money in commercial bank money on the linked
account status account to complete the transaction.
and balance
sTM-31.09 |Sufficient Pilot PSP N/A If the Individual End-User’'s commercial bank
balance? Payer) money account does not hold sufficient funds to
complete the insufficient online funds, the
transaction is rejected.
sTM-31.10 |Blocks funding | Pilot PSP N/A The Pilot PSP blocks the required funds on the
amount (Payer) Individual End-User’'s commercial bank money
account.
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3.6.4 Balance pre-check on the Payee side

sTM-33 Balance pre-check Payee sub-flow

Pilot PSP (Payee)

sTM-33.01
Is Payee a Business
End-User?

N+o

sTM-33.02
Checks and calculates online
balance after transaction

sTM-33.04
No—p Checks concurrent
transaction

sTM-33.03
Exceeds holding limit?

sTM-33.05
Concurrent
transactions exceeding
olding limit?

Yes

sTM-33.06
Waterfall activated?

Yes
A 4
sTM-33.07
P| Checks linked commerecial
bank money account status
A
sTM-33.08 No

Valid?

sTM-33 Balance pre-check Payee sub-flow
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actor(s) actor(s)
sTM-33.01 |Is Payee a Pilot PSP N/A If the Payee is a Business End-User, the Pilot
Business End- | (Payee) PSP can directly pre-check the linked commercial
User? bank money account status of the Payee. If not, it
must calculate the balance after the transaction to
see if it exceeds the holding limit.
Step-specific business rules: LM-012-001
sTM-33.02 |Checks and Pilot PSP N/A The Pilot PSP checks if the Payee will exceed the
calculates (Payee) holding limit when the transaction is completed
online balance and calculates the forecast balance (including the
after current transaction) to check if it exceeds the
transaction holding limit.
Step-specific business rules: TM-001-001, TM-
061-001
sTM-33.03 |Exceeds Pilot PSP N/A If the forecast balance exceeds the holding limit,
holding limit? |(Payee) the Pilot PSP checks if waterfall is activated.
Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002, TM-001-001, TM-061-001
sTM-33.04 |Checks Pilot PSP N/A The Payee’s Pilot PSP checks if the transaction
concurrent (Payee) being processed is part of a set of concurrent
transaction transactions. That is, the Pilot PSP checks if other
transaction(s) is/are still being processed (not
settled or rejected).
Step-specific business rules: TM-061-001
sTM-33.05 |Concurrent Pilot PSP N/A In case of concurrent transactions, the Pilot PSP
transactions (Payee) checks whether the sum of the online balance
exceeding and all of these transactions (including the one in
holding limit? process) exceed the holding limit. If so, the
incoming transaction can only be processed if the
Payee has activated the waterfall functionality.
Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002, TM-001-001, TM-061-001
sTM-33.06 |Waterfall Pilot PSP N/A The Pilot PSP checks if the user has configured
activated? (Payee) the waterfall option. If not, the transaction is
rejected, and the rejection is forwarded to the
Individual End-User.
Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002, TM-001-001, TM-001-002,
TM-061-001
STM-33.07 |Checks linked |Pilot PSP N/A The Pilot PSP checks if the linked account is in a
commercial (Payee) valid state.
bank money Step-specific business rules: LM-010-001, TM-
account status 001-001, TM-001-002
sTM-33.08 |Valid? Pilot PSP N/A If the Individual End-User’s commercial bank
(Payee) money account is not valid, the transaction is
rejected.
Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.
Step-specific business rules: TM-001-001
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The sub-processes characterising the pre-settlement phase of a payment when initiated by the Payer

or by the Payee, are presented and depicted in the flows down below.

Same Pilot PSP: two Pilot PSPs involved, one for the Payer and one for the Payee, no open funding.

sTM-34 Pre-settlement (Payer initiated) sub-flow

Individual End-User
(Payer)

Pilot PSP (Payer)

DESP — Eurosystem — Access Gateway Service

Pilot PSP (Payee) Individual End-User (Payee)

sTM-34.06
Rejection notified

sTM-34.01

processing

Pilot PSP (Payer)

[sTM-50] (subprocess)

| validates payment request

sTM-34.02

r

sTM-34.04

unlocks funds and/or
increases online balance

Sends rejection

5TM-34.07
Sends rejection

/
5TM-34.08 L /
Forwards request rejection

5TM-34.09

sTM-34.10

sTM-34.11
Pilot PSP (Payee)

Forwards payment request

processing
[sTM-51] (subprocess)

( —

sT™M-34.12
Synchronises and sends
settlement instruction o

A

reservation-based
settlement instruction

sTM-34 Pre-settlement (Payer initiated) sub-flow

Step name Initiating Receiving Definition
actor(s) actor(s)
sTM-34.01 |Payer’s Pilot PSP Pilot PSP DESP — The subprocess of Payer's Pilot PSP
processing [sTM- (Payer) Eurosystem - | processing [sTM-50].
50] Access
Gateway
Service
sTM-34.02 |Validates payment |DESP — N/A The Eurosystem - Access Gateway Service
request Eurosystem - validates the payment request.
Access
Gateway
Service
sTM-34.03 |Valid request? DESP — N/A If validation is not successful, the payment is
Eurosystem - rejected.
Access Note: Validation may be executed on the
Gateway request's format or its content from a technical
Service and functional perspective in accordance with
established business rules.
sTM-34.04 |Sends rejection DESP — Pilot PSP The Eurosystem - Access Gateway Service
Eurosystem - | (Payer) rejects the request and sends a rejection
Access message specifying the error type to the
Gateway Payer's Pilot PSP.
Service
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STM-34.05 |Forwards request Pilot PSP Individual The Payer’s Pilot PSP forwards the payment
rejection, unlocks | (Payer) End-User request rejection and the rejection reason to
funds and/or (Payer) the Payer. The Pilot PSP also increases the
increases online online balance of the Payer if previously
balance decreased and unlocks the funds, if previously

locked, in the Payer's commercial bank money
account.
Step-specific business rules: LM-030-003,
TM-000-003
sTM-34.06 |Rejection notified Individual N/A The Individual End-User (Payer) is notified of
End-User the rejection and the rejection reason.
(Payer)
sTM-34.07 |Sends rejection DESP — Pilot PSP Optional - (only for those Prioritised Use
Eurosystem - | (Payee) Cases where the Payee's Pilot PSP has been
Access previously involved): The Eurosystem -
Gateway Access Gateway Service rejects the request
Service and sends a rejection message specifying the
error type to the Payee's Pilot PSP.
sTM-34.08 |Forwards request Pilot PSP Individual Optional - (only for those Prioritised Use
rejection (Payee) End-User Cases where the Payee's Pilot PSP has been
(Payee) previously involved): The Payee’s Pilot PSP
forwards the payment request rejection and
the rejection reason to the Payee.
Step-specific business rules: TM-000-003
sTM-34.09 |Rejection notified Individual N/A Optional - (only for those Prioritised Use
End-User Cases where the Payee's Pilot PSP has been
(Payee) previously involved): The Individual End-User
(Payee) is notified of the rejection and the
rejection reason.

sTM-34.10 |Forwards payment |DESP — Pilot PSP The Eurosystem - Access Gateway Service
request Eurosystem - | (Payee) forwards the payment request to the Payee’s

Access Pilot PSP.
Gateway
Service

sTM-34.11 |Pilot PSP (Payee) Pilot PSP DESP — The subprocess of Payee's Pilot PSP
processing (Payee) Eurosystem - | processing [sTM-51].
[sTM-51] Access

Gateway
Service

sTM-34.12 |Synchronises and |DESP — N/A The Eurosystem - Access Gateway Service
sends settlement Eurosystem - synchronises the request and sends the
instruction or Access settlement instruction (of a combined
reservation-based |Gateway transaction).
settlement Service The settlement instruction based on
instruction reservation includes the amount to be settled

and optionally the amount to be released.
The settlement may be for only a part of the
total reservation amount and may be part of a
series (multiple partial captures). In case it is
the last of the series it would be indicated the
possible remaining reserved amount to be
released.
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3.6.6 Pilot PSP processing

The sub-processes characterising the payment request processing, during the pre-settlement phase,
from the Pilot PSP(s) of the Payer (one or multiple) and the Payee (one or multiple) are presented

and depicted in the flows down below.
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sTM-50 Payer’s Pilot PSP processing sub-flow

Individual End -User (Payer)

Pilot PSP (Payer)

STM50.01
NFC payment?

Eurosystem- Access Gateway Service

5002

ST
Sends cryptogram
request

STM50.12
Forwards request

Secure Exchange of Payment
Information (SEPI) Service

STM50.14
Validates cryptogram

l Eurosystem- Access Gateway.
Service

STM50.15
Forwards response

STM50.04
Sends rejection

STM50.03
v Valid?

1
STMHSO. L_____________
| Sends decoding request |

-
sTM5006 |
I
I
I
I

1

\_ ! STM50.07 !
Forwards rejection

Decoding of a
surrogate value

|
|
|
I I subflow [sAMH19]
|
LL_

L

request
———_—— L
T
|
|

> STM50.08
Validates payment request[ ¢~~~ " T T T — = — ===

STM50.09
Valid?

5TM50.10
Sends rejection

()

STM50.16
Performs local fraud check|

——

STMS50.17
Assigns own fraud risk scor
to payment request

|

STM50.18
Decides on acceptance of
payment request

}

STM50.19

No Accepted? -
STM50.25 sTM50.24 Yes STMS0.26
Rejection notified Sends rejection Sends rejection

Authentication and
consent

(subprocess)

sTMS0.22

Balance precheck

(payer) [sTM31]
(subprocess)

STM50.23
Sends payment instruction

sTM-50 Payer’s Pilot PSP processing sub-flow
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Receiving

Definition

actor(s)

actor(s)

sTM-50.01 |NFC payment? Pilot PSP N/A In case of an NFC payment, the cryptogram needs to
(Payer) be validated.
sTM-50.02 |Sends Pilot PSP DESP The Payer’s Pilot PSP sends a cryptogram validation
cryptogram (Payer) request to the DESP.
validation
request
sTM-50.03 |Valid? Pilot PSP N/A If the cryptogram is not valid, the Payer’s Pilot PSP
(Payer) rejects the request.
sTM-50.04 |Sends rejection | Pilot PSP DESP The Payer's Pilot PSP rejects the request and sends
(Payer) a rejection message specifying the error type to the
DESP.
sTM-50.05 |Sends decoding | Pilot PSP DESP Optional - If the payment request contains a
request (Payer) surrogate value, the Payer's Pilot PSP requests
DESP to decode it.
sTM-50.06 |Decoding of a DESP Pilot PSP Optional - The DESP performs decoding of a
surrogate value (Payer) surrogate value sub-flow request [sAM-19].
sub-flow request and/or N/A | If the decoding is not successful, the DESP rejects
[sAM-19] the payment request.
sTM-50.07 |Forwards Pilot PSP Individual Optional - The Payer’s Pilot PSP forwards the
rejection (Payer) End-User rejection message specifying the error type to the
(Payer) Payer.
sTM-50.08 |Validates Pilot PSP N/A The Payer’s Pilot PSP validates the payment request.
payment request | (Payer)
sTM-50.09 |Valid? Pilot PSP N/A If the request is not valid, the Payer’s Pilot PSP
(Payer) rejects the payment request and sends information to
the DESP and the Payer.
Step-specific business rules: TM-000-002
sTM-50.10 |Sends rejection | Pilot PSP Individual The Payer's Pilot PSP rejects the request and sends
(Payer) End-User a rejection message specifying the error type to the
(Payer) Payer.
Step-specific business rules: TM-000-003
sTM-50.11 |Rejection Individual N/A Optional - The Individual End-User (Payer) is notified
notified End-User of the rejection and the rejection reason.
sTM-50.12 |Forwards DESP N/A The Eurosystem - Access Gateway Service forwards
request the validation request to the Secure Exchange of
Payment Information (SEPI) Service.
sTM-50.13 |Sends rejection | Pilot PSP DESP Optional - (performed if Payee's Pilot PSP previously
(Payer) involved): The Payer's Pilot PSP rejects the request
and sends a rejection message specifying the error
type to the DESP.
sTM-50.14 |Validates DESP N/A The Secure Exchange of Payment Information (SEPI)
cryptogram Service recalculates the application cryptogram and
sends the response to the Eurosystem - Access
Gateway Service.
sTM-50.15 |Forwards DESP Pilot PSP The Eurosystem - Access Gateway Service forwards
response (Payer) the result of the validation to the requesting Pilot
PSP.
sTM-50.16 |Performs local Pilot PSP N/A The Payer’ Pilot PSP performs fraud check based on
fraud check (Payer) its own models.
sTM-50.17 |Assigns own Pilot PSP N/A The Payer’s Pilot PSP assigns fraud risk score to
fraud risk score |(Payer) payment request.
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to payment
request
sTM-50.18 |Decides on Pilot PSP N/A Based on the assigned risk score, the Payer’s Pilot
acceptance of (Payer) PSP decides whether to accept or not the payment
payment request request.
Step-specific business rules: TM-000-010
sTM-50.19 |Accepted? Pilot PSP N/A If the request is not accepted, the Payer’s Pilot PSP
(Payer) rejects the payment request and sends information to
the DESP and the Payer.
Step-specific business rules: TM-000-010
sTM-50.20 |Authentication/ | Pilot PSP N/A After the fraud check, the Payer's PSP checks or
consent (Payer) decides whether the authentication and consent
required? steps are necessary.
sTM-50.21 |Authentication Pilot PSP N/A The Payer’s Pilot PSP performs subprocess of

and consent (Payer) authentication and consent [sAM-17.2].

[sAM-17.2] If the authentication and confirmation are not
successful, the Payer’s Pilot PSP rejects the
payment.

sTM-50.22 |Balance pre- Pilot PSP N/A The subprocess of balance pre-check for the Payer
check (payer) (Payer) [sTM-31].

[sTM-31] Step-specific business rules: LM-030-002

sTM-50.23 |Sends payment | Pilot PSP DESP The Payer’s Pilot PSP sends the payment instruction
instruction (Payer) to the DESP.
Step-specific business rules: LM-030-002
sTM-50.24 |Sends rejection | Pilot PSP Individual The Payer's Pilot PSP rejects the request and sends
(Payer) End-User a rejection message specifying the error type to the
(Payer) Payer.
Step-specific business rules: TM-000-003
sTM-50.25 |Rejection Individual N/A The Individual End-User (Payer) is notified of the
notified End-User rejection and the rejection reason.
(Payer)
sTM-50.26 |Sends rejection | Pilot PSP DESP Optional - (performed if Payee's Pilot PSP previously
(Payer) involved): The Payer's Pilot PSP rejects the request

and sends a rejection message specifying the error
type to the DESP.
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sTM-49 Payer’s Pilot PSP processing refund sub-flow

DESP - Eurosystem -

Payer Pilot PSP (Payer .
v e Access Gateway Service
A 4
sTM-49.01
Validates refund request
__ sTM-49.02
[ Valid?
No No
: Yes l
______ - N S
/~ N ' I
| sTM-49.05 Vo [ sTMa%0d | STMI-19.03
\  Rejection notified < 71 sendsrejection | Sends rejection >
N J I [
SN—— e — —_——— — —_————
3 Y
|
| v
I sTM-49.06
!_ _ Balance pre-check
(payee) [sTM-33]
(subprocess)
A 4
sTM-49.07
Sends response
sTM-49 Payer’s Pilot PSP processing refund sub-flow
#Step Step name Initiating Receiving Definition
actor(s) actor(s)
sTM-49.01 |Validates refund | Pilot PSP N/A The Payer’s Pilot PSP validates the refund
request (Payer) request, including the existence of the original
transaction to be refunded.
Step-specific business rules: TM-000-002, TM-
000-010
sTM-49.02 |Valid? Pilot PSP N/A If the request is not valid, the Payer’s Pilot PSP
(Payer) rejects the refund request and sends information
to the DESP.
Step-specific business rules: TM-000-002, TM-
000-010
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sTM-49.03 |Sends rejection |Pilot PSP DESP - The Payer's Pilot PSP rejects the request and
(Payer) Eurosystem - | sends a rejection message specifying the error
Access type to the Eurosystem - Access Gateway
Gateway Service.
Service Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002, TM-001-002
sTM-49.04 |Sends rejection |Pilot PSP Payer Optional - (performed if Payer's previously
(Payer) involved): The Payer's Pilot PSP rejects the
request and sends a rejection message specifying
the error type to the Payer.
Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002, TM-000-003, TM-001-002
sTM-49.05 |Rejection Payer N/A Optional - (performed if Payer's previously
notified involved): The Payer is informed about the
rejection and the rejection reason.
sTM-49.06 |Balance pre- Pilot PSP N/A The subprocess of balance pre-check for the
check (payee) (Payer) Payee [sTM-33].

[sTM-33] Note that the Payer of the original transaction
is the Payee of the refund, so the Payee
balance check needs to be executed to ensure
the user's holding limit is not exceeded.
Step-specific business rules: LM-050-002

sTM-49.07 |Sends response |Pilot PSP DESP - The Payer’s Pilot PSP sends the response to
(Payer) Eurosystem - | Eurosystem - Access Gateway Service.
Access Step-specific business rules: LM-050-002
Gateway
Service
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sTM-51 Payee’s Pilot PSP processing sub-flow

DESP - Eurosystem — . Individual End-User
Access Gateway Service AL () (Payee)

\ 4

sTM-51.01
Validates payment
instruction

sTM-51.02
Valid request?

sTM-51.06
Balance pre-check
(payee)
[sTM-33] (subprocess)

A

sTM-51 Payee’s Pilot PSP processing sub-flow

Step name Initiating Receiving Definition
actor(s) actor(s)
sTM-51.01 |Validates Pilot PSP N/A The Payee’s Pilot PSP validates the payment
payment (Payee) instruction.
instruction Step-specific business rules: TM-000-002
sTM-51.02 |Valid request? |Pilot PSP N/A If the instruction is not valid, the Payee’s Pilot
(Payee) PSP rejects it and notifies the Eurosystem -

Access Gateway Service and the Payee about
the rejection and the rejection reason.

Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.

Step-specific business rules: TM-000-002
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sTM-51.03 |Sends Pilot PSP DESP - Optional - (performed if Payer's Pilot PSP
rejection (Payee) Eurosystem - previously involved): The Payee's Pilot PSP
Access rejects the request and sends a rejection
Gateway message specifying the error type to the
Service Eurosystem - Access Gateway Service.
Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002, TM-001-002
sTM-51.04 |Sends Pilot PSP Individual End- | The Payee's Pilot PSP rejects the request and
rejection (Payee) User (Payee) sends a rejection message specifying the error
type to the Payee.
Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002, TM-001-002
sTM-51.05 |Rejection Individual N/A The Individual End-User (Payee) is notified of the
notified End-User rejection and the rejection reason.
(Payee)
sTM-51.06 |Balance pre- Pilot PSP N/A The subprocess of balance pre-check for the
check (payee) |(Payee) Payee [sTM-33].
[sTM-33] Step-specific business rules: LM-050-002
sTM-51.07 |Sends Pilot PSP DESP — The Payee’s Pilot PSP sends the instruction or
instruction/res | (Payee) Eurosystem - response (depending on the situation, in the case
ponse Access of a Payer-initiated transaction it may be a
Gateway response) to the Eurosystem - Access Gateway
Service Service.

In case waterfall is required, the payment
instruction will include the defunding amount.
Step-specific business rules: LM-050-002, TM-
002-001
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sTM-52 Payer’s Pilot PSP processing sub-flow

Pilot PSP (Payer) DESP — Eurosystem — Access Gateway Service

)

A

sTM-52.01
Validates request

sTM-52.02
Valid?

A 4
sTM-52.03
Yes Sends rejection
sTM-52.04 \ 4
Checks commercial bank
money account status and
balance
A
No
A 4
sTM-52.06
Yes Sends rejection

sTM-52.07
Blocks funds on commerecial
bank money account

\ 4

sTM-52.08
Sends confirmation and
settlement details

sTM-52 Payer’s Pilot PSP processing sub-flow

) 4
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Step name Initiating Receiving Definition
actor(s) actor(s)
sTM-52.01 |Validates Pilot PSP (Payer) | N/A The Payer’s Pilot PSP validates the funding
request request.
sTM-52.02 |Valid? Pilot PSP (Payer) | N/A If validation is not successful, the request is
rejected.
Note: Validation may be executed on the
request's format or its content from a technical
and functional perspective in accordance with
established business rules.
sTM-52.03 |Sends Pilot PSP (Payer) | DESP — The Payer’s Pilot PSP rejects the request and
rejection Eurosystem - sends a rejection message specifying the error
Access type to the Eurosystem - Access Gateway
Gateway Service.
Service
sTM-52.04 |Checks Pilot PSP (Payer) | N/A The Payer's Pilot PSP checks if the linked
commercial account is in a valid status and has sufficient
bank money balance to execute the transaction.
account Step-specific business rules: TM-000-007
status and
balance
sTM-52.05 |Successful? |Pilot PSP (Payer) |N/A If the check is not successful, the request is
rejected.
Step-specific business rules: TM-000-007
sTM-52.06 |Sends Pilot PSP (Payer) | DESP — The Payer's Pilot PSP rejects the request and
rejection Eurosystem - sends a rejection message specifying the error
Access type to the Eurosystem - Access Gateway
Gateway Service.
Service
sTM-52.07 |Blocks funds |Pilot PSP (Payer) | N/A The Pilot PSP blocks the required funds on the
on Individual End-User’'s commercial bank money
commercial account.
bank money
account
sTM-52.08 |Sends Pilot PSP (Payer) | DESP - The Pilot PSP sends the confirmation and
confirmation Eurosystem - required settlement details for the funding
and Access transaction to the Eurosystem - Access
settlement Gateway Gateway Service.
details Service
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sTM-53 Payee’s Pilot PSP processing sub-flow

DESP — Eurosystem - Access Gateway

Pilot PSP (Payee) Service

\ 4

sTM-53.01
Validates request

\ 4

sTM-53.02
Checks linked commercial
bank money account status

sTM-53.03
Valid?

) 4

sTM-53.04
Yes Sends rejection

sTM-53.05
Sends confirmation and
settlement details

-

sTM-53 Payee’s Pilot PSP processing sub-flow

#Step Step name Initiating actor(s) Receiving Definition
actor(s)
sTM-53.01 | Validates Pilot PSP (Payee) |N/A The Payee’s Pilot PSP validates the
request defunding request.
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STM-53.02 |Checks linked |Pilot PSP (Payee) |N/A The Payee’s Pilot PSP checks if the linked
commercial account is in a valid state.
bank money Step-specific business rules: TM-000-007,
account status TM-001-001
sTM-53.03 |Valid? Pilot PSP (Payee) |N/A If the user's commercial bank money
account is not valid, the transaction is
rejected.
Note: Validation may be executed on the
request's format or its content from a
technical and functional perspective in
accordance with established business
rules.
Step-specific business rules: TM-000-007,
TM-001-001
sTM-53.04 |Sends rejection |Pilot PSP (Payee) |DESP — The Payee’s Pilot PSP rejects the request
Eurosystem - |a@nd sends a rejection message specifying
Access the error type to the Eurosystem - Access
Gateway Gateway Service.
Service
sTM-53.05 |Sends Pilot PSP (Payee) |DESP — The Pilot PSP sends the confirmation and
confirmation Eurosystem - required settlement details for the
and settlement Access defunding transaction to the Eurosystem -
details Gateway Access Gateway Service.
Service Step-specific business rules: TM-001-001

3.6.7 Post-settlement holding limit check - Waterfall

These sub-processes are only triggered post settlement to ensure that the holding limit is not exceeded

in case of concurrent inbound payments. The standard waterfall is integrated into the payment

settlement process. Steps characterising the post-settlement holding limit check, with possible waterfall,

for same Pilot PSPs are presented and depicted in the following flows:
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sTM-32 Post-settlement holding limit check (waterfall) sub-flow — same Pilot PSP

DESP Pilot PSP (Payee) Individual End-User (Payee)

sTM-32.01
Checks balance

sTM-32.03
Increases online balance

sTM-32.02
Exceeds holding limit?

sTM-32.04
Increases online balance (up
to the holding limit)

v

sTM-32.05
Checks concurrent
transaction

sTM-32.07 sTM-32.06

Credits commercial bank ~ |€——No Concurrent

money account transaction?

Yes

sTM-32.08
Determines amount of Beta
Digital Euro to be defunded

sTM-32.10 ¢

Settlement_defundlng P sTM-32.09

online Sends defunding instruction
[sLM-31] 8
(subprocess)
A 4
STM32.41 sTmM-32.12 STM-32.13
Forwards defunding > Sends defunding > :
. N ) . Defunding completed
confirmation confirmation
A 4
sTM-32.14
Credits commercial bank
money account

sTM-32 Post-settlement holding limit check (waterfall) sub-flow - same Pilot PSP

Step name Initiating Receiving Definition
actor(s) actor(s)
sTM-32.01 |Checks balance |Pilot PSP N/A The Payee’s Pilot PSP checks additionally if the
(Payee)

transaction received would push the Payee’s
balance over the holding limit.

sTM-32.02 |Exceeds holding | Pilot PSP N/A If the holding limit would not be exceeded, the
limit? (Payee) Pilot PSP increases the Payee's balance.
Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002
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sTM-32.03 |Increases online | Pilot PSP N/A The Payee’s Pilot PSP increases the online
balance (Payee) balance of the Payee.

Step-specific business rules: LM-010-001, LM-
011-001, LM-011-002

sTM-32.04 |Increases online | Pilot PSP N/A The Payee’s Pilot PSP increases the online
balance (upto | (Payee) balance of the Payee up to the holding limit. If the
:iI::itr;oldlng user's online balance is already matching the

holding limit, there is no need to further increase
it.

SsTM-32.05 |Checks Pilot PSP N/A The Payee’s Pilot PSP checks if the transaction
concurrent (Payee) being processed was part of a set of concurrent
transaction transactions.

sTM-32.06 |Concurrent Pilot PSP N/A If the transaction being processed is not part of a
transaction? (Payee) set of concurrent transactions, waterfall (if

required) has been performed as part of the
settlement of a combined transaction earlier in the
process. In that case, the crediting of the user's
commercial bank money account is the only step
which remains to be performed.

However, if the transaction being processed is
part of a set of concurrent transactions (i.e.,
incoming payments or funding operations)
defunding is required to ensure the balance
remains below the holding limit.

sTM-32.07 |Credits Pilot PSP N/A The Payee’s Pilot PSP credits the Payee’s linked
commercial (Payee) commercial bank money account with the
bank money defunding amount determined during the pre-
account o

validation phase.
Step-specific business rules: LM-050-003

STM-32.08 |Determines Pilot PSP N/A The Payee’s Pilot PSP determines the amount of
amount of Beta | (Payee) money that needs to be defunded (transferred
Digital Euro to from the user’s Beta Digital Euro payment
be defunded i .

account to the user’s linked commercial bank
money account).

Assumption: the amount above the holding limit
needs to be defunded.

sTM-32.09 |Sends Pilot PSP DESP The Payee’s Pilot PSP sends a defunding
defunding (Payee) instruction to the DESP.
instruction

SsTM-32.10 |Settlement DESP N/A The DESP initiates the settlement defunding
defunding online [sLM-31].

E)snl_l:\;llz 1] Note: the settlement verification step of online
balance does not need to be executed in this
case as previously performed during the
transaction settlement.

sTM-32.11 |Forwards DESP Pilot PSP The DESP forwards defunding confirmation to the
defunding (Payee) Payee’s Pilot PSP.
confirmation

sTM-32.12 | Sends Pilot PSP Individual The Payee’s Pilot PSP informs the Payee about
defu_nding_ (Payee) End-User the defunding.
confirmation (Payee)

and/or N/A

sTM-32.13 | Defunding Individual N/A The Individual End-User (Payee) is informed that

completed End-User the defunding operation has been completed
(Payee) successfully.
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sTM-32.14 |Credits _ Pilot PSP N/A The Payee’s Pilot PSP credits the Payee’s linked
gomkmerclal (Payee) commercial bank money account with the
ank money defunded amount.
account

3.6.8 SoftPOS defunding of offline Beta Digital Euro

sTM-29 SoftPOS defunding of offline Beta Digital Euro (sub-process)

Offline secure
application

Pilot PSP - Distribution
component

Business End-User SoftPOS terminal Pilot PSP - Backend

sTM-29.01

Submits defunding request

sTM-29.02

sTM-29.06
Rejection notifiedj

sTM-29.05
Displays rejection

Sends defunding instruction

A4
sTM-29.03

sTM-29.04

sTM-29.10

<Defund‘ng no(if’ed}

sTM-29.09

Displays confirmation

sTM-29.08
Debits offline holdings

A

Forwards rejection offline [sTM-59]

(subprocess)

sTM-29.07

Forwards i <
confirmation

Credits non-digital euro |«
payment account

sTM-29.11

sTM-29 SoftPOS defunding of offline Beta Digital Euro (sub-process)

Step name

Initiating
actor(s)

Receiving
actor(s)

Definition

sTM-29.01 |Submits SoftPOS Pilot PSP — The SoftPOS terminal submits a defunding
defunding terminal Distribution request. This can happen for an offline
request component amount received as payments or in the
context of an offboarding operation, triggered
by the Pilot PSP, where funds need to be
defunded.
Step-specific business rules: LM-012-002
sTM-29.02 |Sends Pilot PSP — | DESP The Pilot PSP’s distribution component sends
defunding Distribution the defunding instruction to the DESP.
instruction component
sTM-29.03 |Settlement DESP Pilot PSP — The DESP performs the Settlement defunding
defunding Distribution offline [sTM-59] to redeem offline Beta Digital
offline [sTM-59] component Euro and to credit the Pilot PSP’s DCA for the
same amount.
sTM-29.04 |Forwards Pilot PSP — | SoftPOS If the Settlement defunding offline sub
rejection Distribution |terminal process resulted in a rejection of the
component instruction, the Pilot PSP (Distribution
component) receives the rejection and
forwards it to the SoftPOS terminal.
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sTM-29.05 |Displays SoftPOS Business End- | The SoftPOS displays a rejection message to
rejection terminal User the Business End-User.

sTM-29.06 |Rejection Business N/A The Business End-User is notified of the
notified End-User rejection and the rejection reason.

sTM-29.07 |Forwards Pilot PSP — | Offline secure | The Pilot PSP’s distribution component
defunding Distribution | application forwards the defunding confirmation to the
confirmation component | and/or Pilot backend of the Pilot PSP and to the offline

PSP - Backend |secure application.

sTM-29.08 |Debits offline Offline SoftPOS The offline secure application debits the

holdings secure terminal offline holdings for the defunded amount.
application

sTM-29.09 |Displays SoftPOS Business End- | The SoftPOS terminal displays the defunding
confirmation terminal User confirmation to the Business End-User.

sTM-29.10 |Defunding Business N/A The Business End-User is notified about the
notified End-User defunding.

sTM-29.11 |Credits Pilot PSP - |Business End- | The Pilot PSP’s backend credits the
commercial Backend User commercial bank money account of the
bank money Business End-User.
account
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